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1. Heap, 3a1a4M ¥ IVIAHUPYEMbIe Pe3yJIbTAThI 00YYEeHHUs 10 JUCHUIIIMHE

Lenpro ocsoenus aucuuiauabl 51.0.11.03. "OcHoBBl HMH(DOPMAIIMOHHOM
oe3onacHocTH" SABIsETCS (OPMHUPOBAHMS Y CTYACHTOB 3HAHWW W HABBIKOB TIO
BOMpocaM HMH(POPMAITMOHHOW O€30MacHOCTH, a TakK)Ke HAaBBIKOB IMPAKTHYECKOTO
oOecrieueHus 3amuThl HHPOpMaIu U 6€30MacCHOTO WCIIOIB30BAHUS MPOTPAMMHBIX
CPEACTB B BBIUUCIUTEIBHBIX CUCTEMAX OPraHU3ALUN U YUPEIKICHUN.

3ajavyaMu TUCUUIUTMHBI SBIISIOTCS: MOJy4YeHHe 0a30BbIX TEOPETUUECKUX MPeI-
CTaBJICHUA O COBPEMEHHBIX OPTraHU3AlMOHHBIX M TEXHUYECKUX METOHAX 3allUThl
uH(poOpMaIUK, a TAKKEe TEXHUYECKUX CPEACTBAX 3alIUThl KOMIBIOTEPHON MH(MOpMa-
MU UHOOPMAIIMOHHBIX CUCTEM OpPraHU3alui U yUPEKICHHM.

KoMnereHnu 1 HHIMKATOPBl, (POpMUpyeMbIe Y 00yHarouXxcsl:

Koa u HauMeHoBaHME KOMIETEHIIHH Kon u HanMeHoBaHMe UHIUKATOPA
OIIK-4. Crioco6en monumarth ipuHimiel pa- | OITK-4.2. Bmaneer HaBblkamu NMpUMEHCHHS TU(PO-
0O0TbI COBpEMEHHBIX HUH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH ISl pelieHus 3aaad mpodeccuo-
HOJIOTHIA M UCIIOJTb30BATh UX JUISl PELICHUSI HAJIbHON JIEATENIBHOCTH C YY€TOM OCHOBHBIX TpeOo-
3a/1a4 po(heCCHOHATLHON EATEITLHOCTH BaHMI WH(POPMAITMOHHOH 0€301MacCHOCTH

2. Mecto aucuuninHbl B cTtpykrype OIl

[IpenmecTByromue AMCHUILIUHGI (Moayn), mpaktuku, HUP, np.:

b1.0.11.01. UudopmaiimoHHbIe TEXHOJIOTUH

b1.0.11.02. Anropur™Mu3zanus ¥ IporpaMMHpPOBAHUE

[Tocnenyronue auctuIuiHabl (Moaynu), npaktuku, HUP, np.:

b1.0.11.04. IIporpamMmmHOe oOecrieueHre U porpaMMHUpOBaHue B TIpodeccro-
HaJIbHOM JE€SATEIIbHOCTH

3. CTpyKTypa U coaepkaHue TUCUMUILIMHBI
3.1. CTpyKTypa IMCHUILIHHBI
Ji1st ouHOM popMBbI 00yUeHUS

Bun yuebnoit paboThl B;go Eacfgg 4CeMec§p(H) 5
OBIIAS TPYTOEMKOCTbD JMCHUITJIMHBI 2 72 2
KOHTAKTHAS PABOTA 1,00 36 36
AYJIUTOPHAA PABOTA 0,88 32 32
Jlexium 0,44 16 16
ITpakTHyeckue (CEMHUHAPCKHE) 3aHATUS 0 0 0
JlaGopaTopHble paboThI 0,44 16 16
CAMOCTOSATEJIBHAA PABOTA OBYUYAIOHIET'OCA 1,12 40 40
ITpopaboTka yuebHOro MaTepuaia 1,12 40 40
KypcoBoii npoexT 0 0 0
KypcoBas pabota 0 0 0
IToaroToBKa K MPOMEXYTOYHOM aTTeCTALMHU 0 0 0
IIpomexxyTouHas arrecTarus: 3




3.2. Conep:xkanve AUCHUIUIMHBI, CTPYKTYPHPOBAHHOEe IO pasaejaM H
BU/aM 3aHATHH

Pacnipenenenue tpy- | ®opmbel 1 | UHIEKCH HHIUKATO-
JIOEMKOCTHU BUJ POB pOPMUPYEMBIX
§ 10 BHJaM y4eOHOH | KOHTpOJIs KOMIIETEHIIHH
Pa3nensl ? paboTh
) .
JTUCIUTLTAHBI § = | z S
I = O Il I
2| €| g 2
= o
Paznen 1. OcHOBHbBIEC TOHSATUSA U
aHanu3 yrpo3 uHpopmanuonHoit | 10 | 6 8 0 | 12 TK1 OIIK-4.2. 3YB
0e30MacHOCTH
Paszgen 2. Ilonarue HarmoHAILHON
Oe3omacHOCTH, BHUIBI O€30macHo- 6 ) 0 0 4 TK? OIK-4.2. 3
cru. Hudopmanmonnas Oe3onac-
HOCTb PD
Paznen 3. MexnynapoaHasi, Ha-
[MOHAIbHA W  BEJOMCTBEHHAs
HOpPMaTWBHasl TpaBoBasi 0a3a B 00- | 6 2 0 0 4 TK3 OIIK-4.2. 3
JacTi MHQOPMAITMOHHON Oe3omac-
HOCTH
Paznen 4. WNnxenepHo-
TEXHUYECKAsI 3ammra | 24 | 4 8 0 | 12 TK4 OIIK-4.2. 3YB
nHpopmanuu
Pazgen 5. OpranuzanuoHHO-
npaBoBoe oOecrneyeHue 3amutel | 10 | 2 0 0 8 TKS OIlK-4.2.3
uH(popMaluu
3auer 0 0 0 0 0 OM 1 OIIK-4.2. 3YB
HToro 3a 4 cemecTp 72 |16 | 16 | 0 | 40

3.3. Conep:xanue TMCHUIIAHBI

Paznen 1. OCHOBHBIE IOHATHUS M aHAJIW3 YTPO3 UHPOPMAITMOHHONM O€30MTaCHOCTH.

Tema 1.1. OcHOBHBIE TIOHSATHS WH(POPMAIIMOHHONW OE30MACHOCTH U 3allUTHl HH-
dbopmarum.

OcHoBHbIE TepMHUHBI U onpenenenus. Obecreuenne MHPOPMAIMOHHON Oe301ac-
HOCTH KOMIBIOTEPHBIX cucTeM. Bumpl yrpo3. Tpu Haubonee BbIpaskeHHBIE YTpo3bl: 1)
MOJBEPKEHHOCTh (PU3MYECKOMY HMCKAKEHUIO WM YHUUYTOKEHHUIO; 2) BO3MOKHOCTb HE-
CAHKLIMOHMPOBAHHOM (CITy4aliHOM WIJIM 3JI0YMBIIUICHHOW) MOIu(UKaIY; 3) OMacCHOCTh
HECAaHKIIMOHUPOBAHHOTO (CIy4allHOTO M MPEAHAMEPEHHOI0) MOIy4eHUs HMHGpOpMAalUu
JIMLIAMU, JJIs1 KOTOPBIX OHA HE MpeHa3HaueHa. XapakTep NPOUCX0XKICHUS YIpo3: YMbIII-
JeHHbIe (haKTOphbl, ecTecTBeHHbIE (hakTophl. MicTouHukM yrpo3. [Ipennocbuiky nosiBneHus
yIpo3: OObEKTHBHBIE, CYObEKTUBHBIC

Tema 1.2. [Nonutrka nHGOPMAIIMOHHOM 0€30MIACHOCTH

OcCHOBHBIE TIOHSATHS MOJUTHKH Oe3omacHOCTH. CTpyKTypa MOJIUTHKU O€30MmacHO-
ctu. Pa3paboTka moNMMTHKKN OpraHu3aiiy 0€30MacHOCTH OpraHU3aliu.

Tema 1.3. Crannaptbl HHPOPMAIIMOHHOMN 0€30MaCHOCTH

Pons cranmaproB uH@opmanmonHoM Oe3onacHoctH. Kputepun Oe3zomnacHocTd
KOMITbIOTEpHBIX crcteM MunucrepctBa 00oponsl CIIIA — «OpanxeBas kaura». EBpo-




nieiickue Kpurepuu 0e30MmacHOCTH MH(GOPMALIMOHHBIX TEXHONIOTHI. DeniepanbHble KpUTe-
pun Oe3onacHocTy. KaHaackue kputepun 0€30macHOCTH KOMIbIOTepHbIX cucteM. 'OCT
P NUCO/M3K 15408-2002, kak ayTeHTHYHBIA BapHaHT OOIINX KPUTEPHUEB OE30MTACHOCTH
UT. OynkumonansHbie TpeboBaHus Oe3omacHocTH. TpeGoBaHMs AOBepHs K Oe30macHO-
ctu. Crannaptel [ISO/IEC 17799: 2002 (BS 7799:2000). CranaapThl 0 MEHEKMEHTY
uHpopMmarmonHoit 6e3omacHoctu ISO/IEC 27001-27040. Hemenkue cranmaptel BSI.
Cranpaptel SysTrust, SCORE, GIAC. CranaapTsl aj1s1 6ecripoBOIHbIX ceTeid. OTeuect-
BEHHbIE CTaHIApThl HH(MOPMAIIMOHHOM Oe3onmacHocTH. CTaHaapThl obecrieueHre HHQop-
MAaITMOHHOM O€30IacCHOCTH OpraHu3aluii 0aHKOBCKOM cucTembl. Poccuiickoit ®denepa-
. [OCT P 57580.1-2017 u TOCT P 57580.2 — 2018. Cranmaptsl nH()OpMAITOHHOMN
oezonacHoct B Untepuere (IETF, RFC)

Paznen 2. [lonsaTre HarmoHaILHON OE30MACHOCTH, BHIBI Oe3omacHocTd. MH)op-
MalMoHHasi 0e30MmacHOCTb PO

Oprasbl, oOecrieurBaroIIMe HalMOHAIBHYIO Oe3onacHocTh PO, nienu, 3amauun. Ha-
MoHaNTbHBIE HHTEepechl PO B undopmarmonHoi chepe. [IproputeTHbie HarlpaBIeHUs B
obnactu 3amutel nHGopMmanmu B PO. Tennenimu pa3sutus HHOOPMAITMOHHON MOJIUTH-
KU TOCYJapCTB U BeOMCTB. [ 'ocytapcTBeHHas TaiiHa.

Paznen 3. MexnyHapoiHasi, HAMOHAIbHASA U BEIOMCTBEHHAs HOPMAaTHBHAS IIpa-
BOBas 0a3a B 00sacT MHGOPMAITMOHHONW 0€30MTaCHOCTH

Oo6umwe nonoxenusi. KoHuenryanbHble JOKYMEHTBI B 00JIACTH MH(POPMALMOHHOM
0e3onacHocT. Baxkuelme ¢enepanbHble HOPMAaTUBHBIC MTPABOBBIE aKThl. 3aKOHBI, Ka-
CalolMecs OXpaHbl MHTEIUIEKTYyaIbHON coOcTBeHHOCTH. [lonoxkenus ['paxmaHckoro ko-
nekca PO no 3ammre nndopmarmu. Mexmynapoanoe corpyanndectBo. Koaekc 06 af-
MUHHUCTPATUBHBIX MPaBOHAPYIIICHHUSIX. YTOJIOBHBIN Kojeke U 3anura uHpopmarwn. Oc-
HOBHBIE T10JI3aKOHHBIEC aKThI B 00JIACTH MH(POPMAIIMOHHOM Oe30macHoCTH. YKasbl [pesu-
nenra PO, nocranosnenus [IpaButenscrBa PO, BenoMcTBEHHAs: HOpMaTUBHAs 0asa.

Paznen 4. HxeHepHO-TEXHUYECKast 3aIuTa HUHPOpPMaUU

[onsTne kpuntorpaduu. Kpurepuii Hanexxnocty mmdposanus. OCHOBHbIE KpHII-
TorpaduuecKue npueMbl: 0JI0UHOE U(PPOBAHKE, CXeMa MOTOYHOTO HMdpoBanus. Cum-
METPUYHBIE KPUMITOCUCTEMBI IM(POBaHMS. ACCUMETPUUHBIC KPUIITOCUCTEMBI HIH(PO-
BaHus. OyHkimuy xsmmpoBanus. OCHOBHBIE MPOIETYPHI IU(DPOBOM MOANHCH. Y TIpaBIie-
HUE KpUnTokIrouamMu. Mnentudukarms, ayreHTuduKaus 1 yrpabieHre JOCTYIIOM: Me-
TOJIbI AyTEHTU(HUKAIINU, UCTIOB3YIOIINE MapOoJi, CTporas ayTeHTuduKaims, 6uoMeTpu-
yeckas ayreHtudukainys. Bpenonocusie 3aknanaku (B3): onpenenenue, pasHOBUAHOCTH.
Pazpymaronpe nevictBust 3akiafok OCOOEHHOCTH B3aMMOJEHCTBHUS C MPOTrpPaMMHO-
anmapaTHbIMM CpPEACTBaMH 3alllUThl. MeTo/IMKa MPUMEHEHUs! CpeJICTB OOpHOBI C BPEIO-
HOCHBIMHM 3aKJIaJIKaM{ Ha 3Tarie dKCIuTyatanuu cucreM. CUCTEMbI pa3rpaHudeHUs TOCTY-
na u 3anmtel ot B3. [IpenynpexaeHue 1 MUHUMA3ALUMS MOCIEACTBANA Bo3aercTBUs B3.
Kpatkas xapakTeprucTiKa Mep 3allUThl: IOPUANUYECKUE, aIMUHUCTPATUBHBIE U OpraHu3a-
IIMOHHBIE, ammapaTHo-Tporpammebie. Kommbiorepubie BUpychl. Kinaccudukamms. Kus-
HEHHbIM UK. OCHOBHBIE KaHAJbl PACIPOCTPAHEHUS] BUPYCOB U JIPYTHX BPEIOHOCHBIX
nporpamm. CpenctBa 60pbpOBI ¢ BUpYCaMU: KpaTKas XapaKTepUCTHKA MOMYJISIPHBIX aHTHU-
BUPYCHBIX MporpamMM. CpeacTBa 3aluThl OT KomupoBaHus. [Ipumepsl cpesicTB U TEXHO-
Jorui. BOrpocsl IpaBoOBOM 3allIUThI

Paznen 5. OpranuzanoHHO-PaBOBOE 0OecIeueHUEe 3aUThl THPOPMAITUH

CyIIHOCTB ¥ pOJIb OPraHU3aLMOHHO-TIPABOBBIX ACTIEKTOB MH(GOPMAIIMOHHOM 0e30-



nacHocTU. YesoBeK Kak IJIaBHOE 3BEHO B CHUCTEME 3alllUThl MHGOPMALIMU M Kak 3710-
yMblluieHHUK. HopMaTuBHas mpaBoBasi 0a3a WH(POPMAIMOHHOW 0€30MacHOCTH. 3aKOH
P® “O6 undopmarwu, nHOOPMAMOHHBIX TEXHOJIOTHIX U O 3aIuTe nHpopmarmn’”. Bu-
JIbl ¥ KaTEropuy MHPOPMAUK OrPaHUYEHHOI'O JI0CTYIIA: FTOCYJapCTBEHHAs U APYTHE BH-
Ibl TaiiH. 3akoH P® “O rocynapcTBeHHOM TaitHe”, “O KomMmepueckoil Taitae”, “O nepco-
HAJIBHBIX JaHHBIX’, “O HaIMOHAIBHOM MUIATEXKHOM cructeme”, “O 0e30MacHOCTH KPUTH-
yeckor nHGOopMaIrMoHHON MH(pacTpyKTyphl Poccuiickoit deneparn’. I'ocyapcTBeH-
Hasl CUCTeMa JIMLIEH3UPOBAHUS U CEPTU(PUKALIMU ACATEIILHOCTH B O0JIACTU 3alUThI MH-
dopmanmu. Yka3z Ilpesunenra PO “O mepax no coOmroneHUI0 3aKOHHOCTA B 00J1aCTH
pa3pabOTKH, MPOM3BOCTBA, PEANTM3ALMN U SKCIUTyaTallMd MIM(POBATBHBIX CPEICTB, a
TaKKe MPEIOCTaBICHHS YCIIyT B obmactu mmdpoBanus naGopmarwm’. 3akoH PO “O06
AIIEKTPOHHOW L(POBOM MOANUCH. YTOJIIOBHO- IPABOBOE PETYIUPOBAHUE 3aAIUTHI WH-
dbopmarum.

3.4. TeMmaTH4YeCKHUil IVIAH NPAKTHYECKHUX 3aAHATHI

JlaHHbIi BUA padOTHI HE MPEYCMOTPEH YUYEOHBIM IIAHOM.

3.5. TemaTu4yeckuii IU1aH JI1a0OPATOPHBIX padoT

Ne Homep | Ilpomomxu-
1/ HaumenoBanue nabopatopHbix padboT pa3ze- | TeIbHOCTb,
i na yac.
1 Hacrpoiika moJMTHKH 6€30IaCHOCTH ONEPAIIMOHHON CHCTEMBI 1 4
2 Opranu3aliys 3aIuThl JOKYMEHTOB cpencTBamu nakera Microsoft Office 1 4
3 Hactpoiika napameTpoB 0€301MacHOCTH HHTEpHET-Opay3epa 4 4
4 | IluppoBanue MHPOpPMAIMK METOJIOM MOJUAI(DABUTHON 3aMEHBI. 4 4
ITocTpoenue u nucnonp30BaHue MaTpuIlbl Buxunepa

3.6. KypcoBoii npoekT /KypcoBasi padota
JlaHnHbIi BUA pabOTHI HE MPEyCMOTPEH YUEOHBIM IIAHOM.
4. OueHnBaHue pe3yJIbTATOB 00y4eHUsI

OueHuBaHue pe3yJabTaTOB OOYYEHHS MO JUCLUUIUIMHE OCYLIECTBISETCA B
paMKax TEKYLIEro KOHTPOJs U NPOMEXYTOYHOM aTTecTallid, MPOBOJUMBIX I1O
oannsHO-perTuHroBoi cucreme (bPC).

[Ikana oLueHKH pe3yabTaTOB 00YUEHHUSI 110 TUCHUIUINHE:




Kon
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YpoBeHb chOPMUPOBAHHOCTH
WHJUKATOpa KOMIETEHITUU
o .« Huxe 5
Boicokuii | Cpennuit Huzkuit
Kon 3ariagu- CpEJIHETO
Ko VHIUKATO OBaHHBIE ot 85 110
A JHIATop p o1 70 110 84 |oT 55 10 69 |oT 0 110 54
KOMIIe- a pe3yJIbTaThl 100
TEHIIUHM KOMIIETEHII 00y4eHus 1Mo [Ixaina orieHUBaHUs
15071 IUCIHATIINHE yIIOBJICT- HEY/I0B-
OTJINYHO XOpOIIIO  |BOPHUTENIBH | JICTBOPH-
0 TEIBLHO
3a4TEHO HE 3a4TE€HO
HCIIOJI30BaTh
METO/ABl U CpPEICTBa
oOecrieyeHus
nHGOPMAaIHOHHON
(popman HE MOXKET
0€e30MmacHOCTH c 603
LENBIO yMeeT ¢ | AIyCKaer
yMeeT B MIOCTOPOH
MPEAOTBPALECHUS HEKPUTHY | OTACIIbHBI o
COBEPIIICH Hell
HECAaHKIMOHUPOBAH HBIMU e TrpyObIe
CTBE IIOMOILIA
HOTO JIOCTYyTIA, omuOKaMu | OIIMOKHU
> HCIIOJIB30
37I0YMBIIIIEHHON
BaTh
uH(poOpMaLUl WK
yTpaThl
3alInIaeMon
uH(popManuu
OLIEHUBATh
OITaCHOCTD,
CBSI3aHH c
yro HE MOXKET
yrpo3amu 603
HECaHKI[MOHUPOBAH yMeeT ¢ | AImycKaer
yMeeT B MOCTOPOH
HOTO JIOCTyma K HEKPUTHY | OTJICITHHBI .
COBEPIIICH Hel
uH(popMaluuy, HBIMHU e rpyoble
N CTBE ITOMOILIA
HaMepEeHHOM OIHNOKaMH | OITHUOKHU
HCITIOJIB30
MoupUKAITIT
BaThb
JAQHHBIX W yTPaThl
citykeOHOoM
uH(popMaluu
BIIAJIETD:
BJIAJEET He
COBPEMEHHBIMH OTIEIBLHEL
BJIAJIEET BJIAJIEET
OOIIIMMH cIIOCO0aMH | BIageeT B MU
OTIEIBHBI oe3
obecnieyeHus COBEpIIeH HaBBLIKAMH
. MH TTOCTOPOH
UH(OPMaLIOHHON CTBE c .
HaBLIKAMHU Hel
0€e301acCHOCTH Hego4YeTa
ITOMOILIA
MU
OueHoYHBIE MaTepUaibl  JUIi  IPOBEICHUS TEKYIIETO KOHTPOJA H

MIPOMEKYTOUHOM aTTecTanuu mpuBefeHbl B [Ipmnoxenun k paboueil mporpamme
JUACLUILIVHBL.

[TonHbI KOMIUIEKT 3aJlaHUM U MaTepuajoB, HEOOXOJUMBIX sl OLIEHUBAHUS
pe3ynbTaToOB O0yUEHHUS MO AUCIUIUIMHE, XpAHUTCS Ha Kadeape pa3padoTyuKa.



5. YueOHO-MeTOAM4YecKkoe 1 MHPOPMATMOHHOE O0ecreYeHrue JTUCIHTITIMHbI
5.1. YuyeOHO-MeTOANYECKOE OD0ecledeHue
5.1.1. OcHoBHas nuTeparypa

1. Mensenes, B. A., InpopmanmonHas OGe3omacHOCTh. BBeneHue B crienuaib-
HoCTh + ellpunoxenue:Tecto! | yueObnuk / B. A. Measenes. — Mocksa | KnoPyc, 2023. -
143 c. - ISBN 978-5-406-11334-9. — URL: https://book.ru/book/948870. — TekcT : 3Jek-
TPOHHBIMN.

2. Menbuukos, B. U., Undopmannonnas 6e3omnacHocTs : yueoHuk / B. . Menb-
HuKoB, A. 1. KynpusHos, T. 0. BacunbeBa. - Mocksa : KnoPyc, 2023. - 371 c. - ISBN
978-5-406-11960-0. — URL: https://book.ru/book/950148. — TeKcCT : 31€KTPOHHBIH.

3. 3amura uadopmanuu . yaeobHoe mocoome / A. II. XKyk, E. II. XKyk, O. M.
Jlenemkwun, A. 1. Tumomxkun. - Mocksa : PUOP : UHDOPA-M, 2021. - 400 c. - URL:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 37€KTPOHHBIH.

5.1.2. JloniosiHUTENBHAS TUTEPATYPA

1. Kpbinos, I'. O., bazoBbie nmoHsTHsS MHPOPMAIIMOHHOW O€30MacHOCTH | yuyeOHOe
nocobue / I'. O. Kpsutos, C. JI. Jlapuonosa, B. JI. Hukutuna. - Mocksa : Pycaitac, 2023.
- 257 ¢. — ISBN 978-5-466-01996-4. — URL: https://book.ru/boolc/946979. — TekcT :
3JIEKTPOHHBIN.

2. bab6am, A. B., Kpunrtorpaduieckue MeToipl 3aliiThl HHOOPMAIIUH | YICOHUK /
A. B. ba6am, E. K. bapanoBa. — Mocksa : KuoPyc, 2022. — 189 c. - ISBN 978-5-406-
08880-7. — URL: https://book.ru/book/941751.-TeKCT : 31eKTpOHHBIH.

3. OpranuzanmoHHO-IIpaBOBOE oOecreueHrne HHGOPMAIIMOHHON 0e30MacHOCTH
yueOHoe nocodue st By30B / A. A. Ctpensiios, B. C. T'opbartos, T. A. Ilonskosa [u ap.];
noxa ped. A. A.CrpenbioBa. - M. Akagemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TexcT HEenocpencTBEeHHBIN.

4. Unadopmanmonnass 0€30MacHOCTh: KOHIENTYaJbHbIE M METOHOJIOTUYECKUE
OCHOBBI 3alIMTHI HHPOpMaIuu | yueoHoe ocodue / A.A. Mamtok. - M.: I'opsiuast tuHuS -
Tenexom, 2004. - 280 c. - TekcT : HEMOCPEACTBEHHBIM.

5.2. UudopmaunmnonHoe odecrneyeHue

5.2.1. DIeKTpOHHBIE 1 UHTEPHET-PECYPCHI

Ne
/1
I 9BC IBOOKS.RU https://ibooks.ru

2 3BC LANBOOK.COM https://e.lanbook.com

HaumeHnoBaHue 371€KTPOHHBIX U HHTEPHET-PECYPCOB Ccpluika


https://book.ru/book/948870
https://book.ru/book/950148
http://new.ibooks.ru/bookshelf/361250
https://book.ru/boolc/946979
https://book.ru/book/941751.-TeKCT
IBOOKS.RU
https://ibooks.ru
LANBOOK.COM
https://e.lanbook.com

5.2.2. Ilpodeccuonanbupie 0a3zbl gaHHBIX / WH()OpMannoHHO-CIIpaBOYHBIE

CHUCTEMBI
No HaunmenoBanue npogeccnoHaabHbIX 0a3
n /IT JAHHBIX, HTHOOPMAIIIOHHO-CIIPABOYHBIX Anpec Pexwum nocryna
CUCTEM
1 |Poccuiickas HanmonanpHas Oubnmorexka  |http://nlr.ru/ http://nlr.ru/
OO6mepoccuiickuit MaTeMaTHYECKHI http://www.math
2 Hep http://www.mathnet.ru/ p
opTaj net.ru/

3 |KubepJlennnka

B https://cyberleninka.ru/

B https://cyberle
ninka.ru/

(HDB)

HaHI/IOHaHBHaH QJICKTPOHHAasA oubIonoTeKa

https://rusneb.ru/

https://rusneb.ru/

5 |Texaudeckas OMOIHOTEKA

http://techlibrary.ru

http://techlibrary.
ru

6 |UCC «Kopaekc» / «TexakcnepT»

http://app.kgeu.local/Home/Ap

http://app.kgeu.lo

ps cal/Home/Apps
7 |«KoHCymbTaHT IITIOCH» http://www.consultant.ru/ htp://www.consu
Itant.ru/
8 |«[apanT» http://www.garant.ru/ ?‘;‘Lp/://www.garan
5.2.3. .HI/II_IGHBI/IOHHOC )41 CB06OI[HO pacinpoCTpaHaCMocC IIpOrpaMMHOC
obecrieueHue JAUCHHUITIIINHBI
PexBusutsl
Ne | HaumeHnoBanue nporpaMMHOIO Crnoco0 pacripocTpaHeHUs
TTO/ITBEPIK TAFOIIIX
n/m obecrieueHus (JTMIIEH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
Windows 7 Ilpodeccuonanphas|[lonp30Barenbckas onepanuoHHas "CodrJlaiinTpeiin”

1 (Pro) cncTeMa Ne2011.25486 oT
28.11.2011 Hewuck.
npaBo. beccpouHo
3A0

. "CodrJlaitnTpeiin"
Windows 7 Ilpodeccuonanshas|[lonbp3oBarensckas onepaldoHHAas

2 (Starter) cHeTeMA Ne2011.25486 oT
28.11.2011 Hewucxk.
1paBo. beccpouHo

6. MaTrepuajbHO-TEXHUYECKOE O0ecrevYeHue I CIUTITHHbI

HaumenoBanue Buna
yueOHO paboThI

HaumenoBanue yuebHoi ayau-
TOpPHH, CIIEINATU3UPOBAHHON
nmaboparopuun

[lepeuens HEOOXOIUMOTO 0OOPYAOBAHUS U TEXHH-
YECKHX CPEJCTB 00yUeHHs

Jlexknuu

YuebHas ayquTOpus IS IPO-
BEJICHUS 3aHITHI JICKIITHOHHOTO
THIA

Crnenmanu3upoBaHHas ydeOHas MeOenh, TEXHHYE-
CKMe cpelcTBa OOydYeHHWs, CIyXaiiue JUIs
MpeACTaBICHUS yueOHOU uHbOpMaIuu
0osibIION  ayauTopuu  (MYJIbTUMEAMMHBIN
MPOEKTOP, KOMIBIOTEp (HOYTOYK), OdKpaH),
JEMOHCTpPAIIMOHHOE 000pyJ0BaHUE, Y4eOHO-
HaTrJIsTHBIC TTOCOOMS




Hammenosanue Buga | HaumeHnoBanue yueOHol ayan-

. . | Iepeuenp HEOOXOUMOTO 00OPYIOBAHUS U TEXHU-
y4aeOHO# pabOTHI TOPHH, CIICIIHATTU3UPOBAHHOM

YCCKUX CpCACTB O6y‘{CHI/ISI

naboparopuu

JIaboparopHsbie pa- |KomnbioTepHslii kinace ¢ Bbixo- | Crnienuaiu3upoBaHHas — ydeOHas — MeOerb,
0OTHI nom B Unrepuer [1-418, /1-420, | texunueckune cpencTBa 00y4eHust
A-424, 1427 (MyJIBTUMEIUUHBIA TPOEKTOP, MOHOOJIOKH 25
re.), JIMIIEH3UOHHOE IPOrpaMMHOE

o0ecrieueHue
KommptoTephbiii knace ¢ Bbixo- | Crienuanu3upoBaHHas yuyeOHas mebenb Ha 30
nom B Uureprer B-600a oCafouHbX  MecT, 30  KOMIIbIOTEpOB,
TEXHUUYECKUE CPEJCTBA OOydeHUs! (MyIbTHME-
JTUWAHBIA  TPOCKTOpP, KOMIBIOTEp (HOYTOYK),
9KpaH), BUJICOKaMEPHI, IPOrpaMMHOE

o0ecrieueHue
CamocrosrenbHas |[KommproTepHblii Kiace ¢ Beixo- | Crernuanu3upoBaHHas yueOHas mebOens Ha 30
pabora nom B Mutepuer B-600a MOCAJ0YHBIX  MecT, 30  KOMIBIOTEPOB,

TEXHUYECKHE CpeACTBa OOy4eHHS (MyJIbTHME-
TUIHBIA MPOEKTOP, KOMIBIOTEP (HOYTOYK),
JKpaH), BHJICOKAMEPHI, MPOrPaMMHOE
obecrieueHue
Criennanu3upoBanHasi MeOeiTb, KOMITBIOTepHAs
TEXHHKA C BO3MOXHOCTBIO BbIX0Ja B MIHTepHET
u obecnieuenuem noctymna B OUOC, skpan,
MYJIbTUMEAUHHBINA TPOEKTOP, MPOTPaMMHOE
obecrieueHne

YuTansHbIHI 31
OuOIIMOTEKH

7. Oco0eHHOCTH OPraHM3alu 00Pa30BaTEILHOM AeSITeJIbHOCTH JJIsl JIUIL €
OrpaHNYeHHbIMHU BO3MOKHOCTSIMH 3/I0POBbSI H MHBAJIU/I0B

JIutia ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMH 370poBbsi (OB3) u MHBaIMIBI UMEIOT
BO3MOKHOCTh OECHPEIATCTBEHHO MepeMeniaTbCsi U3 OJHOTI0 y4eOHO-TabopaTopHOIro
Koprmyca B JApYroil, MOAHSATHCS HA BCE ATaXHU Y4eOHO-TaOOPATOPHBIX KOPITYCOB,
3aHUMATbCS B Y4YEOHBIX M HWHBIX TIOMEIIEHUSX C Y4EeTOM OCOOEHHOCTEH
NCUX0()U3NIECKOTO PA3BUTHS U COCTOSIHUS 3/I0POBBAI.

Hist o6yuenust i ¢ OB3 u WHBaIMIOB, MMEIOIIMX HAPYIIEHUS OMOPHO-
JIBUTATEJILHOTO armapaTa, 00eCIeueHbl YCJIOBHs OCCHpPENsITCTBEHHOTO JIOCTYIa BO
Bce yueOHbIe nmomernieHus. Madopmanus o cueruanbHbIX YCIOBHUSIX, CO3JAHHBIX IS
oOyuarormuxcss ¢ OB3 w wuwHBanmuaoB, pa3meneHa Ha CcaldTe YHUBEpPCUTETa
www//kgeu.ru. IMmeeTcss BO3MOKHOCTh OKa3aHHS TEXHUYECKOM ITOMOIIM aCCUCTEHTOM,
a TaKXKe YCIIyT CYyPIOTIEPEBOTINKOB U TU(DIOCYPI0TIEPEBOIINKOB.

Jlns amantarnuu K BocupusaTuio guniamu ¢ OB3 1 nHBanuaamMu ¢ HapymIeHHBIM
CIIyXOM CHpPaBOYHOr0, y4eOHOro MaTepuaia IO JIUCIMIUIMHE OO0EeCIeuynBarOTCs
CJICAYIOIINE YCIIOBHUS:

- IS JIy4IIIed OpUEeHTAIlMU B ayAUTOPUH, IPUMEHSIOTCS CUTHAJIBI OMTOBEIICHUS
O HayaJie U KOHIIE 3aHsTHUs (CIOBO «3BOHOKY» MHUIIETCS HA JIOCKE);

- BHUMaHUE CJa0OoCIbIIIAIIero o0ydJarouerocss IMPUBJICKAETCS Ieaarorom
KECTOM (Ha IJICHO KIIAJETCs pyKa, OCYIIECTBIISETCS HEPE3KOE MOXJIONbIBAHUE);

- pasroBapuBas ¢ OOYYArOIIMMCS, TMEJArOTHYeCKUid PaOOTHUK CMOTPUT Ha
HEro, TOBOPHUT SICHO, KOPOTKUMH TMPEIIOKEHUSIMHU, OOecreunBas BO3MOXHOCTH



http://www.kgeu.ru/

YTEHUS 110 TyOaMm.

Kommnencanusi 3arpylHEHH pPEUueBOro M HWHTEUIEKTYalbHOTO Pa3BUTHUS
c1a0oCbIIIAIMX 00YHYarOIIUXCSl TPOBOAUTCS MTYTEM:

- UCTIOJIb30BAHMSI CXEM, IMarpamMM, PUCYHKOB, KOMIIBIOTEPHBIX MPE3CHTAIIUMN C
TUIEPCChUIKAMU, KOMMEHTUPYIOIIMMU OTIEIbHBIE KOMIIOHEHTHI U300paKEeHUS;

- pEeryJsipHOTO TNPUMEHEHMsI YIOpaKHEHHM Ha rpaduueckoe BbIJCICHHUE
CYILECTBEHHBIX MPU3HAKOB MIPEIMETOB U SBJICHUN;

- obecrieyeHUs BO3MOXXHOCTH JJisi  OOydarollerocss IMOJIYYUTh aapEeCHYIO
KOHCYJIBTAIIMIO TI0 AJIEKTPOHHOM MOYTE 10 MEpe HEOOXOANMMOCTH.

Jlnia aganTanuu K BocrpusaTuio uiamMu ¢ OB3 u nHBanuaaMu ¢ HapymeHusIMu
3peHUs CIPaBOYHOTO, y4eOHOoro, MIPOCBETUTENBCKOTO maTepuana,
IPEeTyCMOTPEHHOTO 00pa30BaTENFHON MPOrPaMMOI 1O BBIOPAHHOMY HAIPAaBJICHUIO
MOJITOTOBKU, 00ECTICUNBAIOTCS CIEAYIOIINE YCIOBUS:

- BeJIeTCs afanTtauus opUIMaIbHOTO caiita B ceTu IHTepHET ¢ yueTOM 0COOBIX
NOTPEOHOCTEN MHBAJIMIOB 110 3PEHHI0, 00ECIIEUNBAETCS HATMYUE KPYITHOIIPU(PTOBON
CIIPaBOYHOM MHGOPMAIIMK O PACTTUCAHUU YUCOHBIX 3aHSTHI;

- IelarorTuyeckuii  paboTHUK, ero coOeceqHUK (mpu HEOOXOAUMOCTH),
IPUCYTCTBYIOIIME HA 3aHATUH, IPEICTABISAIOTCS O0YUYaIOUUMCS, P 3TOM KaXKJbIi
pa3 Ha3bIBAETCs TOT, K KOMY II€1aroru4eckuil paboTHUK oOpaliaercs;

- ICUCTBUS, JKECThl, NEPEMEIIECHUS MEIaroruueckoro pabOTHHKA KOPOTKO U
SICHO KOMMEHTHUPYIOTCS;

- meyatHasg uWHGOpMaLMs MpeAoCTaBiAeTcs KpynHbiM mmpudrom (ot 18
MYHKTOB), TOTAJIHHO O3BYyYHBAETCS;

- obecnieunBaeTcss HEOOXOAUMbIN YPOBEHb OCBELIEHHOCTH MOMEUIEHUH;

- IPEIOCTABISIETCS BO3MOXKHOCTh HMCTOJIB30BaTh KOMITBIOTEPHl BO BpeMs
3aHSTUN U MPABO 3aTUCU 00BSICHEHU Ha TUKTO(DOH (10 JKEeJIAaHUI0 00yUYarOITUXCs).

dopMa TpoOBENECHUS TEKYyIIEM M NPOMEXKYTOUYHOM  aTTeCTalluu I
oOyuatomuxcst ¢ OB3 1 uHBaNMAOB omnpenesnseTcs: neaarorndeckuM paboTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM IiaHoM. [Ipu HeoOxomammoctu obyuaromemycs ¢ OB3,
UHBAJIMY C YYETOM HUX MHAMBHUIYaAIbHBIX MCUXO(PU3NUECKUX OCOOCHHOCTEH maercs
BO3MOXKHOCTh MPONTH NMPOMEKYTOUHYIO aTTECTALMIO YCTHO, MUCbMEHHO Ha Oymare,
NUCBMEHHO Ha KOMIIbIOTEPE, B (hOpME TECTUPOBAHUS U T.II., JIMOO MPEIOCTaBISACTCS
JOTIOJIHUTEIBHOE BPEMs JIJIsl TIOJTOTOBKU OTBETA.

8. MeToanueckue peKOMeHIAIMHU ISl MpenoaaBaTe/ied Mo OpraHu3anuu
BOCIIUTATEJIbHOI PadoThl ¢ 00y4AOIMMHUCS.

MeTtoauueckoe obecriedeHre nporecca BOCIUTaHUs 00yUYaoIUXCsl BBICTYIAET
OJTHUM M3 ONpEIESIIOMNX (PaKTOPOB BHICOKOTO KauecTBa ooOpasoBanus. Ilpenonasa-
TeNb BY3a, JEMOHCTPUPYS BBICOKUI MPOQPECCHOHATHU3M, SPYIUINIO, YETKYIO TpaXK-
JTAHCKYIO TO3UIINI0, CAMOTUCITUILIMHY, TBOPUYECKUH MOAXOA B pelieHu: mpodeccro-
HaJIbHBIX 33714, B X0JIe 00pa30BaTEIbHOIO MpOIecca CIIOCOOCTBYET (POPMUPOBAHUIO
FapMOHUYHOU JIMYHOCTHU.

[Ipu peanuzanuu OUCUMILIMHBL TMPENOJaBaTellb MOXET HCHOJIb30BaTh Clie-
JYIOIINE METO/Ibl BOCIIUTATENIbHON paOOThI:



- MeTonbl (hOopMUpPOBaHMs CO3HAHUS JWYHOCTH (Oecenma, AUCIYT, BHYIICHUE,
WHCTPYKTaX, KOHTPOJIb, OOBSICHEHUE, TPUMEP, CAMOKOHTPOJIb, PaccKas, COBET, yoe-
KIEHUE U JIp.);

- METOJbl OpraHU3aAlMU JEATEIBHOCTH U (OPMUPOBAHUS OIbITA MOBEICHUS
(3amanue, oOIIECTBEHHOE MHEHME, MelIarornyeckoe TpeOoBaHHUE, MOpYyYECHHE, MpPHU-
yY€HHE, CO3/IJaHNE BOCITUTHIBAIOLIUX CUTYallUi, TPEHUHT, YIIPpAaXXKHEHUE, U JIp.);

- METOJbl MOTHBAILIUU JIEATEIILHOCTU U MoBeaeHus (000peHue, MoolipeHue
COI[MAJILHON aKTUBHOCTH, MOPUIIAHUE, CO3/JaHUE CUTYallUd ycrexa, CO3/1aHue CUTya-
IUN 7151 SMOIMOHATIbHO-HPABCTBEHHBIX MEPEKUBAHUNA, COPEBHOBAHUE U JP.)

[Ipu peanuzaiuu JUCHUILIMHBI MPENOAABaTENb JIOHKEH YUUTHIBATh CIEHAYIO-
[[ME HAMPABIICHUS BOCIIUTATEIBHON JIEATEIIbHOCTH:

I'pasicoancrkoe u nampuomuyeckoe 60cnumanue:

- bopMUpOBaHUE Yy OOYYAIONIUXCSl IIEJIOCTHOTO MHUPOBO33PEHUS, POCCHUICKON
UJICHTUYHOCTH, YBaKEHHUS K CBOEH CeMbe, OOIIECTBY, TOCYAAPCTBY, IIPUHSATHIM B CEMbE U
00I1IeCTBE JyXOBHO-HPABCTBEHHBIM M COLIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAIIMOHATBHOMY,
KYJIbTYPHOMY U UCTOPUYECKOMY HacJeuio, (pOPMUPOBAHKE CTPEMIICHHSI K €r0 COXpaHe-
HUIO U Pa3BUTHIO;

- hopMHpOBaHUE Y 00YYAIOIIMXCSI aKTUBHOM TPAYKAAHCKOW MO3UIIMH, OCHOBAHHOU
Ha TPAJMIMOHHBIX KYJIbTYPHBIX, JYXOBHBIX U HPABCTBEHHBIX LEHHOCTSIX POCCHUICKOIO
00I11eCTBa, ISl MOBBIIIEHUSI CIOCOOHOCTH OTBETCTBEHHO PEAIM30BbIBATH CBOM KOHCTHU-
TYLIMOHHBIE MpaBa U 00S3aHHOCTH;

- pa3BUTHE MPABOBOM U MOJUTHUECKON KYJIBTYpPhl O0yUaIOIIUXCSl, PACIIUPEHUE
KOHCTPYKTHUBHOI'O YYacTUsl B MPUHATUU PEUICHUM, 3aTparuBarIMX UX MpaBa U HH-
TE€pechl, B TOM 4YHCJI€ B Pa3IMYHBIX (opMax caMOOpPraHU3allUU, CaMOYIPABJICHUS,
0OIIECTBEHHO-3HAUNMOM JICSATCIIbHOCTH;

- (hopMUPOBAHUE MOTHBOB, HPABCTBEHHBIX M CMBICIOBBIX YCTAaHOBOK JIMYHOCTH,
MO3BOJISIOIINX TPOTUBOCTOSATH IKCTPEMHU3MY, KCeHO(POOUM, TUCKPUMHUHAIIUKM IO COIIU-
aJIbHBIM, PEJIMTUO3HBIM, PACOBBIM, HAIIMOHAILHBIM MTPU3HAKAM, MEKITHUYECKON U MEX-
KOH(ECCHOHAILHON HETEPITMMOCTH, IPYTUM HETaTHBHBIM COIMATLHBIM SIBIICHHSIM.

IlyxoeHo-npascmeennoe gocnumanue:

- BOCIIUTAHUE YYyBCTBA JIOCTOMHCTBA, YECTU U YECTHOCTU, COBECTIMBOCTH, yBa-
YKEHHUS K POUTEIISIM, YUUTEIISIM, JIFOJISIM CTApIIEro MOKOJIEHUS;

- hopMHUpOBaHNE TPUHIIMIOB KOJUICKTUBHU3MA WM COJIMIAPHOCTH, JAyXa MHJIO-
cepausl U COCTpaJaHus, MTPUBBIYKUA 3a00TUTHCS O JIFOASX, HAXOMSAIIUXCS B TPYAHOM
YKU3HCHHOM CUTYalluu;

- GOpMUPOBAHUE COJIMIAPHOCTH M YYBCTBA COLMAIIBHOM OTBETCTBEHHOCTH TIO
OTHOIIICHHIO K JIFOJSIM C OTPAHUYCHHBIMH BO3MOXKHOCTSIMU 37I0POBbsI, MPEOA0JICHHUE
MICUXOJIOTUYECKUX OaphepoB MO OTHOILIEHUIO K JIFOASIM C OI'PAaHUYCHHBIMH BO3MOXK-
HOCTSIMU;

- hopMHUpPOBaHKE APMOIMOHATHPHO HACHIIIEHHOTO W JIYXOBHO BO3BBIMIEHHOTO OT-
HOIIICHUSI K MHPY, CIIOCOOHOCTM M YMEHHS TiepefaBaTh JPYTHMM CBOW SCTETUYCCKHIA
OTIBIT.

Kynomypno-npoceemumensckoe socnumanue:

- opMHUPOBAHNE ICTETUIECKON KaPTHHBI MUPA;



- popmupoBaHUe yBaKEHUS K KYJIbTYPHBIM IIEHHOCTSIM POJIHOTO TOPOJa, Kpasi,
CTpaHBI;

- MOBBIIIICHHE TIO3HABATEIBHOW AKTHBHOCTH O0YYaIOIIHXCSI.

Hayuno-obpazosamenvroe éocnumanue:

- bopMupoBaHue y 00yUaromuxcsi HAyYHOTO MUPOBO33PEHHS;

- popMupoBaHue yMEHUS MMOTyYaTh 3HAHUS;

- popMupoBaHuEe HABBIKOB aHAIM3a M CHHTE3a MH(OPMALIMHU, B TOM YHCIC B
npodeccuoHanbHOM 00IaCTH.
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(Haumenosanue OucyuniuHvl 6 COOM8emcmeu ¢ y4eOHbiM nAaHOM)

r. Kazans, 2023



OreHOYHBIE MATEPHATBI MO AWCIUIUINHE, MPeAHA3HAYEHHBI ISl OICHUBAHUS
pE3yNIbTaTOB 00yUYEHUS HA COOTBETCTBHE MHAMKATOPAM JTOCTIKEHUSI KOMIICTCHIINH.

OueHuBaHue pe3yJabTaTOB OOY4YEeHHS MO JUCHUIUIMHE OCYIIECTBISETCA B
pamkax Tekymero koutpois (TK) u mpoMexyTodHol aTTecTanny, IPOBOJAUMBIX IO
oamnpHO-perTunroBoit cucreme (bPC).

1. TexHnoJsiornyeckasi KapTa
Cemectp 4

HaumenoBanue paznena

DopMBbI 1 BU
KOHTPOJIS

PeliTuHrOBBIE TOKA3aTEIN

I Texymmit
KOHTPOJTb

JIOTIOTHUTETBHEIE
oamel k TK1

II rexymuit
KOHTPOJTb
JloToJTHUTE TbHBIE
oamnbr k TK2
III rexyumit
KOHTPOJIb
JloTIOJTHUTE TbHBIE
oamer k TK3
Uroro
[TpomexxyTounas
aTTecTalus

Paznen 1. OcHOBHbBIC TOHATHS U aHAIU3
yrpo3 uHpOpMaIMOHHON 0€30MaCHOCTH

TK1

[
W

15-
30

[TuceMeHHbIN Onpoc

9]

3ammTa nabopatopHoi paboThI

OTuer o caMoCTOSATENBLHOM padoTe

Pasnen 2. Ilomsarne HamuoHanbHOH 0€30-
MIACHOCTH, BUBI Oe3omacHocTH. MHpopma-
MoHHag Oe3omacHoCTh PO

TK1

10

10-
15

ITuceMenHbII OnIpoc

Ortyer o caMoCTosATENBHOM paboTe

Paznen 3. MexnynapoaHasi, HalOHAIbHAS
N BCAOMCTBCHHAsA HOPMATHBHAA ITPAaBOBas
0aza B obOmactu MH(OpMAIMOHHON 0e30-
MACHOCTH

TK1

10

10-
15

ITuceMenHbII OnIpoc

Ortyer o caMoCToATENBHOM paboTe

Paznen 4.  VmxeHepHO-TEXHHUYECKAS
3aIuTa HHPOpMaIu

TK2

15-

15 | 15
30

[TuceMeHHBIN OnpOC

3arura 1a00paTOpHON pabOThI

Otuer 1o caMoCTOSITENILHOMN paboTe

Pazgen 5. OpraHn3anuoOHHO-TIPABOBOE
obecrnieyeHne 3aluThl HHQOopMaIu

TK3

5 5 |5-10

ITuceMeHHBII OnIPOC

Otuer 1o caMoCTOSITENILHOM paboTe

IIpoMexxyTouHas arrecTanus (3a4er)

OM

0-45

3a,Z[aHI/IC HpOMCXCYTOqHOﬁ arrecralyu

B nrceMenHoit hopme 1o Omieram




2. OueHOYHBIEC MaTePUAJIbI TEKYLIET0 KOHTPOJISI U POMEKYTOYHOM aTTecTAlMH

[IIkaa OUEHKH pe3yabTaTOB OOYUYEHHUS 110 AUCIUILUIHHE:

Kon
KOMIIE-
TEHIIUU

Kon
MHIUKATOP
a
KOMIIETEHI]
15054

3aruianu-

POBaHHBIC
pe3yIbTAThI
00y4eHus 1o
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Huszkuit
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ot 55 o 69

ot 0 10 54

Ixama oreHuBanus
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XOpOIIO

yIIOBJIET-
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3a4TCHO
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OIlK-4

OIIK-4.2

3HATh.

3HATh MPABOBHIC AKTHI B
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OCHOBHBIC TIOHSTHS U
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MHGOPMAITMOHHON
0e30MacHOCTH,
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MEPOTPUATHS
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MHGOPMAITMOHHON
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poQeCcCHOHATEHOM
JeATeTIbHOCTH
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3HACT
OCHOBHBbIC
IIPUHIUIIBI

3HACT
OTACJIBHBIC
IMPUHIOMIIBI

UMeeT
HpeJIcTaBiIe
HHE

MH(OPMALIMOHHO-
KOMMYHUKAIIMOHHBIE
TEXHOJIOTUH,
TpUMEHsIEMbIe TUIST
pelIeHnsT CTaHIAPTHBIX
3aa4
poQeCcCHOHATEHOM
JESTEIIbHOCTH C y4EeTOM
OCHOBHBIX TpeOOBaHHI
MH(QOpMaLMOHHOM
Oe3omacHoOCTH

3HaeT B
COBEPILICHC
TBE

3HACT
OCHOBHBIC
TIIPUHIHUIIBI

3HAcCT
OTACIJIBHBIC
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UMeET
HpeJCcTaBie
HUE

YMETB!

WCTIONB30BaTh  METOJIBI
u cpezcTBa
obecrieyeHus
MH(QOpPMALTOHHOM
0€30aCHOCTH C LEJbI0
MPEIOTBPAIICHHUS
HECaHKIIMOHHUPOBAHHOT
0 JocTyna,
3JTI0YMBILUIEHHOM
uHpopmManuu 170171
yTpaThl  3alUIIAEMON
uHpopManuu

yMeer B
COBEPILICHC
TBE

yMeeT c
HEKPUTHYH
BIMH
OIIMOKaMH

JUTyCKaeT
OT/ICTTbHBIC
rpyobIe

OIIINOKH

HE
0e3
MTOCTOPOHH
el TTOMOIIH
HCITONIE30Ba
Tb

MOXKET




YpoBeHb chopMHUPOBAHHOCTH
WHIMKATOPA KOMITETCHITHN
N N Hwxe N
Kon 3aruianu- Beoicokuii Cpennuii cpemHero Huzkwmit
Ko MH/IUKATO OBaHHbIE
A IHAEATOP P o185 10 100 |01 70 10 84 | 01551069 | or 0 10 54
KOMIIE- a Ppe3yJbTaThl
[IIxana oneHnBaHus
TCHIIMA KOMITCTEHI] 00y4eHHs 110 -
HEYJI0B-
un JCIUIUIAHE yIIOBJIET- A
OTJINYHO XOPpOIIIO0 JIETBOPUTEITb
BOPUTEJIHHO
HO
3a4TEHO HE 3a4TEHO
OLICHUBATh OIACHOCTD,
CBSI3aHHYIO C YTPO3aMu He  MOKET
HECaHKIIMOHHUPOBAHHOT
Kt P yMeeT Cc | mmyckaer 6e3
0 JocTymna K | ymeer B
HEKPUTUYH | OTJENbHbIE | TIOCTOPOHH
uH(popMaLH, COBEPIIICHC .
" BIMU rpyoble el TIOMOLH
HaMEpEHHOM TBE 6 6
MOMDUKAIAH JIAHHBIX OLIMOKAMHU | OIIMOKH UCTIONb30Ba
U YTparhl CIyKeOHOM b
uHbopMaMH
BIIAJICTh:
BIIaJIeeT
BPEMCHHBIMH OT/ICJTLHBIM
COBpEME BIIaJIeeT A HE BIaJeeT
o0mMMH  criocoO0aMu | BIageeT B u
OTICIBHBIM oe3
obecrieyeHus COBEpIIICHC HaBBIKAMU
. u MIOCTOPOHHE
nH()OPMATMOHHON TBE c .
6e30MACHOCTI HaBBIKAMHU wenoueram | © TIOMOIIA
u

OHGHKa «OTJIMYHO» BBICTABJIACTCA 34 BJIaACHHC B MTOJTHOM MCpPC MOHSITHUHHBIM

anmnapaToM JAUCHMUIUIUHBI « OCHOBBI HHPOPMALMOHHON 0€301aCHOCTHY, CIOCOOHOCTh
WUTIOCTPUPOBATh OTBET MpUMepamHu, (pakTamu, JaHHBIMU HAyYHBIX HCCJIEIOBaHUM,
OPUMEHATh TEOPETHUUECKHUE 3HAHUS JJIS PELICHHUs] TUIIOBBIX 33Jau M MPaKTUYECKUX
3aJjaHuil 0oJiee BBICOKOTO YPOBHS CIIOKHOCTH.

O1eHKa «XOpOII0» BHICTABIISAECTCS 32 BJIaJICHUE MOHATUIHBIM anmnapaToM AMC-
UUIUIMHBL «OCHOBBI MH(OpPMAIIMOHHAS 0€30MaCHOCTHY, CIOCOOEH HILTIOCTPUPOBATH
OTBET MpUMepamMu, (hakTamu, MPUMEHATh TCOPETHUECKUE 3HAHMS TP PEUICHUH TH-
MOBBIX 33J1a4, TOMYCKAaeT He3HAUNTEIbHbBIC OIMOKHU MPU PEIICHUHU MPAKTUIECKHUX 3a-
JaHui 0oJiee BEICOKOTO YPOBHSI CIIO)KHOCTH.

OrneHka «yI0BJe€TBOPHUTEIbHO» BBICTABISIETCS 32 YaCTUYHOE BIIAJICHUE TEO-
pPETHYECKUMU OCHOBaMM AUCUHUILIMHBI «OCHOBBI MH(OpMAaLMOHHAs 0E€30MMacHOCTH,
dbparMeHTapHyI0 CITIOCOOHOCTH WILTIOCTPUPOBATH OTBET MpUMeEpaMu, (hakTamMu, B psizie
CIlydaeB 3aTpPyIHSETCS MPUMEHSATh TEOPETHUECKHE 3HAHUS TPU PEIICHUH THITOBBIX
3a7a4, HE BCETJa CIIOCOOCH PEIINTh MPaKTHIECKHE 3aaHus 00jee BHICOKOTO YPOBHS
CII0)KHOCTH.

OrneHka «Hey10BJIeTBOPUTEIbLHO» BHICTABIISIETCS 32 HE COOTBETCTBUE JTHOOBIM
TPEM U3 NEPEUYUCIIEHHBIX MOKa3aTened. OOyyarouuiicss 1eMOHCTPUPYET OTPHIBOU-



Hble, (pparMeHTapHbIC 3HAHU, JAOMYCKAeT TpyOble OMIMOKU MPHU PEUICHUH THUIOBBIX
pacyeTHBIX 3a7a4 JM00 HE UMEET MPEJCTABICHUS O CIIOCO0E UX PEILICHUS.

3. IlepeyeHb OLICHOYHBIX CPEACTB

Kpatkas xapakTepHCTHKa OLIEHOYHBIX CPEICTB, UCIOJb3YEMBIX MPU TEKYLIEM
KOHTPOJIE YCIIEBAEMOCTH M IPOMEXYTOYHOM arrectauuu OO0y4aromierocss Io
JTUCUUIUINHE:

Haumenosanue Ornucanue
OLICHOYHOTO Kparkast xapakTeprucTrka OeHOYHOTO CPe/ICTBa OLICHOYHOTO
CpelcTBa cpeJicTBa
Koncnekrupoanue | Kparkoe TekCTOBOE Ipe/icTaBIeHHE repepaboTaHHOH I[epeuens paznenos
y4eOHOTrO HHpOPMAITIH
Marepuaa
[lepeuens 3aqanmii u
Or4er o Brimonnenne na60pan)pH0171 pa69TBI, 00paboTka BOIIPOCOB JIJIst
. pE3yIbTaTOB HCIIBITAHUM, HW3MEPEHHH, SKCIEPUMEHTA. 3aIlUThI
JabopaTopHOi . .
pacore (OJIP) OdopmiieHne oTueTa, 3aluTa pe3yabTaToB JJAb0PaTOPHOM 71a00paTOPHOIA
PaboTHI MO OTYETY paboThI, IepeveHb
TpeOOBaHUM K OTYETY
CpencTBO KOHTPOJIS, OPraHM30BAHHOE KaK CICIUAIbHAS
CoGecenopanme Oecena nperoziasatenst ¢ 06y‘laIOI_I;II/IMC}I Ha TEMBbI, CBS- Bormpoce! o
(C6c) 3AHHBIC C H3y1aeMOH INCLMIIINHOM, 1 PAcCUNTAaHHOE Ha pazzaenam
BBIICHEHHE 00beMa 3HAaHWN OOYYaroIerocs Mo onpese- JCIUTUTAHBI

JICHHOMY pazJielly, TeMe, MpoosieMe U T.I1.

Cucrema cTaHIapTU3UPOBAHHBIX 33AHUM, ITO3BOJIAIOIIAS
Tecr (Tecr) ABTOMATU3UPOBATh  MPOLEAYPY H3MEPEHHUsS  YPOBHS
3HaHUH U yMEHU oOyyaroiierocs

KoMIiekT TecTOBBIX
3aJIaHuH

4. IlepeyeHb KOHTPOJIBHBIX 33JaHUIl WJIH HHbIE MATEPHAJbI, HEOOXOAU-
Mble IUIsl OLCHKH 3HAHUM, YMEHUH U HABBIKOB, XapaKTepU3yLIUX dTansl ¢Gop-
MHPOBAHUS KOMIIETEHIMH B NPoLecce 0CBOCHMUS AMCHUIIIUHBI

Ipumepnulii nepewenv 6onpocos 0is cobecedo8anus

1. Chopmympyiite monstue nHGpopmarmonHoi 6ezonacuoctu C.

2. OOBsCHUTE TOHATUSA TENOCTHOCTH, KOH(PUICHIIMAILHOCTH U JOCTYITHOCTH WH-
dbopmarum.

3. YkaxuTe OTJIMYMS CAaHKIIMOHUPOBAHHOTO JOCTYIa K MH(POpMAIUU OT HECAHK-
IMOHUPOBAHHOTO.

4. TlepeunciuTe OCHOBHBIC MPHU3HAKU KJIaCCU(UKAIIMU BO3MOXKHBIX YIpo3 0e30-
nacHoctu NC

5. JlaiiTe KpaTKyr0 XapaKTepUCTUKY YTPo3bl 0€301MacHOCTH, 0003HAYAEMON TEPMHU-
HOM «TPOSIHCKUI KOHB.

6. JlaliTe KpaTKyro XapakTepUCTUKY Yrpo3 O€30MacHOCTH, 0003HAYaeMbIX TEPMU-
HaMU «BUPYC» U «UEPBbY.

7. HazoBuTe 1 0XapakTepu3yiTe HanOoJee paclpOCTPAaHEHHBIE BUJIBI CETEBBIX.

8. OnmimTe ataKy «4elioBeK-B-cepenuHe». Kakue cpenctBa mo3BoisitoT dddek-
TUBHO OOPOTHCSI C aTaKaMH TAKOTo TUna?




9. OnummmTe aTaKky THTIA «OTKa3 B OOCTY>KUBaHUI» M PACTIPEICIICHHYIO aTaKy «OT-
Ka3 B 00CITYKMBaHUW.

10. Onummre ocobeHHOCTH (UIMHTA U (hapMUHTa. Y KaKUTE MEPhI IPOTUBOICH-
CTBUSI 3TUM aTaKaM.

11. KakoBbl MCTOYHMKM HapyIIEHU O€30MaCHOCTH MPOBOAHBIX KOPMOPATHBHBIX
cerein?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTHU M YTPO3bl OECIPOBOAHBIX CETEH.

13. OObsCHHUTE IOHATHE KIOJUTHUKA OE30MAaCHOCTH OPraHU3aIN.

14. Kakue paznenbl Jo/bKHA COJEpKaTh TOKYMEHTAIBHO O(pOpMIICHHAS MOJTMTHKA
0e3omacHoCTH?

15. Kakuie mpobneMbl perraeT BepXHUM YPOBEHb MOIUTUKN 0€30MacHOCTH?

16. Kakue 3amauu pemniaer cpeiHUiA YpOBEHb MOJIUTUKHA O€3011aCHOCTH?

17. KakoBbl OCOOEHHOCTH HMYKHETO YPOBHSI ITOJUTUKU 0€3011acHOCTH?

18. Chopmymupyiite 00sI3aHHOCTH PYKOBOJIUTENICH TOIpa3ieeHU, a/MIHUCTPA-
TOPOB U TOJIL30BATENICH MIPU peaTu3aIiy MOTUTHKH O€30MIaCHOCTH.

19. Onuimre CTpyKTYpy MOJMTHKH O€30IaCHOCTH OpTraHU3aIlHH.

20. Yro npencTaBIisitoT co00i CreUaTM3UPOBAHHBIC MTOJIMTHUKH O€30MaCHOCTH?

21. IlpuBenuTe HECKOJILKO MPUMEPOB CIICIUATM3UPOBAHHBIX TOJIUTUK OE30MaCHO-
CTH C OIMCAaHUEM UX OCOOEHHOCTEH.

22. YTo npencTaBIsitoT co00i Mpolieayphbl 6e30MacHOCTH?

23. IlpuBenuTe HECKOJBKO MPUMEPOB MPOIETyp O€30MaCHOCTH C OMHUCAHUEM HX
0COOEHHOCTEH.

24, TlepeuncnuTe OCHOBHBIC TaMbl pa3pabOTKH MOJUTHUKH O€30MaCHOCTH OpraHU-
3aIH.

25. Chopmynupyiite TIaBHYIO 337a4y CTaHIapTOB MH(DOPMAIIMOHHON Oe30MmacHo-
CTU C TIO3UIMI TIPOU3BOAUTENICH U TIOTPEOUTENEH MPOIYKTOB MH(POPMALIMOHHBIX TEXHO-
JIOTUH, a TAaKXKe CIECIMAIMCTOB 110 CePTU(DHUKAIIMN ITUX TPOTYKTOB.

26. HazoBuTe OCHOBHBIE MEXKIYHApPOIHBIE CTAaHAAPTHI MH(OPMAIIMOHHON 0€30-
MACHOCTH.

27. JlaiiTe KpaTKyl0 XapakTepUCTUKy MexayHapoaHoro cradmapra ISO/TEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE OCOOEHHOCTH TepMaHcKoro cranmapta BSI «PykoBojacTBo
HO 3aI1uTe HHPOPMAITMOHHBIX TEXHOJIOTUH JJIst 0a30BOT0 YPOBHS 3alUIIIEHHOCTI?

29. OnummTe CoAaepKaHue U YKaKUTE 3HAUCHHE MEXAyHapoHoro cranaapra [SO
15408 «O0mme kpuTepun 0€30MacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHI.

30. Ilepeuncnute cTaHAApTHI AJ1s1 OECIPOBOIHBIX CETeH M JIalTe UX KPaTKYHO Xa-
PaKTEPUCTHKY.

31. HazoBute cranmapTsl nHGOPMAIIMOHHOM Oe301acHOCTH 11t THTepHeTa.

32. Yro takoe kpurtorpadus?

33. Jlaiite onpeaeneHus CIEAYIOMINX MOHITUN: KPUIITOTPaMMa, KPUIITOAITOPUTM,
KpUITOCUCTEMA

34. B 4eM COCTOMT KOPEHHOE Pa3iniie CUMMETPUIHBIX U aCHMMETPUYHBIX KPHII-
TOCUCTEM?

35. Onummre 1Be OCHOBHBIE MPOLIETYPhI, OCYILIECTBIIIEMbIE CUCTEMOM 3IEKTPOH-
HOU 1(POBOM TIOAMKCH [T IOATBEPKACHUS TTOIJTMHHOCTH ITU(POBOTO IOKYMEHTA.



36. Kakum 06pa3zoM KOMOMHMPOBAHHBIN METO IIU(PPOBAHUS MO3BOJISIET COYETATh
JIOCTOMHCTBA ACCUMETPUYHBIX U CHUMMETPUYHBIX KpHUITOCHCTEM? ONUILINATE MPOTOKOIN
peanu3aiyu KOMOMHUPOBAHHOTO METO 1A MIM(POBAHUSI.

37. Uto Takoe BpeAnoHOCHas nporpamma’? OxapakTepu3yiTe OCHOBHBIE TUITbI BpE-
JIOHOCHBIX IIPOTPaMM.

38. YKaxuTe CyIIECTBEHHBIE OTJIMYMSI KOMITBIOTEPHBIX BUPYCOB OT CETEBBIX YEp-
Beil. Onuiere OCHOBHBIE OCOOCHHOCTH TPOSTHCKUX MPOIPaMM.

39. Onuimre /1Ba OCHOBHBIX MOJIX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX POrPaMM.

40. Kax BBINOJIHSAETCS] CUTHATYPHBIN aHaM3? KakoBbl €ro JOCTOMHCTBA U HEIOC-
TaTKU?

41. Yro mpeacTaBisitoT co0oi MPOaKTUBHBIE METO/bI oOHapykeHusa? [laiite xa-
PAKTEPUCTUKH ABYX HaOOJIee MOIMYJISIPHBIX IMOIX00B.

42. OnuiuuTe NPUHLMIN ACUCTBHS, JOCTOMHCTBA M HEIOCTATKH 3BPUCTHUYECKUX
aHAJTM3aTOPOB.

43. OnummMre NpUHLMI JICHCTBUS, TOCTOMHCTBA M HEJIOCTATKU IOBEICHYECKUX
OJIOKUPATOPOB.

44. Ha30BUTE 1 ONUIIUTE TONOTHUTEIBHBIE MOAYIH AHTUBHPYCHBIX CPECTB.

45. KakoBbl JOMOJHUTENBHBIE MEPBI U CPEJCTBA 3aAIIUTHI OT BPEJOHOCHBIX MPO-
rpamm, PacClIMPSIOIINE BO3MOKHOCTH aHTUBUPYCHBIX IIPOrpamm’?

46. Onummre MephI U CPEACTBA 3aIIUTHI OT Cllama.

47. KakoBbl OCOOEHHOCTH PEATM3ALMU MOJICUCTEMBI 3aIUTHl KOPIIOPATUBHON WH-
(dbopmaru OT BpEJOHOCHBIX MPOrpaMM U BUPYCOB?

48. KakoBbl Bo3MoxkHOCTH cepur nipoaykToB Kaspersky Open Space Security asist
3aIUThl KOPIIOPATUBHBIX CETEN OT COBPEMEHHBIX UHTEPHET-YTpo3?

Juisa rekymero konrpoJs TK1:
IIpoBepsiemast KoMIeTeHUMS:

Kon n HauMeHOBaHUE KOMITETEHITUN Kon n nanmMeHoBanue uHIMKaTOpa
OIIK-4. Crioco6en nmonumars npuHiunel pa- | OI1K-4.2. Bnaneer HaBblkamMu npuMeHEHUs: 1udpo-
0O0TBbI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH ISl pelieHus 3aaad mpodeccuo-
HOJIOTUM U MCTIONB30BaTh UX JJISl PEIICHHUS HAJbHOM JEATETLHOCTH C YYE€TOM OCHOBHBIX TpebOOo-
3a1a4 npoheCCHOHATBHON IeITeTbHOCTH BaHU HGOPMAIIMOHHOI 0€30MacHOCTH
Tect
Bonpoc Bapuanmur omeema
CxoabpKo BBIJICTIEHO

HAI[MOHAJBHBIX ~ MHTEPECOB
Poccniickoit ®enepauuu B
nH(popMalnoHHOH cdepe?.

3
OCHOBHBIX  COCTABJIAIOIIMX | 4
5
6

3aKJII0YAeTCsl B YCTAHOBKE MOJCIYIIMBAIOUIETO YCTPOWCTBA B
amnmnaparypy cpeacTB 00paboTku nHpopmaIuu

OCHOBaH Ha  (uKcauu  DJICKTPOMATHUTHBIX  M3JITYYCHUH,
BO3ZHUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMITbIOTEPHOM
TEXHHUKU 1 KOMMYHUKaUW

OCYHIECTBJISIETCSL TYTEM MCIOJIb30BAaHUSI ONTUYECKON TEXHUKHU

AKTHBHBIN rnepexsaT
uHpOpPMALIUK 3TO TEepexBarT,
KOTOPBIH:




Bonpoc

Bapuanmbl omeenma

HEMPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKHUE OTXOJIbI
MH(OPMALIMOHHOTO Ipoliecca
OCYILIECTBIISETCS c MTOMOIIIBIO MOAKITIOYEHUS K

TCJICKOMMYHHKAIITMOHHOMY O60py,I[OBaHI/IIO KOMITBIOTEPA

OOecrieueHne HAIIHOHAIBHOM

HaacKHas 3aluTa JIMIHOH U HMYHlCCTBCHHOﬁ 0e30macHOCTH

oOecrieyeHre HAay4YHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rOCyIapcTBOM MHHHMYMa MAaTepHAJIbHBIX M JKOJOTHYECKHX
YCJIOBUU

0€e301acHOCTH Ha
NpeojioiecHue  KOH(poOHTAalMid B OOIIECTBE,  JIOCTHIKEHUE
rOCy/IapCTBEHHOM YpOBHE
ompenensercs  creyomed HAIIMOHAILHOI'O COIJIacus
HeNbIo obecrieueHre MPU3HAHHBIX MEXKIYHAPOIHBIM IIPABOM HHTEPECOB
rpaxaan Poccun, MpoKUBarOuX B 3apyOeKHBIX CTpaHaX
o0OecrieueHrne CYBEpPEHHTETa M TEPPUTOPUAIBHON 1EI0CTHOCTU
Poccun
YIPaBISIOUIME JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BEKTAMU
HEO0OXOIMMO HMETh SIBHYIO U XOPOIIO OINPEAETICHHYIO CHUCTEMY
obecneueHust 0€30I1aCHOCTH
B cranmapre «OpanxeBas | MHAMBUIYAIbHBIC CYOBEKTHI JJOJKHBI HICHTUPHUITPOBATHCS
KHUTa»  (QyHIAMEHTAIBbHOE | BEIYMCIIMTEIbHAS CHCTEMA B CBOEM COCTaBe€ JO/KHA HMETh
TpeboBaHue, KOTOpOE€ | ammapaTHbIe/TTPOrpaMMHEIC MEXaHHU3MBI, JOITYCKAIOIITNE
OTHOCHUTCS K IpyNI€ | HE3aBUCUMYIO OIIEHKY Ha TMpeAMeT TOro, 4TO0 CHUCTeMa
IMomoTueTHOCTD o0ecreurnBaeT BHITIOJTHEHHUE W3JI0KCHHBIX TPEOOBAHHMIA
rapaHTUPOBAHHO  3AlllMIICHHBIE MEXaHU3MbI, pPeaTU3yIOIINe
MIEPEUNCIICHHBIE  TPeOOBaHUs, JIOJDKHBI ~ OBITH  MTOCTOSIHHO
3alUIIEHBl OT «B3JAMBIBAHUS» W/WIM HECAHKIIMOHUPOBAHHOTO
BHECEHHS U3MESHEHUH
MOJIy4YeHHUsl  3aluiiaeMod WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HApYIICHHEM YCTAHOBJICHHBIX  IPABOBBIMU
JOKYMEHTAaMU WM COOCTBEHHHKOM, BIAJeNblieM HH(OpMAIUH
TIpaB WJIM TIPABIJI JIOCTYIIA K 3alTUIIAeMO HHPOpMAIHH
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBIEHHBIX MPaB W/WUIH MPaBUI
Ha W3MEHEHHWE WH(GOPMAIUU, TIPUBOAAIIECTO K HCKAKCHHIO,
Bamura WHQOpMAMK  OT | YHUUTOKEHHIO, KONMPOBaHMIO, OJOKHMPOBAaHUIO JAOCTyNa K
HECAHKITMOHHPOBAHHOTO nHpOpMAIMK, a TaKXKe K yTpaTe, YHUYTOXKCHHIO WU COOI0
BO3IEHCTBHUSA 510 | QYHKIMOHUPOBAHUS HOCUTENS WH(DOPMALIUU
eI TENIEHOCTD 1O | BO3ACHCTBHS ~ HAa  3allUIIaeMyr0  WHQPOPMAIUI0  OIMIMOOK
MPEIOTBPAIICHHIO moJib30Batess nHpopMaluei, co0s TEXHHUECKHUX U MPOTrPAMMHBIX

cpencTB HHGOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJTHBIX SIBJICHHI

HEKOHTPOJIMPYEMOTO pacIpoCcTpaHeHus 3allMIIaeMON
nHpopMalMd OT €€ pas3rJalleHus, HEeCaHKIHMOHUPOBAHHOTO
JOCTyIIa

HECaHKIIMOHUPOBAHHOTO JIOBEICHUS 3aIllUIaeMoil WH(popManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTydareneil nHpopMarmu

3ammTa nHGOPMAIHH 3TO

po1iecc coopa, HaAKOILICHUS, 00paboTKH, XpaHEeHHs,
pacnpesiesieHus: U Torucka nHGopMalun

npeoOpa3oBanue  WHPOpPMAIMK, B  pe3yibTare  KOTOPOTO
comepxkaHue HWH(POpPMAIMA  CTAaHOBUTCS  HETIOHSITHBIM IS
CyObeKTa, He UMEIOIIETO0 JI0CTYIa

MOydeHUe  CYOBEKTOM  BO3MOXXHOCTH  O3HAKOMJIGHHUSI  C

uH(popManrei, B TOM YHCIIe TPH MOMOIIN TEXHUYECKUX CPEJCTB




Bonpoc

Bapuanmbl omeenma

COBOKYITHOCTb IPaBMJI, PETIAMEHTUPYIOLUX NOPSAOK U YCIOBHUS
JocTyna cyobekTa K MH(QOpMallUY U €€ HOCUTEISIM

NEeSATENIbHOCTh 10 TPEJOTBPAIICHUIO YTEYKH HHPOPMAIIHUH,
HECAaHKIIMOHUPOBAHHBIX M HEMPEIHAMEPEHHBIX BO3JCHCTBHIA Ha
Heé

[TaccuBHbIN nepexsar
UHpOpMaLUU 3TO IEpexBart,
KOTOPBIN

3aKJII0YAeTCs B YCTAHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBAa B
anmnaparypy cpeacTB 00paboTku nHhopmaIuu

OCHOBaH Ha  (uUKcauu  DIEKTPOMArHUTHBIX  W3IYYCHUH,
BO3ZHUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPEJICTB KOMITbIOTEPHOM
TEXHUKH U KOMMYHUKAIUN

HCIIPaBOMECPHO HCIIOJIB3YET TCXHOJIOTHYECKHE

MH(POPMAIIMOHHOTO IpOoIecca

OTXOdbI

OCYHICCTBJIACTCA MYTEM UCIIOJIB30BAHUS ONTHUYECKON TEXHUKU

OCYHICCTBIIACTCA C IIOMOIIBIO IIOAKJIFOYCHU A K
TCJIICKOMMYHHUKAIITMOHHOMY O60py,I[OBaHI/IIO KOMIIBIOTCpa

OoOecrieyeHne HAIMOHAIBHOM

0€e30I1aCHOCTH Ha
roCyJapCTBEHHOM YpOBHE
ompezensercs — clueayromei
() 152

HAJC)KHAS 3alTUTa JUIHON ¥ MMYIIIECTBEHHON 0€3011acCHOCTH

obecrieyeHre Hay4dHO OOOCHOBAaHHOIO M TapaHTUPOBAHHOI'O
rocylapCTBOM MHHMMYMa MaT€pPUAIbHBIX M 3KOJOTMYECKUX
yCIIOBUM

IIpCOa0JICHUC KOH(i)pOHTaI_II/II/I B O6H.I€CTBC, JOCTHIXKCHUC
HalMOHAaJIbHOI'O COrjiacus
obOecrieueHue COIMAJIbHO-TIOJIUTUUECKOM n SKOHOMMYECKOM

CTaOMIIBHOCTH CTPAHbI

oOecrieueHre MPU3HAHHBIX MEXIYHAPOJHBIM IPAaBOM HHTEPECOB
rpaxkjaan Poccuu, mpoXUBaOIMMX B 3apYOCIKHBIX CTPaHAX

K ucrouynukam 3amuinaeMoi
MH(OpMaIlU OTHOCUTCS

QJICKTPHUYICCKUC TTOJIA

CBIpbE

MAarauTHBIC I10JI1

OJICKTPOMArHMUTHBIC I10JIA

OJICMCHTAPHBIC YaCTUIIBI

AKYCTUYCCKUC KOJIeOaHHS

EcrecTBeHHBIE YIpO3BI
6e3omacHOCTH  MH(}OpMaIH
BBI3BaHbI

JACATCIIBHOCTBIO YCJIOBCKA

ommnOkamMu mnpu npoekrupoBaHun ACOU, ee 31eMEHTOB WU
pa3paboTKe NpOrpaMMHOro 0becreyeHus

BO3I[€I>1CTBPI§IMPI 00BEKTUBHBIX (I)I/ISI/IIIGCKI/IX ImponeccoB M
CTUXMHUHBIX IMPUPOJHBIX SIBHGHI/Iﬁ, HE3aBUCAIIINX OT YCJIIOBCKA

KOPBICTHBIMU YCTPECMIJICHUSIMHU 3JIOYMBINIJICHHUKOB

OIIMOKAMH pu JIeHCTBUAX IepcoHalia

3amuTta UHQOpPMAIMK  OT
HENpeIHAMEPEHHOT O
BO3JICUCTBUSA 3TO
JESATENBHOCTD o
MPEIOTBPALLICHUIO

MOJIy4eHHUsl  3aluiiaeMod  MHGOPMalUKd  3aUHTEPECOBAHHBIM
CyObEKTOM C  HapyLIEHHEM YCTAHOBJIEHHBIX  IPaBOBBIMHU
JOKYMEHTaMU WM COOCTBEHHHKOM, BIIaJeNblieM HH(QOpMAaIUH
IIPaB WJIM MPABUJ JOCTYIA K 3aIUIIIaeMoi HHPOPMAaLUU

BO3JICHCTBUS C HAPYLIEHUEM YCTAaHOBJIEHHBIX MpPaB W/WIH MPaBUII
Ha W3MEeHeHue MHGQOpMAIMKM, NPUBOJAALIETO K HCKAXKECHHUIO,
YHUUTOXKEHHIO, KONMMPOBAHHUIO, OJIOKMPOBAaHMIO JOCTyma K
uHpopMalMK, a TakXke K yTpaTe, YHHYTOXKEHHUIO Wi cOoro
(YHKIIMOHMPOBAHUS HOCUTEN HH(GOpMaluu

BO3ZCHCTBUS  Ha  3allMIIaeMyl0  MHPOpPMALMIO  OMIHOOK
MoJb30BaTeNs HHopManuei, cO0sl TEXHHIECKUX U MPOTrPaMMHBIX
cpeacTB HHPOPMALMOHHBIX CHCTEM, a TAK)KE IPUPOJHBIX SIBICHUH




Bonpoc

Bapuanmbl omeenma

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHUs 3alUIIaeMON
uHbopMalMd OT €€ pas3[ValleHUs, HECaHKLHOHUPOBAHHOIO
J0CTyna

HECaHKIIMOHUPOBAHHOTO JIOBEICHMs 3allvIaeMoil HMH(popManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyJareneii mHpopMarmm

Nudopmarnmonusie
IPOIIECCHI ATO

mporecc  cOopa,  HAaKOIUIEHUs,  OOpabOTKHM,  XpaHEHHS,
pacnpesiesieHus: U Ioucka nHdopmanuu

npeoOpa3oBanue  WHPOpPMALUU, B  pe3yiIbTaTe  KOTOPOTO
copepkaHue WHPOPMAIMM  CTAHOBHUTCS  HETOHATHBIM IS
cyObeKTa, HE UMEIOUIETO0 JI0CTyna

MOJydYeHHEe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C
uHpopManKel, B TOM YHCIIe TP MOMOIIY TEXHHUECKUX CPEJCTB

COBOKYITHOCTb MPaBUJI, PETIAMEHTUPYIOLIUX MOPSIAOK U YCIOBHUS
JOCTyTa CYyObeKTa K MH(POpPMAIIUU U €€ HOCUTEIISIM

NEeSITeNbHOCTh 1O TPEJOTBPAIICHUIO YTEYKH HH(POpMAIHH,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPECHHBIX BO3JCUCTBUIA Ha
Heé

AynuorniepexBar — nepexBaT
UHPOpPMALIUK STO TEPEexBarT,
KOTOPBIi

3aKIJII0YAaeTCsl B YCTAHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBa B
anmnapatypy cpeicTB 00paboTku nHhopManuu

OCHOBaH Ha  (UKcauu  DIEKTPOMATHUTHBIX  W3IyYCHUH,
BO3HUKAIOMIUX NpU (QYHKIHOHUPOBAHUM CPEICTB KOMIIbIOTEPHOMH
TEXHUKH U KOMMYHUKaIUN

HEIIPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKHE OTXOJIBI
MH(OPMALIMOHHOTO TTpoliecca

OCYHICCTBIIACTCA MYTEM UCIIOJIB30OBAHUS OINTHYECKOMN TEXHUKH

OCYILIECTBIISAETCH c IIOMOILIBIO MTOAKIIIOYEHUS K
TEJIEKOMMYHUKAIITMOHHOMY 000pYJJOBaHHIO KOMIIbIOTEPA

B cranpmapre «OpanxeBas
KHUra»  (QyHIaMEHTaJlbHOE

TpeboBaHue, KOTOpOE
OTHOCHUTCS K rpymnre
I"apanTun

YIPaBISIONIME JOCTYIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BeKTaMH

HEOOXOIMMO HMETh SIBHYIO U XOPOIIO OMNPEAETICHHYI0 CHUCTEMY
obecrieueHus 0€30MMacHOCTH

WHIAWBUAYAJIBbHBIC CY6I>6KTLI JOJIKHBI I/II[GHTI/I(l)I/II_II/IpOBaTBCH

BBIYHUCIINTCIIBHAA CHCTEMAa B CBOEM COCTAaBE€ JOOJDKHA HWMCTH
aHHapaTHLIC/ IIpOrpaMMHBIC MCXaHU3MBI, AOIYCKArOIIne
HCE3aBUCUMYIKO OHOCHKY Ha HOpeaAMEeT TOro, 4YTo CHUCTEMA
o0ecreunBaeT BHITTOJTHEHNE H3I0KEHHBIX Tpe6OBaHI/II71

KOHTpOJbHasT WHGOpMAaLUsi JODKHA XPAHUTHCA OTICIBHO H
3aIMIIATBCS TaK, Y4TOOBI CO CTOPOHBI OTBETCTBEHHOW 3a 3TO
TPYIIBI  MUMENAach  BO3MOXHOCTb  OTCHEXHBATh  JEHCTBUS,
BJIMSIOIIKE Ha 0€30I1aCHOCTD

K HocutremsaMm 3ammmiaeMoun
MH(pOpMaIlU OTHOCUTCS

JIFOH

CBIpbE

YCPHOBUKHU U OTXOAbI IPOU3BOJCTBA

JIOKYMEHTBI

AKYCTUYCCKUC KOJIeOaHHS

HckyccTBeHHBIE YIPO3BI
6e3omacHOCTH  HMH(OpMAIIH
BBI3BaHBI

JCATCIIBHOCTBIO UCJIOBCKA

ommbOkamu mnpu npoektupoBanun ACOW, ee 37€eMEHTOB WM
pa3paboTKe MPOrpaMMHOT0 00eCTICYCHUS

BO3JICUCTBUSIMA  OOBEKTUBHBIX (DU3UYECKUX TIPOILIECCOB  HIIU
CTUXUUHBIX IPUPOTHBIX SIBJICHUI, HE3aBUCAIINX OT YEJIIOBEKA




Bonpoc

Bapuanmbl omeenma

KOPBICTHBIMHU YCTPCMIJICHUSIMHU 3JIOYMBINIJICHHUKOB

omnOKaMu 510)51 HCﬁCTBHHX ICpCoHaJIa

3ammra uHQOpPMAUH  OT
pasrIiamnieHus 3TO
JeSITeTLHOCTD 1o
IpEeIOTBPALICHUIO

MOJIy4eHHUsl  3aluiiaeMod  MHGOPMalUKd  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HApyLIEHMEM YCTAHOBJIEHHBIX  IPAaBOBBIMU
JOKYMEHTAaMU WJIM COOCTBEHHHKOM, BIaJeNblieM HH(OpMAINU
MIpaB WIK IPAaBUJI JOCTYIA K 3aIIUIIaeMoi HHPOPMaLuU

BO3/ICHCTBUS C HApYIIEHHEM YCTAHOBJICHHBIX MPAB /WM TPABHI
Ha W3MEHeHHWe HH(OpMAIMK, TPUBOAALICTO K HCKAKCHHUIO,
YHUYTOXXCHUIO, KOIMPOBAHUIO, OJIOKMPOBAHHIO JIOCTyHa K
uHbopMalMK, a TaKkXKe K yTpaTe, YHHYTOXKEHUIO WIH CcOOI0
(YHKIIMOHHPOBaHMsI HOCUTENS HHPOpMauu

BO3ZCHUCTBUS ~ Ha  3alMIIaeMyl0  MHPOpPMANMIO  OMHOOK
noJib3oBarens uHpopmaluen, co0s TEXHUYECKUX U MPOTrPaMMHBIX
CpeICTB MHPOPMAIIMOHHBIX CUCTEM, A TAKXKE NPUPOIHBIX SIBICHUN

HEKOHTPOJIUPYEMOTO pacrpocTpaHeHus 3aIUIIAEMON
uHbOpMAIMM OT €€ pasMJIalleHus, HECAaHKIMOHWPOBAHHOTO
JOCTYyIa;

HCCAHKIIUOHUPOBAHHOI'O AJOBCIACHUA 3amnmaeM0ﬁ HH(i)OpMaIII/II/I
A0 HCKOHTPOJIMPYECMOI'O KOJIMICCTBA nonyaneneﬁ I/IHCI)OpMaI_II/II/I

[TIpocmoTp
nepexsar
KOTOPBIN

Mycopa  3TO
uH(popMaluu,

3aKIJII0YAeTCsl B YCTAHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBA B
anmnapatypy cpeictB 00paboTku nHhopManuu

OCHOBaH Ha  (UKcauu  DIEKTPOMArHUTHBIX  W3IyYCHUH,
BO3HUKAIOMIUX NpU (QYHKIHOHUPOBAHUM CPEICTB KOMIIbIOTEPHOMH
TEXHUKH U KOMMYHUKaIUN

HEMPaBOMEPHO UCIIONb3YyeT
MH(OPMAIIMOHHOTO ITpoliecca

TCXHOJIOTHYCCKHEC OTXOAbI

OCYHICCTBIIACTCA MYTEM UCIIOJIB30OBAHUS OINTHYECKOMN TEXHUKH

OCYILIECTBIISAETCH c IIOMOILIBIO MTOAKIIIOYEHUS K
TEJIEKOMMYHUKAIIMOHHOMY 000pYJJOBaHHIO KOMIIbIOTEPA

K OCHOBHBIM
HETpeTHaMEPEHHBIM
HUCKYCCTBEHHBIM
ACOMU ornocHuTcs

yrpo3am

(I)I/I?»I/ILIGCKOG Pa3spymieHUEC CUCTEMbBI ITYTEM B3PhbIBA, IMOJ2KOTI'a U T.II.

nepexBar MOOOYHBIX 3JEKTPOMArHUTHBIX, aKyCTHUECKUX U APYTUX
U3JIy4CHUN YCTPOUCTB U JIMHUH CBSI3H

W3MEHEHHE PEKUMOB pabOThl YCTPOMCTB WM MpPOrpamm,
3abacToBKa, caboTax MepcoHasa, MOCTAaHOBKA MOIIHBIX aKTUBHBIX
IIOMEX M T.II.

YTEHUE OCTAaTOYHOM MH(OpPMAIMM U3 ONEpPaTUBHOM MaMATH U C
BHEIIHHUX 3aIIOMUHAOIINX YCTPONCTB

HEYMBIIIJICHHBIE JEHCTBHS, NPUBOAAIIME K YaCTUYHOMY WIIU
IIOJIHOMY OTKa3y CHCTEMBl WIM Pa3pyLICHUIO allapaTHBIX,
MIPOrpaMMHBIX, THHOPMAIIMOHHBIX PECYPCOB CUCTEMBI

3amuTta UHQOpPMAIMK  OT
HECaHKIMOHUPOBAHHOIO
JOCTyNa 3TO JESATEIbHOCTb
10 NIPEAOTBPALLIEHUIO

MOJIy4eHHUsl  3amuiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM ¢  HapyIIEHHEM YCTAaHOBJICHHBIX  IPAaBOBBIMHU
JOKYMEHTAaMU WJIH COOCTBEHHHKOM, BIAJeNblleM HH()OpPMAIUH
TpaB WM IPABUII IOCTYIIA K 3alTUIIIaeMOi HHPOPMAITUH

BO3/ICWCTBUS C HAPYIIEHHEM YCTAaHOBJIECHHBIX MpaB W/WUIH MPABUI
Ha W3MEHEeHHWe WH(OpMAIMK, TPUBOAALIETO K HCKAKCHHIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHUIO JIOCTyNa K
nHpopManuu, a TaKXKEe K yTpaTre, YHUUYTOXKCHHUIO WU COOIO
(YHKIIMOHMPOBAHUS HOCUTENSI HH()OPMAITHH




Bonpoc

Bapuanmbl omeenma

BO3ZCHCTBUS ~ Ha  3allMIIaeMyl0  MHPOpPMALMIO  OMIHOOK
1oJbp30BaTeNs HHopManuei, cO0sl TEXHNYECKUX U MPOTrPaMMHBIX
cpeacTB HHPOPMALIMOHHBIX CHCTEM, a TAK)KE IPUPOJHBIX SBICHUI

HEKOHTPOJIMPYEMOTO pacpocTpaHeHus 3allMIaeMOn
uHboOpMaMM OT €€ pasMJalleHus, HECaHKIMOHWPOBAHHOTO
JIOCTyIIa

HECAHKIIMOHUPOBAHHOIO JOBEJCHMS 3alluilaeMoil MHpopMaLuu
JI0 HEKOHTPOJIMPYEMOT'0 KOJIMYECTBA MoJrydaTeneil nHpopMaiiu

Joctyn k uHGOpMAIIIH 3TO

nporecc  cbopa,  HaKOIUICHHs,  OOpaOOTKH,  XpaHEHU,
pacrpeienieHus ¥ Morcka nHpopMaImu

npeoOpa3oBaHue  WHPOpPMALMU, B  pe3yiIbTaTe  KOTOPOTO
colepkaHue HHGOPMAIIMM  CTAHOBHUTCS  HEMOHATHBIM  JIJIS
CyObeKTa, He UMCIOIETO JIOCTYIIA

MOJydYeHHe  CyOBEKTOM  BO3MOXXHOCTH  O3HAKOMJIGHHS  C

HHq)OpMaHHeﬁ, B TOM YHMCJIC ITPpHU IMTOMOIIH TCXHUYCCKUX CPCACTB

COBOKYITHOCTBH IIpaBWJI, PCTIIaMCHTHPYIOIUX IMOPSAJOK U YCIIOBHA
HAOCTYIIa CY6’LGKTa K I/IH(i)OpMaLII/II/I 1 €€ HOCUTCIIAM

NESATEIbHOCTh MO0 TPEIOTBPAICHHIO YTEUYKH HH(OpMaIuu,
HECAaHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEe

AKTUBHBIN Inepexpar

ITIACCUBHBIN IIEpeXBaT

AyaAuoIepexBaT

BHUCOIICPECXBAT

MIPOCMOTpP Mycopa

Ilepexaar, KOTOPBIN
3aKJIOYAeTCs B YCTAHOBKE
[OJICTYIIMBAIOLIETO
YCTpPOMCTBA B amnmaparypy
CPEICTB 00paboTku
MH(OpMallM1 Ha3bIBaeTCs

B MEXIYHAPOIHOM
CTaHJapTe «OpanxeBas
KHUTa» MUHUMAaJIbHAS

3aluTa 3T0 rpymnmna

esllwii@)lvel=

Ilo xapakrtepy BO3IEUCTBHUS
yAAJIEHHBIE aTaKu ACJISTCSA HA

YCJIOBHBIC U 663yCJ’IOBHHe

aTaku ¢ 0OpaTHOM CBsI3bI0 M 0€3 00paTHOM CBSI3U

BHYTPUCETMCHTHBIC U MCKCCITMCHTHBIC

INaCCUBHBIC U AKTHUBHBIC

aTaKu, KOTOPBIC MOT'YT PCAJIM30BbIBATHCS HAa BCEX CEMH YPOBHAX —
(I)I/ISI/I‘-ICCKOM, KaHaJIbHOM, CCTCBOM, TPAHCIIOPTHOM, CCAaHCOBOM,
NpeACTABUTCIILHOM U IIPUKJIIATHOM

CyOBexT J0CTyMa K
uH(pOpMaIu 3TO

¢usnyeckoe MO, WIM MaTepUalbHBIH OOBEKT, B TOM 4HCIE
¢usznueckoe 1moJe, B KOTOPbIX HMH(OpPMAIMs HAXOAUT CBOE
oToOpa’keHHe B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX
penIeHui ¥ IpoLeccoB

CyOBEKT, OCYILECTBISIOUINM TMOJIb30BaHHE HH(poOpManuendn U
peaIn3yIONUil TTOJTHOMOYHS pPAclopsyKEHUsl B Ipenesax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHUKOM MH(OPMALIUU

CyOBeKT, MoNb3ylomuics uHpopManued, IOJIy4eHHOH OT ee
COOCTBEHHUKA, BJaJeNblla WM TOCPEAHHKA B COOTBETCTBUH C
YCTaHOBJICHHBIMU NpaBaMU U MpaBWJIaMU JIOCTyMa K HHPOpMaIH
1100 ¢ X HapyIICHUEM




Bonpoc

Bapuanmbl omeenma

CyObeKT, B TIOJHOM O0bEME pean3yIOIUNA MOTHOMOYHS
BIAJICHUs, II0JIb30BaHMs, pPACHOpSDKEHUs HMHpopmauued B
COOTBETCTBHUH C 3aKOHOJATEIILHBIMUA aKTaMH

YU4aCTHHK HpaBOOTHOH_IeHI/Iﬁ B PIH(bOpMaI_[I/IOHHBIX Iponeccax

Ilepexsar, KOTOPBIN
OCYIIIECTBIISAETCS nyTeM
HCIIOJIB30BaHUS ONTHYCCKOM
TEXHHMKH, HA3BIBACTCS

AKTUBHBIN Iepexpar

IIACCUBHBIN IIEpeXBaT

AYJANOIICPCXBAT

BUJICOIICPCXBAT,

IIPOCMOTP Mycopa

O0ecrieyueHre HAMOHAIBLHOM

HaJC)KHAsS 3alUTa JTUIHON ¥ MMYIIIECTBEHHOI 0€30IacHOCTH

obOecrieueHue Hay4YHO 00OCHOBAaHHOTO U rapaHTUPOBAHHOI'O
rocyaapCcTBOM MHHHUMYMa MATCPUAIIBHBIX W 3KOJOTMYCCKUX

0€30MMaCHOCT Ha  ypOBHE 9
yCIOBUH
IPaXkJIaHCKOTO o01ecTBa
.. | moBbILIeHHE 3(PPEKTUBHOCTU 3AIUUTHl KOHCTUTYLIMOHHOI'O CTpPOS,
OIpeliesieTcsl  CIenyromen 9
- IPABONOPsIIKA, OOPBOBI C OPT. MPECTYIMHOCTHIO M KOPPYIIHUEH
IpeojioJieHue  KOH(QPOHTaLUMU B  OOLIECTBE, JIOCTHXKEHUE
HAIlMOHAJIBHOTO COTTIACHUS
A
B MEKYHAPOJHOM o
CTaHJapTe «OpanxeBast C
KHUTa» MHMBUIYaNbHAA [
3aIUTa 3TO TPyIIa E
YCJIOBHBIE U 0€3yCIIOBHbIE
aTaku ¢ 00paTHOM CBsI3bI0 U 0€3 00paTHOM CBS3U
[To weanm  BO3MEHCTBHSA | BHYTPHUCETMEHTHBIE U MEXKCETMEHTHBIE

YAQAJICHHBIC aTaK! ACJIATCA Ha

IIaCCUBHBIC U aKTHBHBIC

aTaKu B 3aBUCUMOCTH OT HApYIICHHA KOH(l)I/I,I[eHL[I/IaHBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

IlepexBaT, KOTOpBII OCHOBaH
Ha ¢bukcanun
AIIEKTPOMAarHUTHBIX
U3ITy4EHUHN, BO3HUKAIOIIUX
pu (GyHKIIMOHUPOBAHUU
CpENCTB KOMITBIOTEPHOU
TEXHUKd M KOMMYHHUKalUN
Ha3bIBACTCS

AKTHBHBIN IepexBar

MaCCUBHBIN nepexsar

ayauonepexBar

BHUOCOIICPEXBAT

IIPOCMOTpP Mycopa

B MEXKTYHapOJHOM
cTaHjapre «OpanxeBas
KHUTa» MaHJaTHas 3alluTa
9TO rpyIIma

esllwli@livelh=

ITo YCIIOBHIO Havazia
OCYILIECTBJIEHUS BO3JEHCTBUSA
YAQJIICHHBIC aTaK! JACJIATCA Ha

YCIJIOBHBIE U O€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOM CBs3bI0 U 0e3 00paTHOM CBSI3U

BHYTPHUCETMCHTHEBIC U MCKCCTMCHTHBIC

IIaCCUBHBIC U AKTHUBHBIC

aTaKu B 3aBUCHUMOCTH OT HApPYIICHHA KOH(l)I/I}IeHI_[I/IaIII)HOCTI/I,
HEJIOCTHOCTU U JOCTYITHOCTHU

CobcTBeHHMK  HMH()OpMAIIH
3TO

¢dusnveckoe MO, WM MaTepUATbHBIA OOBEKT, B TOM YHCIE
¢usnyeckoe TMone, B KOTOPBHIX HMH(OpMAIUs HAXOTUT CBOE
0TOOpakeHHE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHHYECKHUX
pELIEHHUI U TPOLIECCOB




Bonpoc Bapuanmer omeema

CyOBEKT, OCYILECTBISIOUINI TIOJIb30BaHHE HWHpOpManuend U
peaIu3yIoNUil TTOJTHOMOYHS PaclopsDKEHUsT B Ipenesax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HMJIM COOCTBEHHHKOM MH(OPMALIUT
CyOBEKT, TMONB3YIOMUKACA HWHPOPMALUEH, TOJYYCHHOM OT ee
COOCTBEHHUKA, BJAJENblla WA TOCPEAHHKA B COOTBETCTBHH C
YCTaHOBJICHHBIMU IIpaBaMH U MpaBUJIaMU JIOCTyNa K HHPOpMAIHH
a100 ¢ X HapyIICHUEM
CyObeKT, B TIOJHOM O0bEME peIN3YIOMHUNA IOJTHOMOYHS
BJIQJICHUS, IIOJIb30BAaHMSA, pPACIOpsHKeHUs UHpoOpMmanuedl B
COOTBETCTBHUH C 3aKOHOJATEIbHBIMU aKTaMHU
Y4aCTHUK MPABOOTHOLICHHUH B MH()OPMAIIMOHHBIX MPOIeccax

ITepexaar, KOTOPBIN | aKTUBHBIN IIE€PEXBAT

OCYMIECTBIIAETCA € MOMOUIBIO | 11acypHEIi MepeXBaT

MOJIKJIFOUEHUS K

TEJIEKOMMYHHUKAITHOHHOMY
000pyIOBaHUIO KOMIIBIOTEpA

AyaAuoIepexBaT

IIPOCMOTpP Mycopa

Ha3bIBacTCHa BHUACOIICPCXBAT
B MEXKIYHAPOIHOM A
CTaHaapTe «OpaH>1<eBa;1 2
KHWUra» BepUPUIMpPOBaHHAS D
3aluTa 3TO Ir'pyIia E

[Io wamuuuio  oOpaTHOI
CBS3U c aTaKyeMbIM
00BEKTOM y/aleHHbIE aTaKu
JensTcs Ha

YCIIOBHBIE U 0€3yCIIOBHBIE

aTaku ¢ 0OpaTHOM CBSA3BIO0 U 0€3 0OPATHOMW CBS3U

BHYTPUCECTMCHTHEBIC U MCKCCTMCHTHBIC

INaCCUBHBIC U AKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HApPYIICHHA KOH(i)I/II[eHIII/IaJ'II)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

Jluno, CaMOCTOSITEITLHO
co3/aBIiee nH(pOpMaLIHIO
1100 MOJTy4YMBIIEE Ha
OCHOBAaHMM  3aKOHa  WJIH
JIOTOBOpa MpaBO pa3perarhb

HJIM OTpaHUYUBATHL JOCTYII K

HCTOYHUK UH(POpMAIIH

nmoTpeduTenh HHHOPMAITUU

YHAYTOXXUTENIb HHPOPMALIUU

HOCUTENb MH(POpMALUU

MHPOPMALIHH o0ranartens nHGopMAaIH
Obs3atenpHoe A | 31ekTpoHHOE COOOIIEHNE
BBIMIOJTHEHUST JIALIOM,

[OJIYYUBIIIUM JOCTYII K | pacnpocrpaHenuie uHpopmanuu

orpeneneHHol HH(opmMaluy,
TpeOoBaHUE HE TMeperaBaTh
TaKyIo uHpOpMaIIHIO
TPETHUM JiuIaM 0e3 coryacus
ee obaaTens 3To

MpeIocTaBiicHre HHPOPMAIUH

KOH(HUICHINATBHOCTh HHPOPMALIUU

JOCTYN K HH(pOpMAIIu

[elicTBHs, HallpaBIECHHbBIE HA

YHUYTOXCHUC I/IH(i)OpMa]_II/II/I

MOJIyYEHHUE uH(popManun

acrpocTpaHeHue HHPOPMALTUH
HEONPEAEICHHBIM  KPYIrOM pactpoctp (popman
JIALY 1581051 repenavy | mpeaocraBieHue HHPOpMALUH
HE(OpMALH KOH(UAEHINATFHOCTh HHPOPMAIUU
HEONPEAEIEHHOMY Kpyry
JIIL 3TO JIOCTYT K HH(OPMAITUU
B03MOXXHOCTh  MOJy4EHHUs | COXpaHEHHE UHPOpMALUK




Bonpoc

Bapuanmbl omeenma

uHpopMaun " ee
UCTIOJIb30BAHUS 3TO

pacnpocTpaHeHue HHPOPMaITUH

IIpeIocTaBieHre HH(OPMAITIH

KOHHJICHINAITBHOCTh HHOpMaLIuU

JOCTYN K nH(GOpMauu

ITpomecc COOOIIIeHNS ABTOpH3AIAS
CyOBEKTOM CBOETO UMEHHU
Wi HOMEpa, C HCJIbIO | gyreHTH(DUKAIHS
MIOJIy4EHUSI  OIPENEIIEHHBIX
MOJIHOMOYMII (IIpaB JOCTyMa) | 00e3IHIuBaHKE
Ha BBIMIOJIHEHUE HEKOTOPBIX
(pa3pemeHHBIX eMy) ACnCpCoOHaIn3anusa
JNEUCTBUII B CHCTEMax C

uneHTudukanus
OTPaHUYEHHBIM JIOCTYIIOM
IIpouenypa IIPOBEPKHU | aBTOpHU3AIIHS
COOTBETCTBUS  CYOBEKTA M | Gesmmunpanme
TOT0, 32 KOIO OH IIBITAeTCs

JIETIepCOHANIA3a LS
cebst BbIIATh, C TOMOIIBIO
HEKOMN yHUKanbHOi | 2YTeHTAHKAIyA
uH(pOopMauu uaeHTuUKaImsI
IIpouecc, a Takxke pe3yabraT

aBTOpHU3alA
npoiecca MIPOBEPKU
HEKOTOPBIX  00s13aTENbHBIX
apamMeTpoB MOJIL30BATEIIS H, MICHTH (KA
npu YCIEIIHOCTH,
MpeI0CTaBICHUE eMy | ayTeHTH(HKAIUS
ONpeAeNEHHBIX MTOJTHOMOYHI
Ha BBIMIOJIHEHUE HEKOTOPBIX | ofesnuiBaHme
(pa3pemeHHbIX eMy)

WCTBUH B  CHCTEMaxX

Jlenc cHcte €| nenepconamusamms

OIpaHUYCHHBIM JOCTYIIOM

HecaHKIIMOHMPOBAaHHBIN
JOCTYN K HH(POPMAIUH 3TO

JOCTYN K MH(OpMaluY, He CBSI3aHHBIH C BBITOJHEHUEM (DYHKIIMOHAIb-
HBIX 00s3aHHOCTEH U HE O(OPMIICHHBIH JOKYMEHTAJIBHO

paGOTa Ha 9YKOM KOMIIBKOTCPE 0e3 pa3peuicHus €To BjiIaJC]Ibla

BXOJ HAa KOMIILIOTEP € MCITOJIb30BAHNEM JIAHHBIX APYTOr'0 IOJb30BATCIIA

JOCTYH K JIOKaJbHO-WH(POPMAIMOHHON CETH, CBSI3aHHBIN C BBITIOJTHEHH-
eM (QYHKIIMOHAJIBHBIX 00sI3aHHOCTEH

noctyn K CYBJI nop 3anpeiieHHbIM UMEHEM 0JIb30BaTEeNs

JokymeHTHpOBaHHas

uHpopMaIus, JIOCTYTI K
KOTOpPOH  OrpaHUYMBAECT B
COOTBETCTBHHU c

3aKOHAaJIeJIbCTBOM PD

nHGOPMALIUS COCTABIISIIONIAs] TOCYAAPCTBEHHYIO TalHY

WHGPOPMAITUS COCTABJISIONIAsE KOMMEPUYECKYIO TalHY

HepCOHAIbHAS

KoH($HIeHIHaNbHas HHpopManus

JOKYMCHTHUPOBAHHAs I/IH(bOpMaLII/IH

UndopmanmonHas
0€e30MMacHOCTh 00ECIIEYNBAET. ..

Os0KMpOBaHKE HHPOPMALMH

HCKaKeHUe WHPOpMAITH

COXpaHHOCTh UH(OpMAIH

yTpary nHGOpMaILuH

noJeKy MHpopMamu

Xwumenne nHGOpMAIH — 3TO. ..

HECaHKIIMOHUPOBAHHOE KOMMPOBaHHE WH(OPMAITUI

yTpaTa nHhopMaIuu

OTokmpoBaHre NHHOPMAITHH

HCKaKeHUE WHPOPMaINH

npoaaxa HHPOpPMaIIH
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Hoctym k nH(DOpMAITUHN — 3TO:

00s13aTeNTbHOE ISl BBITIOIHEHUS JIMIIOM, MOJYYHBIIHM JIOCTYI K OIpe-
neneHHo mHpOpManuu, TpeOoBaHKME He TepelaBaTh TaKyr WHGopMma-
LU0 TPETHUM JIMIaM 0e3 cornacus ee o0saaaTens

JICHCTBYSI, HANpPaBICHHBIC HA IMOJy4YeHUE WH(POPMALMU HEOompeeIieH-
HBIM KPYTOM JIUI] WM TIepeaady WHGOpMAIH HEOMIPEAEIIEHHOMY KPYyTy
JIUT]

JICHCTBYSI, HAMPABJICHHBIC Ha TOJy4YeHHE WHQPOPMAIMU OIpPEICICHHBIM
KpPYyTOM JIUI] WJIH TIepeiady HHPOPMAIHH OTPEIeTICHHOMY KPYTY JIHIT

nH(popMaIus, epeaHHas WiId MoydeHHasl ToJb30BaTelieM nHpopMma-
LUOHHO-TEJICKOMMYHHUKAIIMOHHON CEeTH

BO3MOKHOCTB ITOJIYYCHUS I/IHq)OpMaHI/II/I 1 €€ UCII0JIb30BaHUA

Oo0ecrieuenue
MHPOPMAaITMOHHON
0€3011aCHOCTH
obecreyeHue. . .

€CTh

HE3aBUCHUMOCTH MH(OPMALIUH

W3MEHEHUS HHDOPMAITIH

KOIMPOBaHUs HH(POpMALIUU

COXpaHHOCTH UH(OpMaMu

npeoOpa3oBaHysi HHPOPMAIMH

K kakomy BuAy Mep 3aIlIUTHI
WHPOpPMAIUK OTHOCHTCS  yT-
BEpXKJIeHHasI mporpamma paboT
B o0JiacT 6€301aCHOCTH

IIOJINTUKA O€30MMACHOCTH BEPXHETO YPOBHS

MOJUTHUKA O€30M1aCHOCTH CPEJHETO YPOBHSI

MOJINTHKA 0€30IIaCHOCTU HMKHETO YPOBHHI

IIPUHIOWUIT MUHUMHU3AIUHU HpI/IBI/IJIeFI/II\/JI

3aIuTa Mo Iep KUBaroIIeld HHGPACTPYKTYPHI

I'apanTus ToOro, 4TO NpPU XpaHe-
HUM WIM Tepepade uHPopma-
UM He OBLJIO MPOW3BEACHO He-
CaHKIIMOHUPOBAHHBIX H3MEHE-
HUN

KOH(UICHIINATBHOCTb

LEJIOCTHOCTD

AOCTYITHOCTDH

AYTCHTUYHOCTDH

areJUIMpyeMOCTb

K dynkumsam nHpopMamoHHoH
0€301acHOCTH OTHOCSTCS

BBISIBJICHMC UICTOYHUKOB BHYTPCHHHNX WM BHCHIHUX YI'PO3

CTpaxoBaHUE MH(POPMALMOHHBIX PECYPCOB

3alIMTa roCcy1apCTBEHHBIX HH(OPMALIMOHHBIX PECYPCOB

MMOJIFOTOBKA CHEIUAIMCTOB MO 00ecreueHnu0 MHPOPMAIMOHHONW 0e30-
MACHOCTH

BCC OTBCTHI BEPHBI

K HamuoHanbHBIM HHTEpEcaMm
P® B undopmannonHoit chepe
OTHOCSITCS

pcan3anys KOHCTUTYIIMOHHBIX IPdB HAa IOCTYII K I/IH(I)OpMaI_II/II/I

3amuTa nH(OpMaIuu, 00eCreunBaroIIeH JIUIHYI0 0€3011aCHOCTh

3aluTa HE3aBUCHUMOCTH, CYBEPEHHUTETA, TOCYJAapCTBEHHON M TeppHUTO-
pHATBHOH LIEJIOCTHOCTH

IOJIUTHYCCKAsE SKOHOMUYCCKAA U CONMaJIbHAsA CTaOUIILHOCTD

COXPaHEHUE U 03/I0POBJICHUH OKPY>Karollel cpeibl

l'apanTust TOro, 4TO0 KOHKpPET-
Has wHbOpMAIMs  IOCTyIHA
TOJIBKO TOMY KpYTy JHII, IJIS
KOTOpBIX OHa MpeIHa3HauYeHa

KOH(I)I/IILCHL[I/IB.HBHOCTB

OEJIOCTHOCTD

JIOCTYITHOCTh

AYTCHTUYHOCTD

aneJJIMpyeMoCTh

COBOKYIMHOCTh HOPM, TIPABUI U
MPAaKTHYECKUX PEKOMEHIAINH,
perIaMeHTUPYIOIUX  paboTy
cpenctB 3amutel AC oT 3amaH-
HOTO MHOXECTBa yrpo3 0e3o-
MACHOCTHU

KOMILJIEKCHOE o0ecreueHue HH(I)OpMaHHOHHOﬁ 0E30IMaCHOCTH

oe3omacHocth AC

yrpo3a HH(GOpPMaIMOHHOW 0€30MaCHOCTH

aTaKka Ha aBTOMATU3UPOBAHHYIO CUCTEMY

MMOJUTHKA OC30ITaCHOCTH

HambGonee pacmpocTpaHeHHBIE
YTPO3bI nH(pOpMAITHOHHON
0e30macHOCTH

YI'PO3bI LEIOCTHOCTU

yIrpo3bl 3aUUIIEHHOCTH

yrpo3bl 6€30MacCHOCTH
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yrpo3bl JOCTYITHOCTH

yrpo3bl KOHOUICHIIMATBHOCTH

[HelictBue, peANpUHUMAEMOE
3JIOYMBIIIUICHHUKOM, ~ KOTOPOE
3aKJIIOYAETCSl B TIOMCKE M HC-
MOJIB30BAHUU TOM WM HHOU
YSI3BUMOCTH CUCTEMBI

KOMIIIEKCHOE 00eCIIeueHre HH(bOpMaHHOHHOﬁ 0€e30macHOCTH

oe3omacHocTh AC

yrpo3a HH(QOpMaIIMOHHOM 6€30MaCHOCTH

aTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

MOJINTHKA 0€30I1aCHOCTHU

Cocrosinne 3aIUIIECHHOCTH | pHQpOpMaMOHHAsT 0€30MTaCHOCTh
MHOTOHAUMOHANBHOTO  HAPOMA [ gon oo oo
KaK HOCHUTEJsSI CYBEpCHHTETA U
€JMHCTBEHHOTO McTOYHMKa | SAliTa uH(opmaIH
BIIACTH HallMOHaIbHAast 0€30I1aCHOCTD
CBOMCTBO JIaHHBIX OBITH 10C- | KOH()UIECHIIMAILHOCTh
TYIIHBIMH  JJIA CaHKHI/IOHHpO- LIEJIOCTHOCTD
BAHHOTO TIOJIb30BAHHS B MPOU3-
. JIOCTYITHOCTb
BOJIBHBII MOMEHT BPEMEHH, KO-
ria B oOpamieHuy K HuM Bo3Hu- | 4YTCHTHIHOCTh
KaeT He0OXOIUMOCTD arnmneIupyeMocTb
KOH(PHUACHIIMAIBHOCTD
rapaHTI/IH TOT'0, YTO HCTOYHU- IEJIOCTHOCTD
KOM I/IH(i)OpMaHI/II/I SABJISICTCA
JIOCTYITHOCTh
HMEHHO TO JIMIIO, KOTOpOE 3a-
SIBJICHO KaK €€ aBTop ayTCHTUIHOCTD
anmneIupyeMocCThb
[apantus TOro, 4ro mpu HeoO- | KOH(PUACHIIMATLHOCTD
XO0AUMOCTHU MOXKHO 6yﬂeT JOKa- IIEJIOCTHOCTD
3aTh, YTO aBTOPOM COOOIICHHUS JIOCTYITHOCTB
SBJIAETCS UMEHHO TOT YEJIOBEK, AYTCHTHUHOCTH
KOTOPBIi 3asBJI€H KaK €€ aBToOp
W HH KTO JIPyToil anmneIupyeMocThb

CooTHecuTe HHTEPECH B 00Jac-
™M wH(pOpPMAIMOHHON Oe30mac-
HOCTH:

1. HauumoHansHEIE HHTCPECHI

2. HTepechl IMYHOCTH

3. MHTepeckl rocyaapcTaa

4. lnTepeck! o01iecTBa

1. cocTosAT B peanu3alyl KOHCTHTYIIMOHHBIX MpaB U CBOOOJ, B
oOecIlieyeHn JUYHOM Oe30IaCHOCTHU, B IOBBIIICHHH KauyecTBa U
YPOBHS JKHU3HH, B (DU3MUECKOM, TYXOBHOM W HHTEIJIEKTyaIbHOM
Pa3BUTHUU YEJIOBEKA U TPaKIaHUHA

2. obecreyMBarOTCS WHCTUTYTaMU TOCYJapCTBEHHON BIACTH,
OCYIIECTBISIOMUMH CBOM (D)YHKIIUH, B TOM YHUCJIE BO B3aUMO/ICH-
CTBUHU C JeicTByromMMHA Ha ocHOBe Konctutrynuu P® u 3akoHoO-
natenbcTBa PO 0011eCTBEHHBIMUA OpPTraHU3aIUSIMA

3. COCTOSAT B HE3BIOJIEMOCTH KOHCTHTYIIHOHHOTO CTPOSI, CYBEPCHHU-
TeTa U TEPPUTOPHAIBLHON 11eJI0CTHOCTU Poccuu, B MOTUTUYECKOM,
SKOHOMUYECKOW M COIMAIBHOW CTa0MIBHOCTH, B 0€3yCIOBHOM
o0ecrevYeHrnr 3aKOHHOCTH U TIOJIIEPKaHUU TMPABOMOPSAKA, B pa3-
BUTUM PABHOMPABHO TO U B3aMMOBBITOAHOTO MEXIYHAPOIHOTO
COTPYAHHUYECTBA

4. cOCTOAT B YIPOUYEHUHN IEMOKPATHH, B CO3JJaHNUU IPABOBOIO, CO-
[IUAJILHOTO TOCYIapCTBa, B JOCTIXKEHUH U TOJIepKaHUH OOIIEeCT-
BEHHOI'0 COIJIacHsl, B AyXOBHOM oOHOBIeHUH Poccun

CooTHecuTe OCHOBHBIE TOHATHUS
B o0nactu WHPOPMALMOHHON

1. ataka

2. ys3puMocTh AC
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0€e30MacHOCTH

3. yrpo3sa 6e3onmacaoct AC

4, 3allUII€HHAass CUCTEMA

1. HCKOTOPOC HEYJA4YHOC CBOMCTBO CUCTEMBI, KOTOpPOC Ac€IacT
BO3MOXHBIM BOBHUKHOBCHUC U PCAJIM3AIIUIO YI'DO3bI

2. CHCTEMa CO CPEJICTBAMH 3aIMThI, KOTOPbIC yCHEmHO U 3 dek-
THUBHO MPOTHBOCTOSIT yrpo3aM 0e30MacHOCTH

3. BO3MOXHbIE BO3/IecTBUS Ha AC, KOTOpbIE TIPSIMO MJIM KOCBEH-
HO MOT'YT HaHECTH yiiep0 ee 0€30macHOCTH

4. neilcTtBUE, MNPEANPUHUMAEMOE 3JI0YMBIIUIEHHUKOM, KOTOPOE
3aKJIFOYAETCS B IIOUCKE U UCIIOJIb30BAHUU TOW WM MHOU yA3BUMO-
CTH CUCTEMBI

CooTHEeCUTE OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrpo3a HapymieHus] KOHQHUICHIINATHLHOCTH

2. yrpo3a OTKa3za ciyx0

3. yrpo3a HapyuIeHHsl 1IeIOCTHOCTH

1. mo6oe yMBIIUICHHOE U3MEHEHUE MH(POPMAIUH, XPAHSIICHCs B
BC nnu nepenaBaemoii OT 0JIHOM CUCTEMBI B IPYTYIO

2. BO3HHMKAET BCSAKHI pa3, KOTJa B pe3yjbTaTe MpeaHaMEpPeHHBIX
JICHCTBHH, TPEANPUHAMAEMBIX JIPYTUM [OJIb30BATEIEM WM 3710~
YMBIIIJICHHUKOM, OJIOKUPYETCS JOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3aKiI04YaeTcs B TOM, 4TO MH(POPMALUs CTAHOBUTCS M3BECTHOM
TOMY, KTO HE pacrojlaracT NoJHOMOYHUSIMH JOCTYIIa K HeH

CooTtHecuTe  KiIacCH(PUKALUIO
YTPO3 MO psAAY IPU3HAKOB

. TI0 IPUPOJIE BOSHUKHOBEHUS

. IO HCIIOCPCACTBCHHOMY UCTOYHUKY

. o crernenu Bo3aercTeus Ha AC

. 1o cioco0y aoctyna kK pecypcam AC

. IaCCMBHBIC N aKTHUBHBIC

= W] —

. HalIpaBJICHHBIC HA WUCIIOJIL30BAHUEC IIPAMOTO CTAHAAPTHOT'O ITyTHU
JIOCTYTIa K PecypcaM U HalpaBJICHHBIC HA MCIIOJIb30BAaHUE CKPBITO-
r'0 HECTaHIapTHOIO Jioctyna K pecypcam AC

3. eCTeCTBEHHBIC HIIN HCKYCCTBCHHBIC

4. npupoaHas cpeja, YelOBEK, CAHKIIMOHHPOBAHHBIE MPOTrpamMM-
HBIE CPEJICTBA U HECAHKIIMOHUPOBAHHBIE IPOTPAMMHBIE CPEACTBA

Yro Takoe cepTrdUKAIHS

IMOATBCPIKACHUC COOTBCTCTBUA MNPOAYKHHUHU HIIU YCIYI' YCTAHOB-
JICHHBIM Tpe6OBaHI/I}IM WJIN CTaHJapTaM

MTOATBEPKIEHHE COOTBETCTBUS MPOAYKIIMH, HO HE yCIyT YCTAHOB-
JICHHBIM TPeOOBAHUSM MU CTaHAAPTAM

TNOATBCPIKACHUC COOTBCTCTBUA YCIYI', HO HC IPOAYKIHUHU YCTAHOB-
JICHHBIM Tpe60BaHI/I$[M WJIN CTaHdapTaM

Yro Takoe cepTudhuKaT?

JIOKYMEHT, MOJTBEPKAAIOUIMNA COOTBETCTBUE CPEJCTBA 3allMThI
nHpopManuu TpedoBaHUSAM 10 0€30MacHOCTH HH(POpMaAITUN

JOKYMEHT, MOATBEPKAAIOIINA COOTBETCTBUE CPEACTBA 3alllUTHI
nHpopManuy TpeGOBaHUSIM 110 XpaHEHHIO HHPOpMaIUH

JOKYMEHT, MOATBEPKAAIOIINA COOTBETCTBUE CPEACTBA 3allIUTHI
nHpopmanuy TpeGoBaHUIM 10 00paboTKe HHPOPMAIII

Kak Ha3zpiBacTcs JIMIo, CcaMoO-
CTOATCIIBHO CO3JaBIICC I/IH(i)Op-
Malluro mmbo IMOJIy4YuBIICE Ha
OCHOBAaHHMH 3aKOHA HUJIM ITOI'OBO-

CY6’LCKT MEPCOHAIBHBIX TaHHBIX

orepaTop HHPOPMAITIOHHON CUCTEMBI
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pa mpaBo paspeniatb WIK orpa-
HUYHABATh JOCTYN K WH(popma-
ouu, OHpeI[CJ'IHeMOfI 10 KaKuM-
160 mpr3HaKam? cyOBeKT nHpOpMaU

oOmanarens HHGOpMAIIH

Bonpocsl k kommiekcHomy 3aganuio TK1

1. Yro Takoe unpopmaimonHasi 0€30macHoOCTh?

2. llepeuncnure BaxkHeHIIME acTIeKThl UH(HOPMAITMOHHON O€30MaCHOCTH.

3. [lepeuncnure ypoBHH 3alIUTHI HH)OPMALIHH.

4. OxapakTepu3yiTe yrpo3bl HHPOPMAIMOHHOW OE30MaCHOCTH: PACKPBITHUS
LEJIOCTHOCTH, OTKa3 B 00CITy>KUBaHUU.

5. O0BsICHUTE IPUYMHBI KOMIBIOTEPHBIX MPECTYIUICHUN.

6. OnUIKUTE OCHOBHBIE TEXHOJIOTHU KOMITBIOTEPHBIX IPECTYIIICHAMN.

7. Ilepeunciute Mepbl 3alUTHl UHPOPMAITMOHHON O€30MTaCHOCTH.

8. [lepeuncnure Mepbl MPETOCTOPOKHOCTU MPU PadOTE C LEIbIO 3aAIUTHl UH-
dbopmaruu.

9. OnummMre OCHOBHBIE MEPHI 3aLUTHl HOCUTENEH HH(OPMaLIUK.

10. Tlouemy mnoakitOYeHUE K TI00aTBHOM KOMIIbIOTEpHOU cet WHTepHeT
MPEACTaBIIAECT COO0M yrpo3y st HH(POpMaAIMOHHOM 6€3011acHOCTH?

11. Onummre, KaK MCHOJIB30BAHUE 3JIEKTPOHHON NOYTHI CO3JAET yrpo3y HH-
dbopmarnonHoi 6e3omacHocTd. Kakue Mepbl oOecrieunBaroT 6€301acHOe MCTIOJIb30-
BaHMe e-mail?

12. Kakue cyniecTByIOT MEXKIYHAPOAHBIE U POCCUNUCKUE CTAHAAPTHI B 00JIACTH
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM M MH(POPMALMOHHBIX TEXHOJIOTUN?

13. Kputepuu 6€30MacHOCTH KOMIBIOTEPHBIX CUCTEM MUHHUCTEPCTBA 0OOPOHBI
CIIA (“OpaneBast kHura”).

14. PykoBomsimue nokymeHThl I'ocrexkomuccuun Poccnn.

15. MexayHapoaHble cTaHapThl HHGOpMAIMOHHON Oe3onacHocTu. CTaHaapT
ISO/IEC 15408 "O6mue kputepun". Onrcanue TpeOoBaHUil 6€30MaCHOCTUA U XapakK-
TEPUCTHUK yTPO3.

Jis rekymero kourpoJsa TK2:

IIpoBepsiemast KoMIeTeHU S

Koxa u HauMeHOBaHNE KOMIIETEHIINH Kon u HanMeHoBaHMe HHIUKATOPA
OIIK-4. Cniocoben nonnmarhs npuHuunsl pa- | OI1K-4.2. Bnaneer HaBbIkaMu IpUMEHEHHS LUPpO-
0O0TbI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTMM ISl pelieHust 3aaad mnpodeccuo-
HOJIOTHH M MCIIOJIB30BaTh UX JUIS PELLICHUS] HAJIbHOW JIeATEIbHOCTH C YY4E€TOM OCHOBHBIX Tpe0o-
3a/1a4 MPOGECCHOHATBHOMN JIeATeNTbHOCTH BaHU UHGOPMAITMOHHOIN 0€30MacHOCTH
Tect
Bonpoc Bapuanmur omeema

Kakoii oOmwuii ymep6 1o | 4

JIAHHBIM Hucruryra | 34
KomnbrorepHoii
be3onacHoctn nanec | >4

KOMIIBIOTEPHBIE BHUPYCHl 3a | 74
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nocienHue S5 ner, (MIpA. 94

noiin. CIITA)?

ITo JaHHBIM JKypHaia | 500000

«Security Magazine», | 1000000

cpenHuii pasMep ymepba oT 1500000

KOMITBFOTEPHOTO

MomennnuectBa cocrapiser | 2000000

(romun. CIIIA) 2500000
mporecc  cbopa,  HaKOIUICHHsS,  OOpaOOTKH,  XpaHEHU,
pacrpeieneHus ¥ norcka nHpopManuu
npeoOpa3oBaHue  WHPOpPMALUU, B  pe3yiIbTaTe  KOTOPOTO
coliepkaHue  MHQPOPMAIMU  CTAHOBUTCS  HETOHSATHBIM  JIS
CyObeKTa, He UMEIOIETO JIOCTYIIA

[Mudpoanre wuHPOPMAIUYU | IOTyYeHHE  CYOBEKTOM  BO3MOXXKHOCTH  O3HAKOMIICHUS  C

9TO

HHq)OpMaHHeﬁ, B TOM YHMCJIC ITPpHU IMMTOMOINH TCXHUYCCKUX CPCACTB

COBOKYITHOCTBH IIpaBWJI, PCTIIaMCHTHPYIOIUX IMOPAJOK W YCIIOBHA
HAOCTYIIa CY6’LGKTa K I/IH(i)OpMaLII/II/I Hn €€ HOCUTCIIAM

NEeSATEIbHOCTh MO0 TMPEIOTBPAICHHIO YTEUYKH HH(OpMaIuu,
HECAaHKIIMOHUPOBAHHBIX M HEINPEAHAMEPECHHBIX BO3JICHCTBHI Ha
HEe

Ilo JTAaHHBIM I'naBHOTO
UHPOPMALIMOHHOTO  IICHTpPA
MBJI Poccun KOIMYECTBO
KOMITHIOTEPHBIX
MPECTYIICHUN €XKEr0THO
yBEJTUYHBAETCS B (pasza)

2

2,5

3

3,5

4

ITo JTaHHBIM I'maBHOTO
MH(OPMALIMOHHOTO  IIEHTpa
MBJI Poccum exeroaHsii
pa3mep MAaTepUaTbLHOIO
yiepba OT KOMITBIOTEPHBIX
MPECTYIJIEHU  COCTaBIISIET
OKOJIO (MJIH. pyOJeil)

6

60

160

600

1600

ITo JTaHHBIM I'maBHOTO
MH(OPMALIMOHHOTO  IIEHTpa
MB/I Poccun CpeaHun
yiiepo, MPUIHHSIEMBII
MOTEPIEBIIEMY oT 1
KOMIBIOTEPHOTO
MPECTYIJICHUs, paBeH (MJIH.
pyb6ueit)

7

1,7

2,7

3,7

4,7

OcHoBHOE
obecneynBaroniee
KOH(UICHIINATEHOCTD
uH(poOpMalluy, TOChUIaEMOM
MO0  OTKPHITBIM  KaHajJam
nepeayd  JaHHBIX, B TOM
qHCIie, 0 CETH UHTEPHET

CPEICTBO,

ueHTUDUKAITAS

ayTeHTU(UKALIUS

aBTOpU3alud

JKCIIEPTHU3a

mmdpoBaHue

Jns Ge3omacHOM mepenavu
JAHHBIX 110 KaHaJlaM
UHTEPHET HCIIOJIB3YETCS

WWw

dicom

vpn
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TEXHOJIOTUS ftp

xml
Kommieke arrmapaTHbIX

AHTUBUPYC
197070171 IPOrPaMMHBIX
CPE/ICTB, OCYIIECTBIISIONIHHA
PEACTB, ym HI 3aMOK
KOHTPOJIb H  (PUIBTPAIIHIO
CETEeBOTO Tpaduka B

OpanaMay’p
COOTBETCTBUHU C 3aJaHHBIMHU
NpaBUJIaMU U 3allUIIAIOIIHHA
p = B Kpunrorpadus
KOMIIBIOTEPHBIE ~ CETH  OT
HECAHKIIMOHUPOBAHHOTO

SKCIEPTHAs CUCTEMa
J0CTyma
[Ipouenypa, MpoBepsroNIas, | MACHTH(PUKALUS
UMEET JIM TM0JIb30BaTeNlb C | AyTEHTH(UKALMS
PEIbSIBICHHBIM crpatudukanys
UIEHTU(UKATOPOM TIPaBO HA | pErHCTPAIUs
JOCTYII K peCypcy 3TO aBTOpH3AIUS

COACPIKATDb I_II/I(prI u 6YKBBI, 3HAKU IMPCIIMHAHUA U OBITH CIIOKHBIM
JJIL yrablBaHU A

COJIEP>KaTh TOJIBKO HHUQPHI

ITaposnb I10JIB30BATENS | COJAEPIKATh TOIBKO OYKBbI

JIOJIKEeH MMETh SBHYIO MPUBS3KY K BIaJeiblly (€ro UMs, JaTa POKIACHHS,
HOMeEp TenedoHa  T.11.)
OBITH MPOCTBHIM M JIETKO 3allOMHHAThCS, Harpumep «123», «111y,
«qwerty» 1 T. 1.

[1nacTukoBas KApTOYKa, | TOKeH

coJieprkanias YU I | password

KpunTorpapuueckux

< napoJb

BBIUMCJICHUM U BCTPOEHHYIO -

login

3alMLICHHYI0 MaMsATh s
XpaHeHus: uHpopMauu

cMapT-KapTa

YcerporicTBo JUISL
UIEeHTU(DUKAITIN
MOJIb30BaTeNEH,
IpeJICTaBIIsIIoNIEe co0oit
MOOWJIIBHOE  TEPCOHAIBHOE

YCTPOMCTBO, HAITOMUHAOIIIHE
MaJICHBKUM  TEeUIKep, He
MO/ICOETNHSAEMBIE K
KOMIBIOTEPY U  HUMEIOIINE
COOCTBEHHBIH HWCTOYHHK
MATaHUSA

TOKECH

aBTOHOMHBIN TOKEH

USB-tokeH

ycTpoiicto iButton

cMapT-KapTa

HocTtyn  moisb3oBarens K
HH(pOPMAIMOHHBIM pecypcam
KOMIplOTEpa W/ WM
JIOKAJbHOW BBEIYHCIMTEIbHON
CeTH TMPEAUPUSITUSL JIOJDKEH
pa3penarbCsi TOIbKO MOCIe:

BKIIFOYCHHSA KOMITBIOTEpA

I/I,Z[eHTI/I(bI/IKaLII/II/I I10 JIOTUHY U IIapOoJItO

3arpoca MaCinopTHBIX JaHHBIX

3arpoca IOMCHHOI'O HMCHU

3anpoca OO

DJIEKTPOHHBIE
npeaHa3Ha4YCHbI I ...

3aMKU

o0ecrieueHus JOBEPEHHOU 3arpy3Kd KOMIBIOTEpA U KOHTPOJIS Iie-
JIOCTHOCTH (DailJIoB B cHCTEMax

CKaHHUPOBAHUA OTIICYATKOB MAJILIICB
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MIPOBEPKH CKOPOCTHU U 3arpy3ku (ailioB

00111ero KOHTPOJIS

I/I,Z[eHTI/I(bI/IKaHI/II/I ITOJIB30BaTCJIA

ONEeKTpOHHBIE 3aMKH IIpeHa-
3HAYCHBI JIJIS:

XpaHeHus 001b1I0ro 00beMa KOH(pUICHIIMATBHON HH(OpMAIHN

3allUThl IEPUMETPa KOPIOPATUBHOM CETH

HA/IKHON ayTeHTU(UKAIINH U UISHTH()UKALIUY TTOJIb30BaTeNIeH

OJIOKMPOBaHUS KOMITBIOTEPA BO BPEMSI OTCYTCTBHUS IOJIBb30BATEIS
Ha paboueM MecTe

Jos 3aIUTBI
3JI0YMBIIIJICHHUKOB
HEO00XO0IMMO HCIIOIB30BaTh

oT

CUCTCMHOC IIPOIpaMMHOC obecreyeHne

IPUKJIaJHOE IPOrpaMMHOE o0ecrieueHue

AHTUBHUPYCHBIE TPOTrPAMMBI

KOMIIBIOTEPHBIC UI'PBL

MY3BIKY, BUJCO(DUITBMEI

AnnapaTHblie
JIOBEPEHHOM
«AKKOPI-AM/I3»
IPEJICTaBIISIIOT COOOM. . .

MOJIyJIH
3arpy3Ku

anmnapaTHbIi KOHTPOJIEp

3JIEKTPOHHBIN 3aMOK

CUCTCMa KOHTPOJIA

CETEeBOM aJlaITep

KOIIMPOBAJILHBIN anmnapar

[TpocTreitmmm CII0co000M
uACHTH()UKAIIH B
KOMITBIOTEPHOI cHUCTEME
SIBJISICTCS BBO/I
uaeHTH(HUKaTOpa

[10JIb30BaTENA, KOTOPBIN

HMCECT CJICAYIONICC HA3BAHUC

TOKCH

password

apoJib

login

cMapT-Kapra

Yro0Bl IOONUCATHL COOOIICHUE
3IEKTPOHHOMU 1 poBO
MOJIITUCHIO, UCTIOJIB3YIOTCS

OTKpBITLIﬁ KJIIOY OTITPABUTCIIA

OTKpBITLIfI KJIIHOY ITOJIYyHUaTCIIsd

SaKpBITBIﬁ KJIIOY OTIIPABUTCIIA

3aKpBITBIﬁ KJIFOY ITOJTYy4aTCIIsd

KakoBa  mociieqoBaTelIbHOCTE
MOANMUACAHUSA  COOOIIEHHH ¢
oMo DIIT?

BBIYHCIIACTCA XOIII, 3aTCM XOIII SaI_HI/I(l)pOBBIBaeTCH

cooOmieHue  3amu@poBBIBACTCS,  IMOCIE  YEro
XDIIUPYETCS

pe3ynbTar

MpU TIOANKUCAHUK COOOIIEHHE 3alI(POBBIBACTCS, MPU MPOBEPKE
BBIYMCIISIETCS X1

BBIUUCIIACTCSI XOUI HCXOJHOTO COOOIIEHUs, IIOCJIE€ Yero OHO
3apoBBIBACTCS

B uem 3akmrodaercs Takoe
CBOICTBO byHKIMIH
X3IIMPOBaHUsA /1 KaK CTOHKOCTh
K KOJUTM3USM IIEpBOTO poja’?

JUIsl JTF000T0 XdMma h JT0MKHO OBITh TMPAKTUYECKH HEBO3MOXKHO
BBIYHCIIUTH WM To00path Takoe X, uro H(x) =h

JOJKHO OBITh TPAKTHYECKH HEBO3MOXKHO BBIYUCIHUTH WM
noxo0pare M00yI0 Mapy pasiMYHBIX COOOLIEHMH X M Yy JJs
kotopbix H(x) = H(y)

JUTMHA XJ3IIa JIOJDKHA OBITh (UKCHPOBAHHOW HE3aBHUCHMO OT
JUIMHBI BXOJHOTO COOOIIEHUS

Bupycel, He cBs3bIBarOIINE
cBoW KomwH C (paiimamu, a cos-
JIAIOIIME CBOM KOIMU Ha JIHC-
Kax, He W3MEHss Apyrux ¢ai-
JIOB, HA3BIBAIOTCS

KOMITAHBOH - BUPYCAMH

YepBU

Mapa3suTUICCKUC

pU3pAKU

CTeJIC-BUPYCHI

AHTHBHpYCHAS mporpamMma

PEBH30pPOM
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MIPUHITA pabOTHI, KOTOPOU OC-
HOBaH Ha TpoBepke (haiios,
CEKTOPOB U CHUCTEMHOH MaMSATH
U TMOHWCKE B HUX WM3BECTHBIX U
HOBBIX BHPYCOB Ha3bIBaCTCS

HUMMYHHU3AaTOPOM

CKaHCpOM

JIOKTOpa U (haru

Vka3aThb HEIOCTaTKH, HMEIO-
niMecsi y aHTUBUPYCHOM MHpo-
rpaMMBbl PEBU30D

HECIIOCOOHOCTL ITOMMATh BUPYC B MOMCHT €ro IIOSABJICHUSA B
CUCTEMC

HeOoJIbIIast CKOPOCTh IOUCKA BUPYCOB

HEBO3MOXKHOCTh OIPE/IETINTh BUPYC B HOBBIX (haitnax

BCE BAPUAHTHI BEPHBI

K nocromHcTBaM TEXHHYECKHX
CpCACTB 3allIUThI OTHOCATCA

PEryJISpHBIA KOHTPOJIb

CO3JaHUEC KOMINICKCHBIX CUCTEM 3alllUTHI

CTCIICHb CJIIOKHOCTH YCTpOﬁCTBa

BCC BApHUAHTBI BCPHLBI

OIIACHbIE
(haiinoBbie

B xnaccudukanuro BUpycoB mo | PE3HIACHTHBIC

Croco0y 3apaXKeHUs BXOJAT 3arpy304Hble
(haii10BO-3arpy30uHbIC
HEPE3UACHTHBIC
4epBHU

K Bupycam usmensromuMm cpeny | CTyACHUYCCKHC

OOHMTaHHS OTHOCSTCSL: OJUMOpP(HBIE
CIYTHUKH

Bupycs, He cessbBaroupe | KOMIAHBOH - BUDYCaMHU

CBOM Komuu ¢ aiiiamu, a co3- | I€PBU

JAIONINEe CBOM KOIMHM HA JHC- | CTEJIC - BUPYCHI

Kax, He M3MeHsst Apyrux dai- | MmakpoBHpYCHI

JIOB, Ha3bIBAIOTCS pU3paKu
4epBHU

K Bupycam He W3MEHSOMUM | CTCIIC-BUPYCHI

cpely oOMTaHUsI OTHOCATCS noJIMMopQHbIE
CIIyTHUKH

HexoTopoe cekpeTHOe Komye-
CTBO HMH(OPMAIMU, H3BECTHOE
TONILKO TIOJNB30BATENI0 W TIIa-
pOJIBHOM  CHUCTEME, KOTOpOE
MOJET OBITh 3aIIOMHEHO IIOJIb-
30BaTeNeM W TPEABSBICHO IS
MPOXOXKACHUST TPOILENYPhl ay-
TEHTU(UKALNH — ITO ...

I/I,ZLCHTI/I(I)I/IKaTop IIOJIB30BaTCIA

MapoJib MOJB30BATCIIA

YUE€THAA 3a1nChb IMMOJIb30BATCIIA

mapoJjibHasA CUuCTeMa

UccnenoBanne  BO3MOXXHOCTH
pacudpoBanust uHGOpMALKU
0e3 3HaHus KIoYen

KPHUIITOJIOT U

Kpunrorpadus

KpUIITOAHAJIN3

B3JIOM

HCC&HKHHOHHpOBaHHLIﬁ AOCTYII

XpaHeHue  mapoJieit
OCYIIECTBISTHCS

MOXKCET

B BU/JIE CBEPTOK

B OTKPBITOM BHUC

B 3aKPBITOM BUJIC

B 3aM(POBAHHOM BHJIC




Bonpoc

Bapuanmbl omeenma

BCC BApHWAHTBI OTBCTA BCPHLI

CooTHecuTe OCHOBHBIE METObI
MOJTy4eHUs Maposeit

1. MeTo TOTaNBHOTO NIepedopa

2. CJIOBApHAasA aTakKa

3. nmoJsiyyeHue napoJieil U3 caMoOW CUCTEMBI Ha OCHOBE IPOTPAMM-
HOU U anmnapaTHON peajn3aiii KOHKPETHON CUCTEMBI

4. npoBepKa napoJjei, yCTaHaBJIMBAEMbIX B CHCTeMax IO yMoJda-
HUIO

1. nns mepebopa HCIOJIB3YeTCsl CIOBAaph HamOoJee BEPOSTHBIX
KIIIouei

2. ABYMsI BO3MOKHOCTSAMM BBIACHCHUSA ITAPOJIA ABJIAKOTCA: HCCAHK-
[UOHMPOBAHHBIA TOCTYI K HOCHTEIIO, COJACPIKAIIEMY TTapOIIH, JTH-
00 UCTIOTB30BAaHUE YSI3BUMOCTEH

3. OHpO6BIBaIOTC$[ BCC KJIFOYH ITOCJICAO0BATCIIbHO, OJUH 3a IPYI'UM

4. mapoib, YCTAaHOBJICHHBIA (PUPMOI-pa3pabOTUUKOM IO yMOI4a-
HUIO, OCTAETCSl OCHOBHBIM MAPOJIEM B CUCTEME

CootHecuTe (DYHKIHH, BBINOJN-
HSIEeMbIe TEXHUYECKUMH CPEJCT-
BaMH 3aIUTHI

1. BHEIIHSS 3aluTa

2. OIIO3HABAHUE

3. BHYTPCHHSSA 3alllUTa

1. 3amuUTa OT BO3CUCTBUS JACCTAOMIM3UPYIOMHUX (PAaKTOPOB, MPO-
SIBJISTFOIIIMXCSI HEMIOCPEJICTBEHHO B CPEICTBaxX 00pabOTKM MHGOP-
Maluu

2. 3amUTa OT BO3ACHCTBHUS JIECTAOMIM3UPYIOINX (aKTOPOB, MPO-
SIBJIAIOIIMXCS 3a IpejiesiaMu oCHOBHBIX cpeactB ACOJ]

3. CHeL[I/I(l)I/I‘leCKaH I'pyinia CpeaACTB, NMPCAHA3HAYCHHBIX IJIsI OIIO-
3HaBaHUA J'IIOI[CI\/’I Mo pa3jnYHbIM HWHAWBUAYAJIBHBIM XapaKTCPH-
CTHKaM

OnekTpoHHass TUQpoBas MOJ-
MUCh B AJIEKTPOHHOM JOKYMEH-
T€ paBHO3HauyHAa COOCTBEHHO-
PYYHOH IOANMCH B JOKYMEHTE
Ha OyMa)XHOM HOCHTENE IIpH
OJTHOBPEMEHHOM  COOJIIOIEHUH
CIEYIOIINUX YCIIOBHIA:

cepTudUKaT KJIF0Ya MOJMUCH, OTHOCAIIUNCS K 9TON JIEKTPOHHOM
uudpoBON MOAMKMCH, HE yTpaTHI CHIYy (IEWCTBYeT) HA MOMEHT
MPOBEPKU WJIM HA MOMEHT MOAMUCAHUS SJIEKTPOHHOTO IOKYMEHTA
NpU  HAIAYUM  JI0KA3aTENIbCTB,  ONPEIACISAIOMIMX  MOMEHT
MOJITACAHUS

MOATBEP:K/I€HA MOUIMHHOCTD 3JEKTPOHHOU 1U(POBOM MOJIIUCH B
JJIEKTPOHHOM JJOKYMEHTE

OJICKTPOHHAA III/I(i)pOBaSI MMOANMNCH MCIIOJIB3YETCA B COOTBCTCTBHUU
CO CBCACHUAMU, YKA3AHHBIMHU B CepTI/I(l)I/IKaTe KJIrO49a 1nIoAnucu

BCPHBI BCC BAPpMAHTEI

Co3nanue KITIOYeH
DJIEKTPOHHBIX UPPOBBIX
MOJIUCEH OCYIIECTRISICTCS ISt
HCII0JIb30BaHHK B

MH(OPMAIIMOHHON CHCTEME OOIIEeTo MOJIb30BAHMS €€ YYaCTHUKOM
WJIM 110 €r0 0OpalleHHI0 YA0CTOBEPSIOIIUM HEHTPOM

KOpHOpaTHBHOﬁ HH(I)OpMaHHOHHOﬁ CUCTEMC B
YCTAaHOBJICHHOM B ITOM CHUCTEME

MOpsJIKE,

BCPHEIL o0a BApHUAHTHI

Yem ompenensercd ypoBEHb
Ha/IeKHOCTU NPUMEHSIEMBIX
KpUnTOrpaduIecKux
npeoOpa3oBaHUi

3HAYCHUECM ,Z[OHyCTHMOﬁ BCPOATHOCTHU HCHCHpaBHOCTCﬁ nin

cOoeB, TMPHUBOJAIMMX K  TOJXYYEHUIO  3JOYMBIIIJIEHHUKOM
JOTIOJTHUTEBHOU nHbopMauu 0 KpUNTOrpapuuecKux
peoOpa3oBaHMSIX

CIIO)KHOCTBI0O KOMOHMHAIIMM CHUMBOJIOB, BBIOPAHHBIX CIyYailHBIM
obOpazom

MCIOJIH30BAHMEM OOJIBIIOTO YKCIa KIItoUYeH /i mu(poBaHUs
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OTHOLICHHEM KOJIMYeCTBa JemudpoBaHHOW HMHPOPMALUU K
o0IeMy KOJIM4ecTBY HIM(POBaHHON MH(OpMAINH, MOJJISKAIIEH
et (ppOBaHHIO

Kak HHaue Ha3bIBAETCS
CHMMETPUIHOE TP POBAHNC

¢ poBaHue C 3aKPBHITHIM KIIFOUOM

mudpoBanue MmeroaoM beiitca

1 (ppoBaHUE C OTKPHITHIM KIHOYOM

g poBaHUe C IEPEMEHHBIM KIIFOUOM

Kakoit aJTOPUTM HE
WCTIONB3yeTCA npu
CUMMETPUYHOM IHU(POBAHUU

MOTOYHOE M (pOBaHKE

moOouTOBOE MUppPOBaHUE

610yHOE mu(ppoBaHUEe

anroputM Jib-I"amans

Uro siBAsSiETCS MPEUMYIIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOPOCTbH BBINIOJIHEHUSI KpunTorpadguueckux npeodpazoBaHuil

JIETKOCTh BHECEHHUSI N3MEHEHUH B aJITOPUTM MIH(PPOBAHUS

CEKPETHBIN KJII0Y U3BECTEH TOJBKO IMOJIydaTenro HHPOpMAIUH U
TepBOHAYAIbHBIA 0OMEH He TpeOyeT nepeaadyn CeKPEeTHOro KIIrJa

MpUMEHEHHEe B CHCTeMax ayTeHTUUKauuu (IJIEKTPOHHAS
TIO/TIHCH)

Kak HaspiBaeTCsl «UCTOpHYE- wndp Mapkosa

ckuity mmpp, B KOTOPOM Kak-

nasi OykBa HMCXOIHOTO TEKCTa

3aMCHsTaCh OYKBOM, CTOSIICH ump Llesapst

Ha HEKOTOpoe (hPUKCHpPOBAaHHOE
YHCJIO MECT Jlajibllie B ayiaBH-

mdp DHUrMa

T, O TPUMEHEHHH KOTOPOTO
UMEIOTCS JIOKYMEHTaIIbHbIC
CBUJIETEILCTBA? wdp badumka

CHAMMETPUYHBIE KPUIITOCUCTEMBI

KPUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM

. | KpUIITOCHUCTEMBI C TyOJIMPOBAHUEM 3AIIUTHI

Paznens COBpPEMEHHOMU v v

CHCTEMBI DJIEKTPOHHOI IM(POBOI MoANHCH
Kpunrorpaduu:

yIpaBJIeHUE MapOIsIMU

yTipaBJIeHHUE Nepeadeil TaHHbIX

YIIpaBJICHHUC KITFOYaMH

ABTOpHU3aLMel Ha3bIBACTCS

MPOIIECC, MOCPEACTBOM KOTOPOTO HACHTH(UKAIMS Tperoiarae-
MOH JMYHOCTU MPOBEPSETCS HA OCHOBE JIOKYMEHTa, YAOCTOBE-
PSIOIIETO JINYHOCTH

ayTCHTI/I(I)I/IKaI_II/ISI OCHOBAHHAA Ha ABYX Pa3HbIX THUIIAX I/IJICHTI/I(I)I/I-
Kanuu.

9aCTb UACHTHUYHOCTH, KOTOpAasA OTPAXKACT OMNPCACICHHYIO BPOK-
JACHHYIO 0COOEHHOCTD JJUMYHOCTH, TO €CTh TO YTO CBA3aHO C KOH-
erTHOﬁ JIUMYHOCTBIO

[Iporecc, KoTOphIi HaeT (WM OTKJIFOYAET) MPaBO JOCTyma K (ce-
TEBBIM) pecypcam

AyTreHTHUKALHS - 3TO
IpoLecc NPOBEPKHU
npeJnosaraeMol moAJIMHHOCTH
JUYHOCTH  HAa  OCHOBaHHUU
KaKoro-mubo  yJOCTOBEPEHUs
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, UTO BBI 3HACTC

4TO-TO, YTO Y BaC €CThb

TO, YEM BHI ABIACTCCH

JIBOMHOM 3alIUTON Ha3bIBACTCS

ayTeHTU(UKALMsI Ha OCHOBE JIBYX HJIEHTU(DUKATOPOB.
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ayTeHTU(UKanus THIIAX

uaeHTuGuKanum

OCHOBaHa Ha  JBYX  pPa3HBIX

ayTeHTU(UKANKUS, OCHOBaHHAs Ha JBYX WM 0oJiee pa3IMYHBIX
TUTIAX UACHTU(DUKAIINT

[lepeuncnuTe BasKHBIE Y4eTHBIE
3aMUcH AN TOJIb30BaTeNs
HNurepHera, rae HYKHO
HCTIONIb30BaTh  JIBYXJTAITHYIO
ayTeHTU(UKAHIIO?

YUYCTHBIC 3allMCHU JId BXOJia B 0aHK

YUETHBIC 3allMCH, COJEpKalfe KOH(DUICHIMAIBHYIO JIMYHYIO
nH(pOpMaIHIO

aZpeca HJIEKTPOHHOW MOYTHI, Ha KOTOPBIE Bbl MOXKETE 3aKa3aTh
HAaNIOMHHAHUS NAPOJIs 7S IPYTUX BeO-cpes

YYCTHBIC 3alIMCHU CONHUAJIBHBIX ceTel

YUYETHBIC 3alUCH CIYXO C MOMOIIBI0 KOTOPBIX BXOJSAT B JIPyTrUe
BEO-CITYKOBI

AnropuT™MBl IX(QPOBAHUS C OT-
KPBITBIM KJIIOUOM IIO-IPYyTrOMy
Ha3bIBAKOTCS

ACUMMCTPHUYHBIMHU AJITOPUTMAMHU H_II/I(I)IZ)OBaHI/ISI

CUMMETPUYHBIMU AJITOPUTMAMH U (POBAHUS

0JIHOCTOPOHHUMU QJIFTOPUTMAMU HIM(PPOBAHUS

HOMCXOYCTOﬁqHBLIMH AJIrOpuTMaMu IJ_II/I(i)pOBaHI/ISI

AcCUMMETpUYHBIE  ANTOPUTMBI
mm@poBaHusl MO-IPYroMy Ha-
3BIBAIOTCS

QJIrOpUTMaMH MU(POBAHUS C OTKPHITHIM KIIOUOM

CUMMCTPHUYHBIMHA AJITOPUTMAMH IJ_II/I(prBaHI/ISI

0JIHOCTOPOHHUMU QJITOPUTMAMU HIM(PPOBAHUS

HOMCXOYCTOﬁqHBLIMH AJIrOpuTMaMu IJ_II/I(i)pOBaHI/ISI

MaremaTtnyeckast (yHKIUS, KO-
TOPYIO OTHOCHUTEIBHO  JIETKO
BBIYUCIIUTH, HO TPYAHO HaWTH
M0 3HAYCHWIO (YHKIIMUA COOT-
BETCTBYIOIIlEE 3HAYCHUE apry-
MEHTA, Ha3bIBaCTCS B KPHIITO-

rpadun

Kpunrorpaduueckoi GyHKIueH

OJIHOCTOPOHHEH QyHKIMEH

¢ynkuueit Judppu-Xemnmana

¢byHkmei Ditepa

OnHOCTOpOHHUE (YHKIUH, TO
ecTb (PyHKIMH, KOTOpPBIE OTHO-
CHUTEINIFHO JIETKO BBIYUCIIHTH, HO
NPaKTHYECKH HEBO3MOXKHO Haii-
TH TIO0 3HAYCHUIO (DYHKIUH CO-
OTBETCTBYIOIIICE 3HAYCHHE ap-
TYMEHTa, MOYKHO HCIIOJIb30BaTh
Juis

(hopMupOBaHUS XEII-KOJ0B

U(ppPOBaHUs COOOIIEHUI

(dhopmupoBanus LU(POBON OTUCH

KOHTPOJIA U UCITPABJICHUSA OIIMOOK IIpu niepeaavuc I/IH(I)OpMaI_[I/II/I

Uro sBiseTcss O0COOEHHOCTBHIO
CUCTEM MIU(PPOBAHUSI C OTKPHI-
THIM KJIFOYOM TI0 CPaBHEHUIO C
CUMMETPUYHBIMH  CHCTEMaMH
mmdpoBaHus?

BO3MOXXHOCTh MIM(POBaHUS KaK TEKCTOBOM, Tak M rpaduyeckoit
uH(pOopMaIu

BBICOKAsi CKOPOCTh MpoLeccoB MU(GPOBaHUs/ pacIiPpOoBaHUS

HCIIOJIb30BAHNUEC MAJIOTO KOJIMYCCTBA BHIYUCIIMTCIIBHBIX PECYPCOB

OTCYTCTBHE€  HEOOXOAMMOCTH  MpeIBapUTENbHON  mepenauu
CEKPETHOT'0 KJII0Ya 110 HaIEKHOMY KaHaJly CBSI3H

Jnst  pemreHuss Kakux 3ajaa4
MOXHO HCIIOJIB30BATh aHI‘OpI/IT-
MBI IIU(QPOBAHUS C OTKPBITHIM
KII0YoM?

JJIA HII/I(l)pOBaHI/ISI NepeAaBacMbIX W XpPaHUMBIX JAHHBIX B LCIIAX
HX 3alIUTBI OT HCCAHKITMOHUPOBAHHOT'O JOCTYIIA

st hopMHUpOBaHUS ITUGPOBOM TOMMUCH TIOJ] DJIEKTPOHHBIMHU
JIOKYMEHTaMU

JUTSL pactpe/iesieHns] CEKPETHBIX KIIOYEH, MCIOJIb3YeMBIX TOTOM
pyu MUGPOBAHUN JOKYMEHTOB CHMMETPUYHBIMHA METOIaMHU

I IIOMEXOYCTOMYUBOIO KOAUPOBaHUs repeaaBacMbIX
COOOIIIEHNI

YUro sBasercs HCOIOCTAaTKOM

HU3Kas CKOPOCTh NPOIECcCOB MH(poBaHUs-pacnppoBanus




Bonpoc

Bapuanmbl omeenma

CUCTEMBbI IHU(POBAHUSI C OT-
KPBITBIM KITFOUOM?

HEOOXOAMMOCTh OOHOBJIEHUS KJIIO4a IIOCNe Kaxkaoro (akra
nepenadn

OTCYTCTBHE  HEOOXOIMMOCTH  IpPEIBAPUTEIILHON
CEKPETHOI'0 KJII0Ya 10 HaJAE)KHOMY KaHaly

nepenadn

HEO0OXOIMMOCTDh TPEIBAPUTENILHON Mepeayu CEeKPETHOTO KIoya
110 HAaJIEKHOMY KaHaly

YTto Ha3BIBAIOT 3aKPBITBIM KJIHO-

KJIIOY, KOTOpBIfI JOJIKEH XPaHUTBECA B CEKPETEC

KIIF04, KOTOPBIH HEO0S3aTEIHbHO XPAaHUTh B CEKPETE

4OM B aCHMMETPHYHBIX METO- | JIOOOM  KIIHOY,  MCHOJb3yeMbIH i1 mM@poBaHUS  WIH
Aax mwupposaHus? paciudpoBaHus
KJII04, KOTOPBII HCHOJIb3YeTCsl Il BIPAOOTKH MMUTOBCTABKH
KJIFO4, KOTOPBIN JOJDKEH XPAHUTHCS B CEKPETE
Uro  Ha3BIBAlOT  OTKPHITEIM | KJIIOY, KOTOPBIK HE 0053aTE€IbHO XPAHUTh B CEKPETE
KJIIOYOM B aCHMMETPUYHBIX Me- | JIFOOOM  KJIIOY,  HCIONb3yeMbI  uisi  mUdpoBaHUA WU
ToAax muppoBaHus? pacimudpoBaHus

KJIIO4, KOTOpBIfI HCIOJIB3YCTCA IJIA Bpra6OTKI/I HUMHUTOBCTAaBKH

Kak Ha3pIBaeTCS KIIOY, UCIONb-
3yeMblii B  aCHMMETPUYHBIX
KpUNTOrpaUIecKux ajaropur-
Max, KOTOPbIA MOXHO HE Xpa-
HUTH B cekpere?

3aKPBITHIN KIIIOY

OTKpBITLIﬁ KJIFO4Y

TalHBIA KIIIOY

SIBHBIN KJTIOY

KJIF04 MK (poBaHUS

CKOJBKO KIIFOUEH MCIOJb3yeTcs
B KpUNTOrpauyecKux ajiro-
PHUTMaX C OTKPBITHIM KITIOYOM?

W=D

4

Yro 00I1ero MMET BCE METO-
Il TI(POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX JUIsI ¢ poBaHus HHGOPMAIIUN UCTIONB3YETCsl OJUH KITIOY,
a Juia pactrpoBaHuUs — IPYrou K04

B HUX Uil MWHUGpoBaHUS U pacuPpoBaHUS HHPOPMAIUH
VCIIOJIB3YETCS] OUH M TOT XK€ KJIF0Y

B HUX BXOJHOH ITOTOK HMCXOJHOIO TEKCTAa IEIUTCS Ha OJIOKH, B
KaXIOM U3 KOTOPBIX BBIIIOJIHAETCS IEPECTAHOBKA CHMBOJIOB

B HHMX Ui omepanuuil mmdpoBaHus U paciuppoBaHUS
HCIIOJIB3YETCS JIBA Pa3HBIX KIII0Ya — OTKPBITHIN U 3aKPBITHIN

VYxkaxure TpeOOoBaHHA K airo-
puT™MaM mUGpPOBAHUSI C OTKPHI-
TBIM KIIFOUYOM

BBIYHCIIUTENILHO HEBO3MOXKHO CO3/1aBaTh Mapy (OTKPBITHIN KIIOY,
3aKpBITHIN KIIIOY)

BBIUMCIIUTEIBHO CcOo00IIIeHNE

OTKPBITHIM KJIFOYOM

HEBO3MOXXHO  3alIu¢poBaTh

BBIYMCIIUTEIIBHO HEBO3MOXKHO, 3Hasl OTKPBITHIA KITFOY, OMPEICIIUTh
COOTBETCTBYIOIMI 3aKPBITHIN KIIFOY

BBIUUCIIUTENIbHO HEBO3MOXKHO, 3Has TOJBKO OTKPBITHIA KIHOY U
3amuppoBaHHOE cooo1ieHue, BOCCTaHOBUTH HCXOJTHOE
CcOo00IIIeHNE

Ykaxure TpeOOBaHHS K airo-
pUTMaM MUQPPOBAHUS C OTKPHI-
TBIM KITFOUYOM

BBIUHUCIUTENLHO JIETKO 3aln@poBaTh COOOIIEHHUE OTKPBITHIM
KJIFOYOM

BBIYMCIIMTENIBHO JIETKO pacimm@poBaTh COOOIIEHUE, HCIIONb3YS
3aKPBITBINA KITIOY

BBIYHCIIUTEIIEHO HEBO3MOKHO, 3Hasl OTKPBITHIM K04, OIIPEIEIUTh
COOTBETCTBYIOIIMM 3aKPBITBIA KJIFOY
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BBIYUCIIUTCIBHO HCBO3MOXKHO, 3HasA TOJIBKO OTKprTLIﬁ KIIIOY H

Kakue Kiarounm M Kak JOJDKHBI
MPUMEHSTHCS TIPU KCIOJIB30Ba-
HUH aCUMMETPHYHBIX KPHIITO-
rpaduyYecKux aJroOpUTMOB IS
muQpPoBaHUsI  MEPEIaBACMbIX
JTAHHBIX?

3an(poBaHHOE cooOI1IeHHE, BOCCTAaHOBUThH HCXOIHOE
cooO1ienne
OTIPaBHUTENb  MH(PYET  COOOINEHHE  OTKPBITHIM  KIHOYOM

MOJTydaTesisi, a MoJiydareib paciu@poBbIBACT COOOIICHHE CBOMM
3aKPBITHIM KITFOUOM

OTIpaBuTENb  MUEQPYEeT  COOOIICHHE  3aKPBITBIM  KIHOYOM
MoJTy4aTensi, a MoJdy4aresib pacin(poBbIBAET COOOIIEHHE CBOUM
OTKPBITHIM KIJIFOUOM

OTIpaBUTENb MHU(PYET COOOIIEHNUE CBOMM OTKPBITBHIM KIIFOUOM, a
[oJIyyareib pacliM(ppOBBIBAET COOOLIEHHE 3aKPBITBIM KIOYOM
OTIIPABUTEIIS

OTIIPaBUTENb MHUGPYET COOOIIEHNE CBOUM 3aKPBITHIM KIIIFOUOM, a
MOJIyJaTeNib pacii@poBBIBACT COOOIMIEHUE OTKPBITHIM KIFOUOM
OTIIPABUTEIIS

Kakum TtpeGoBaHMSAM HOIDKHA
YIOBIETBOPATh  DIICKTPOHHAS
1u¢poBas MOJIMUCH?

IOoAIINCHh BOCIIPOU3BOAUTCA TOJIBKO OJHUM JIMIIOM, a IIOAJIMHHOCTD
€€ MOYKET OBITh YAOCTOBECPCHA MHOTHUMU

moAIrCh BOCHPOU3BOAUTCA MHOTHMHU JIMIaAMHU, a4 €€ IIOAJIMHHOCTD
MOJKET OBITH YAOCTOBEPCHA TOJIBKO OJHUM JIMTIOM

moANIMCh HCPA3PBIBHO CBA3BIBACTCA C JAHHBIM COO6HICHI/ICM n HEC
MOJKET OBITH IICPCHCCCHA Ha ,Z[perﬁ HJOKYMCHT

moAIMCh HC CBA3BIBACTCA C KOHKPCTHBIM COO6III€HI/ICM n MOXET
OBITh IICPCHCCCHA Ha I[perﬁ HJAOKYMCHT

KakuMm TpeOoBaHUSIM [OJKHA
YAOBJETBOPSTH  DIEKTPOHHAS
uQpoBas NOANUCH?

IIOCJIC TOI'0, KaK JOKYMCHT INOAIIMCAH, €TI0 HEBO3MOKHO UBMCHHUTD

ITIOCJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €TI0 MOXXHO U3MCHATH

MOJINTMCh HEPa3phIBHO CBA3BIBAECTCS C JAAHHBIM COOOIIEHHEM U HE
MOJKET OBITh IIEpEHECeHa Ha JPYTrol TOKYMEHT

MOJIMTUCh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha PYrod JOKYMEHT

Kakum TpeOoOBaHUSAM JIOJDKHA
YIOBIETBOPATh  DIICKTPOHHAS
UQPOBast NOMUCH?

OT IIOCTaBJICHHOM IIOAMNHCH HEBO3MOKHO OTKa3aTbCsd, TO €CThb
JIMo, moAmnrucaBmIece AOKYMCHT, HEC CMOXET IMOTOM YTBEPIKAAThb,
YTO HC CTaBHJIO ITIOAIIMCH

moAIINCh BOCHPOU3IBOJUTCA MHOTMMHU JIMIIaMH, a €€ IMMOAJIMHHOCTD
MOYKET OBITh YAOCTOBEPCHA TOJIBKO OJHUM JIMTIOM

IMOATIMCh HCPA3PBIBHO CBA3BIBACTCA C JAHHBIM COO6IIICHI/ICM n HE
MOXET OBITh TIICPCHCCCHA Ha I[perﬁ JAOKYMCHT

MOJIMTUCHh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha PYTrod JOKYMEHT

s gero mpenHazHaueH LEHTP
CepTU(UKALNH KITIOUen?

I peTUCTpalun a0OHEHTOB

JUISL U3TOTOBJIEHUS CEPTU(HUKATOB OTKPBITHIX KITIOUEH

JJIs BBIACJICHUA CIICHHMAJIbHBIX KaHAJIOB CBA3H abOHEHTaM

JJI XpaHCHH A U3IrOTOBJICHHBIX CepTI/I(i)I/IKaTOB

Ul TOJJAEpKAaHHUs B aKTyaJlbHOM COCTOSIHUM CIIPAaBOYHHKA
JEHCTBYIONUX CEPTHU(PUKATOB

JJIg BBITYCKaA CIIMCKAa JOCPOYHO OTO3BAHHBIX CCpTI/I(I)I/IKaTOB

Kak HaszbiBaeTcst cTpykTypa B
cocTaBe OOJNBIIOW CETU CBS3H,
3aHUMAIOIIASICS TCHEPUPOBAHU-
€M KJIIoYeH, MX XpaHEHUEeM H
apXUBUPOBAaHUEM, 3aMCHOU WM

YCTPOMCTBO pacnpeaeneHus Kitouen

LEHTP 3aKPBITOrO MU(POBAHUS

LIEHTP paclpeiesIeHNs KIII0Ye
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U3BIATHEM W3 OOpaIlleHUs CTa-
PBIX U HEHYXHBIX KITI0Ueii?

LEHTP OTKPBITOTO MHU(POBAHUS

Kakum cBoWcTBaMH  JIOJDKEH
obmamaTh cepTU(HUKAT OTKPHI-
TOTO KJIF04a?

KaX/1bIil 1I0JIb30BATENb LIEHTPA cepTU(UKALNN, UMEIOIUI JOCTYI
K OTKpPBITOMY KJIIOYY LIEHTPA, MOKET M3BJ€Yb OTKPBITHIM KIIIOY,
BKJIFOYEHHBIH B cepTH(UKAT

HU OJHA CTOPOHA, NMOMHMO LEHTpa CEPTUPUKALNNU, HE MOXKET
M3MEHUTH CEPTUGUKAT TaK, YTOOBI ATO HE OBLIIO OOHAPYKEHO

JIF00O0H MOJIB30BaTEb CUCTEMBI MOKET U3MEHUTH CCpTI/I(l)I/IKaT

KaX/IbIil TI0JIb30BATENb IIEHTPa cepTU(UKALINY, UMEIOIIUI JOCTYI
K OTKPBITOMY KJIIOYY LIEHTPA, MOXET U3MEHUTH OTKPBITHIA KIIIOY,
BKJIFOYCHHBIN B CepTH(HKAT

Yto 00IIEro UMEIOT BCE METO-
el TA(GPOBAHUA C 3aKPBITHIM
KITFOYOM?

B HUX JUIs mudpoBaHus HHGOPMALIUK UCIIOIB3YETCS OJUH KITI0Y,
a JiyIsl pacpoBaHus — IPYrod K04

B HHX BXOHHOﬁ IIOTOK HCXOJHOI'0 TCKCTa ACIHNTCA Ha 6J'IOKI/I, B
KaXXJI0M M3 KOTOPBIX BBIITOJHACTCA NICPECTAHOBKA CUMBOJIOB

B HHUX MPOU3BOJUTCS CIIO)KEHHE CHMBOJIOB HCXOJHOTO TEKCTa W
KJIFOYa 110 MOJIYJII0, PABHOMY YHCITY OYKB B andaBuTe

B HuUX s mudpoBaHus U pacmmu@poBaHUS HHPOPMAIUH
WCIIOJIB3YETCS OJIMH U TOT K€ KIII0Y

Kakue oneparun npumMeHsroTC
00BIYHO B COBPEMEHHBIX OJ0dY-
HBIX aITOpUTMax MU pPoOBaHUs?

BO3BCICHUC B CTCIICHD

3aMeHa OUT 110 TadIuIEe 3aMeH

HaX0XJICHHUEC OCTaTKa OT JCJIICHHA Ha OoJbIIOE IMPOCTOC YUCIIO

IICPCCTAHOBKA out

CJIOKEHHE 110 MOAYJIO 2

CummeTpuuHble METOABI MIH(-
POBaHHUS — 3TO METOHI ...

IJ_II/I(l)pOBaHI/I}I C OTKPBITHIM KJIFOYOM

c)Katug nHpopMaluu

HOMeXOYCTOI\/’I‘H/IBOFO KOIUPOBAaHUA

IJ_II/I(l)pOBaHI/I}I C 3aKPBITBIM KJIFOUOM

Kax maspiBaeTcst CcooOIIEHHE,
HOJIydeHHE T0Cie Mpeodpaso-
BaHUS C HCIOJBL30BAHHEM JIIO-
ooro mmdpa?

UMHUTOBCTABKOMI

KIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HazpiBaeTcsi OJHO3HAYHOE
npeoOpa3oBaHue BXOZHOTO
MaccuBa JaHHBIX MPOU3BOJIb-
HOU JJTMHBI B BBIXOJHYIO OUTO-
BYI0 CTPOKY (DUKCHPOBaHHOMN
JUTUHBI?

KOJIIIN3UA

XEHIMPOBAHNE

TraMMHUPOBAaHHC

NIEpCCTaHOBKA

CJIOKEHHUE IO MOJYJIO 2

Kak naspiBaercst ¢yHKUus, KO-
TOpast Uil CTPOKH HPOM3BOJIb-
HOU JIJTMHBI BBIYUCIISIET HEKOTO-
poe 1enoe 3Ha4YeHHe WIIH HEeKO-
TOPYIO JPYTYHO CTPOKY (hUKCH-
POBAaHHOM JITHHBI?

Kpunrorpaguueckast pyHKIUs

OJTHOCTOPOHHSIST (PYHKITUS

Xem-QyHKIUsI

byHKIUS Diinepa

(GyHKIIUS TaMMUPOBAHUS

Kakne TpeOoBaHHs TpeabsB-
JSIOTCA K KpUNTOrpaduyeckum
xem-(QyHKIusIm?

Xem-(QyHKIus  JI0OJDKHA  OBITh COOOIIEHUIO

(bl/IKCI/IpOBaHHOFO pasMepa

INpuMEHNMa K

MpH U3BeCTHOM 3HaueHuu xeml-pyHkuun H(M)=m nomxHO ObITH
TpyAHO (NPAaKTMUYECKHM HEBO3MOXXHO) HAWUTH  MOIXOIAIIUN
npoobpasz M




Bonpoc Bapuanmer omeema

MpU HM3BECTHOM COOOMmIEHNH M MOJDKHO OBITh TPYIHO HANTH
npyroe coodmeHrne M’ ¢ TaKuM ke 3HaYCHUEM XeIlI-(DYHKIIHH, KaK
y UCXOJTHOTO COOOIICHMS
JUIS  COOOINEHUH OJMHAKOBOIO pa3Mepa XeII-KOJ JOJDKCH
MOJIYYaThCSl OJTMHAKOBBIM

Xem-QyHKIUs JODKHA OBITh  NPUMEHHMa K  COOOIIEHUIO
(UKCHPOBAHHOTO pa3Mepa

IIpU U3BECTHOM 3HaYeHHH Xem-QpyHKuuu H(M)=m nomkHO OBITH
TPyAHO (TMPAKTUYECKH HEBO3MOXKHO) HAWTH  MOIXOMASAIINN
poobpasz M

IIPY U3BECTHOM COOOIIEeHNH M TODKHO OBITH JIETKO HAWTH Apyroe
coobmienne M’ ¢ TakuM jK€ 3HAYEHUEM XelI-(QyHKIHH, KaK Yy
MCXOJTHOTO COOOIICHUS

JOJDKHO OBITH TPYIHO HAWTH Kakyl-TMOO mapy CIy4aiHbIX
pa3IUYHBIX COOOIIEHHH C OIMHAKOBBIM 3HAYCHUEM Xell-(QyHKINU

Kakue TtpeboBanus mpeabsB-
JSFOTCSL K KpUNTOrpaduaecKum
xem-(QyHKIHsIM?

JUIsl IPOBEPKH LIEJIOCTHOCTH COOOILEHUS

JUIsl IPOBEPKU aBTOPCTBA COOOIICHUS

111 POPMHUPOBAHHUS AIIEKTPOHHON M (POBOI MOATTUCH
11 A (POBAHUS COOOIICHHH

B Ka4eCTBE KJII0Ya NpHU MUPpOBaHUU

Jns xakux nened mpuMeHseTCs
XelI-KoJ B KpunTorpapuun?

Bonpocsl k koMIuIekcHOMY 3a1aHui0 TK2

I. Yro oTHOCHTCS K CpEOCTBAaM HWHKEHEPHO-TEXHUYECKOW  3aIlUThI
uH(pOpMAaIUK U 17151 YeT0 OHU NpeAHa3HAYEHBI?

2. Kakue crnocoObl ayTeHTU(HMKAMK MOJIb30BaTENEd MOTYT NMPUMEHSTHCA B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B 4yem 3akitouaroTCsi OCHOBHBIE HEJOCTAaTKU MAapOJbHONW ayTeHTHU(PUKALUU 1
KaK OHa MOXET OBITh ycuJieHa?

4. Kakue OMOMeTpHuYECKHE XapaKTEpUCTHKHU IMOJIb30BaTEIe MOTYT IMpHMe-
HATBCA JUIsl UX ayTeHTH(puKauuu? B yem mpeumyiiectBa nogodHoro crocoda mnoj-
TBEPXKACHUS MOJJIMHHOCTH?

5. Yrto Ha3bIBalOT ABYX(AKTOPHOU ayTeHTU(UKAIIEH?

6. B uem pa3HuLIa MEXIYy CUMMETPUYHBIMU U aCUMMETPUYHBIMH KPHUIITOTpa-
buyeckuMu cucTeMamu?

7. B ueM pa3HuIIa MEXKTY TOTOKOBBIMHU M OJIOUYHBIMU HIUppamMu?

8. Uro Takoe »syekTpoHHas 1udpoBas MOAMUCh, KaK OHA TMOJy4aeTcs |
IIpOBEpsIETCS?

9. Kakosa pons B cuctemax DT pynkmuit xemupoBanus?

10. Kakyto pojib UCHONHSIOT YAOCTOBEpstomKe UeHTpbl? YTo Takoe
cepTu(UKaT OTKPHITOrO Kitoya?

11. Kakue nporpaMmMbl OTHOCST K pa3psly BPEIOHOCHBIX?

12. Yto Takoe KOMIbIOTEPHBIN BUPYC?

13. Kakue cymecTByrOT BUIbl KOMIIBIOTEPHBIX BUPYCOB?

14. B uem pa3nuiia Mexay 3arpy304HbIMU U (aiI0BBIMHA BHpyCaMu?

15. Kak mnpoucxoautr 3apaxkeHue U (YHKIUOHHPOBAHHME 3arpy30UYHBIX
BUPYCOB?



16. Kakue tunsl (aillioB MOTYT 3apaxkaThCs (GailIoBEIMHU BUpyCcaMu?
17. Kak mpoucxoauT 3apakeHue MporpaMMHBIX (paitiioB?
18. ITouemy ¢haiinbpl JOKYMEHTOB MOTYT COJEPKAaTh BUPYCHI?

19. Kak
MaKpoBUpycamu?

oOecrneunBaeTcs

ABTOMAaTH4YCCKOC IMOJIYUCHHUC YIIPaBJICHUA

20. B uem 3akmouaercd MOpodUIAKTUKA 3apa)K€HUs KOMIBIOTEPHBIMU

BUpycamu?

21. Kpunrorpadudeckue NpUMUTUBBL. XAII-(DYHKINA U €€ TPUMEHEHHUS.

Juis Trekymero kourpoJsa TK3:
IIpoBepsemast KOMIIETEHIMSA:

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHII N

KOI[ N HAMMCHOBAHUC MHIHUKATOpa

OI1K-4. CriocoOeH moHuMaTh MPUHITUIIB pa-
0O0TBI COBPEMEHHBIX HH(OPMAITMOHHBIX TEX-
HOJIOTHI M MICTIOJTB30BaTh UX JUISl PEIICHUSI
3aJ1a4 PO(ECCHOHATIBHOM JCSTEIbHOCTH

OIIK-4.2. Bnaneer HaBbIKaMH MPUMEHEHHS IUDPO-
BBIX TEXHOJOTHH IS pelieHus 3aaad mpodeccuo-
HAJbHOM NEATETLHOCTH C YYE€TOM OCHOBHBIX TpeOO-
BaHu MHGOPMAIIMOHHOI 0€30MacHOCTH

Tect

Bonpoc
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pa3paboTka HOPMAaTHUBHO IPABOBBIX AaKTOB, PETIIAMEHTHPYIOLIHX
OTHOIICHUS B MH(OpMaLIMOHHOU cdepe

CO3/JIaHUE U COBEPIIICHCTBOBAaHKE CHCTeMbI obecnieueHus b PD

K HpaBOBbIM METOJAM | pa3pabOTKa, HCHOJIb30BAHWE M COBEPILIEHCTBOBAHHE CPEICTB

3allnThI MH(OPMAINH | 3aIuThHI MIPOIIECCOB U MPOTpaMM

OTHOCUTCA: pa3zpaboTka mporpamm obOecrneueHuss b PD u omnpeneneHue
NopsAJIKa UX (PUHAHCHPOBAHHUS
¢dbopMHUpOBaHME  CHCTEMBbl ~ MOHUTOpPHMHIA  IOKas3aTele u
xapakrepuctuk Ub PO

I/IH(l)OpMaHI/IH, HpO(peCCI/IOHaJILHaﬂ TaiiHa

HCIIOJIb30BaHUE KOTOpOU 0e3
cornmacus CyOBeKTa MOXKET
HaHECTU BpE€a C€ro 4YeCTu,

rocyJapcTBEHHas TaliHa

NEPpCOHAILHBIC TaHHBIC

KOMMCPYCCKaAA TaiHa

JIOCTOUHCTBY, JIeTI0BOM

penyranuu ciyxeOHas TaiiHa

B pykoBopsmeM 10OKyMeHTe

®OCTOK CHUCTEMEI, B 1A

KOTOpBIX  paboTaer  oauH

MIOJIB30BATENb, JOIMYIICHHBIN 1r

KO Bcel oOpabareiBaeMoii

uHpopmaruu ypoBHSA | 2A

rOCy/1apCTBEHHOM TalHBbI,

Pa3sMELIEHHON Ha HOCHUTEIAX | 3A

OJIHOTO YpOBHSI

KOH(pHICHIIMAIBHOCTH ~ 135

OTHOCSITCSI K TPyNIe

K MIPaBOBBIM METOJIaM | CO3J[aHKe U COBEPIIICHCTBOBaHUE CUCTeMbl oOecnieuenus b PO
3aIUATHI UHpOpMaLuu | pa3paboTKa, WCIOJIB30BAaHHE M COBEPIICHCTBOBAHUE CPEICTB
OTHOCUTCS 3allUTHl TPOLIECCOB U MPOTrpamMm
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BHECEHHE H3MCEHEHUM M JOIOJHEHUM B 3aKOHOJATEILCTBO P,
peryaupymoIre oTHOIIeHU B obsactu obecrieuenus b

pa3zpaboTka mporpamm obOecneueHuss b P® wu ompenenenue
nopsiika uX (pUHAHCHPOBAHUS

dbopMUpOBaHHE  CHCTEMbl ~ MOHUTOPHHIAa  IOKa3zaTele u
xapakrepuctuk Ub PO

B pykoBopsmeM AOKyMeHTE

®CTOK CHUCTCMEI, B | 3A

KOTOPBIX pabotaer

HECKOJIBKO  II0Jb30BaTECICH, A

KOTOpBIE UMEIOT OJINHAKOBBIE

IpaBa JOCTyla KO BCeH

uH(popMaIuu ypoBHS | 1A

rOCy1apCTBEHHOM TalHBblI,

obOpabaTbIBacMOi u/un

XpaHUMOW HA  HOCHUTEJSX 3b

Pa3IMYHOTO YpOBHS

KOH(UICHIIMATEHOCTH -11B

OTHOCATCS K I'DYIIIIC

K OpTraHU3aIMOHHO-
TEXHUYECKUM MeTOoaM
3aIUTHI uHbopMaIuu
OTHOCUTCS

CO3JIaHUE U COBEPIIEHCTBOBAaHME cucTeMbl obecnieuenust b PO

paspabotka mporpamm obecneueHuss b P® wu ompenenenue
nopsaka ux (QuHaHCHpOBaHUA;, 3. (QOPMHPOBAHUE CHUCTEMBI
MOHUTOpHUHTA NTOKa3aTesnen u xapakrepuctuk b PO

YTOYHEHHE CTaTyca HMHOCTPAHHBIX MH(OPMALMOHHBIX areHTCTB,
CMMU u xypHaImucToB

B pykoBogsamiem nOKyMeHTe
OCTOK
MHOTOII0JIb30BATEIbCKHUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPaHUTCS uH(popmManus
pa3HBIX YPOBHEU
KOH(UIEHIIMATBHOCTU hi ()
rpudpa  «Ocobo  BaxkHOY»
BKITIOYHTEIHHO, npuyeM
pasn4yHble  IOJIB30BATEIH

UMEIOT pa3linyHble TpaBa Ha
JoCTyn K uHpopMamuu —
OTHOCSITCS K TpyIIe

1b

2b

3A

1A

1B

3amuiaeMele TOCYIapCTBOM
CBEJICHUS, PaCIpPOCTpaHEHHE
KOTOPBIX MOXET HaHeCTH
ymep6 PO

npodeccroHanbHas TaitHa

rocyJapcTBEHHas TaliHa

NEPCOHAJIBHBIC TAHHBLIC

KOMMCPYCCKAsA TaiiHa

cimyxeOHas TaifHa

B pyxoBopsmeM I10KyMeHTe
OCTOK
MHOT'OII0JIb30BaTEIbCKUE
CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

1b

2b
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oOpabateiBaeTcs u/unm
XpaHUTCSA uH(popmManus
pa3HbIX YpOBHEU
KOH(QUICHIIMATBHOCTH [0
rpuda «CexkpeTHo»
BKJIFOUUTENBHO, npuyemM
pasIM4YHbIE  IOJIB30BATEIH

UMEIOT pas3JInyHbIe MpaBa Ha
noctyn K uHpOpManmum —
OTHOCSITCS K TPYIIIe

3A

1A

1B

K »sxoHoMHMYyeckuM MeTOodamM

pa3zpaboTka mporpamm obOecrneueHuss b P® u omnpenencHue
nopsiiKa UX (pUHAHCHPOBAHUS

YTOYHEHHE CTaTyca MHOCTPAHHBIX MH(OPMALMOHHBIX areHTCTB,
CMMU u xypHaIucCTOB

3aILUATHI uHbopMaIuu » "

OTHOCHTCS BHECEHHE M3MEHEHHI M JIONOJHEHHI B 3aKOHOJATENbCTBO PO,
pEryHpYIOIIHe OTHOIICHHS B 00yacTu obecrieueHus 11b
dbopMUpOBaHHE  CHCTEMbl ~ MOHUTOPHHIAa  TMOKa3zaTelne u
xapakrepuctuk Ub PO
npodeccroHanbHas TaiiHa

WNndpopmanus roCyJapCTBEHHAs TaliHa

MPEACTABIISIOLIAs CEKpET | MepCOHANbHBIE JAHHbIE

MPOU3BOJCTBA(HOY-XAY), 3TO

KOMMepUecKas TaiiHa

ciryxeOHas TaiiHa

B pykoBopsieM AOKyMeHTE

OCTIK 1b

MHOTOIIOJIb30BaTEIbCKHUE

CUCTEMBI, B KOTOPBIX

OZHOBPEMEHHO 1T

oOpabaTsIBaeTCs u/unm

XpaHUTCA uHpopManus

pa3HbIX ypoBHeil | 3A

KOH(HJIEHIIUATIBHOCTH B TOM

qucIie IIepconanbHsble

JTaHHbIEe, pUYeM pa3nuuHble | 1A

M0JIb30BATENH HUMEIOT

pa3iIM4YHbIE paBa HA JIOCTYI

K uHpopmauuu — oTtHOcsTCs | 1B

K Ipymnmne

K cBeZieHUsM | MTHGOpMaIus 0 pacnpoCTpaHEeHUH MPOTrPaMM
KOH(HJICHIIMATBHOTO nH(pOpMaIys 0 JUIEH3UPOBAHUH ITPOrPAMMHOT0 00ecreueHus

XapakTepa, COIJIACHO YKa3y
npesuseHTa pd ot 6 mapra
1997 r., oTHOCATCA

nHpopmalusd, pasmeniaeMas B razerax, MiHrepuere

TICPCOHAJILHBIC TaHHBIC

JAYHAsA TarHa

OTHOIIEHUSs, CBS3aHHBIE C
00paboTKOIl MepCOHaTbHBIX
JTAHHBIX, peryaupyroTcs
3aKOHOM. ..

«O6 nadpopmanun, THPOPMAITMOHHBIX TEXHOJIOTHIX)

«O 3amure HHGOPMAITII»

d)enepam)HHM 3akoHOM «O MNEPCOHAJIBHBIX JaHHBIX)

denepanbHbIM 3aKOHOM «O KOHPHICHITMATHLHON HH(OPMAIIH»

«O0 yTBEpXKACHUU TEepeyHsl CBEICHUN KOH(HUIECHINATHHOTO
XapakTepay

JlelicTBUA ¢ MEepCOHAIBHBIMU

HCIIPABJICHUC IICPCOHAIBHBIX JaHHBIX
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JIAHHBIMU (COTJIaCHO 3aKOHY),

BKJTFOYAst coop,
CHCTEMaTH3AalIHIO,
HaKOILJICHHE, XpaHeHue,
UCTIOJIb30BaHUE,

pacrnpoCTpaHCHUEC U T. 11 3TO:

pa60Ta C ICPCOHATIbHBIMU JaHHBIMHA

npeo6pa30BaHHe IEPCOHATIBHBIX JaHHBIX

o6pa60T1<a MCPCOHAJIBHBIX JTaHHBIX

HU3MCHCHUC MCPCOHAIIBHBIX TAHHBIX

[eiictBus, B  pe3ysbTare
KOTOPBIX HEBO3MOXKHO
OIIPEACIUTh
IIPUHAJICKHOCTD
IIEPCOHAIIBHBIX JTAHHBIX
KOHKPETHOMY CyOBeKTy

MEPCOHAJIBHBIX TAHHBIX

BBIJCJICHUC IICPCOHAJIBHBIX TaHHBIX

obecreyenne 0€30MacHOCTH IEPCOHATIBHBIX JaHHBIX

neayTeHTUUKAIUS

JI€aBTOPH3AITUS

JenepcoHu(pUKaIuUs

IlepcoHanbHbIE TaHHBIE 3TO

nrobass MHpOpPMAaNHUs, OTHOCAMIAACA K ONPENCICHHOMY WU
oIpeiesIIeMOMY Ha OCHOBAaHMM Takoi MH(opMau GpusnyeckoMmy
JUILLY

(1)8.MI/IJ'II/I$I, UM, OTYECTBO Q)HSHHGCKOFO JIMIa

T'OJI, MECSIII, 1IaTa ¥ MECTO POKICHHUS, aipec GU3NIECKOTO JTUIA

aJ[pCC IPOKMUBAHUS (1)1/131/1‘{601(01"0 Jquna

CBEIAECHMSI O  CEMEMHOM, COLMAJIbHOM, HMYLIECTBEHHOM
MOJIOKEHUN YeJI0BEKa, COCTAaBJISAIOLIHE MOHATHE
«1rpodeccruoHaNbHas TalHaY

OenepanbHpiii 3akoH «O0 WH-
¢dopmaruu, nHGOPMATH3AINH U
3ammTe UHPOPMALMU» HaIpaB-
JIeH Ha:

peryupoBaHre B3aMMOOTHOIICHUH B HMH(OPMAILMOHHOW cdepe
COBMECTHO C I'PayKJaHCKUM KOoJeKcom PD

peryamupoBaHie B3aMMOOTHOIIEHUH B rpax/1aHCKOM oOniecte PO

perynupoBaHue TpeOOBaHUM K pabOTHUKAM CIyK0, paboTarommx
¢ uHpopmanuit

¢dbopmMupoBaHHEe HEOOXOAMMBIX HOPM U TpaBuil paboThl C
nHpopmanuen

¢dopmMHupoBaHHEe HEOOXOAWMBIX HOPM M TNpaBWI, CBA3aHHBIX C
3alUTON eTed oT nHpopManuu

ITepcoHanbHBIMU
BJIQ/ICIOT:

JaHHbIMH

rOCY/IapCTBO

pa3JINYHbIE YUPEKACHUS

rocynapcrBeHsas Jyma

xurtenn Pocculickoit @eaeparum

MCIUKO-COMAJIbHBIC OpraHu3allnnu

Oenepanpueiii 3akoH "OO0 WH-
dbopmaruu, nHHOPMATH3AIMH U
3amuTe uHGOpManuu" gaer or-
penenenne nHpOpMAIUN:

TCKCT KHUT'Y UK ITMCbMa

CBENIEHUs O JHIAX, MpeamMeTax, GakTax, COOBITHSIX, SBICHUSIX H
Mpolieccax He3aBUCUMO OT (DOPMBI X PECTABICHUS

CBCACHUA O SBJICHUAX W IPOHECCaxX

(bakThl U HJeu B (popMann30BaHHOM BHUJIE

(P POBAHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Vkaxure HOPMAaTHBHO-
IIPaBOBOM aKT, B KOTOPOM
packpbIBaeTcs MOHSITHE
«wH(hOpPMAITMOHHAS
0€301acHOCTb

3akon Poccuiickoii ®eneparuu ot 27 aexadpst 1991r. Nel224-11
«O cpezacTBax MaccoBOi MH(OpMAIIN»

®denepanbHbII 3akoH oT 27.07.2006 Nel49-®3  «OO0
uHbopManuy, WHPOPMALMOHHBIX TEXHOJOTHSX H O 3alluTe
nHbOpMaLUN»

JOKTprHA NTHPOPMAITMOHHON 06€301acHOCTH

BCC OTBCTHI BEPHBI

3akoH poccuiickoil denepaunn

1982
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«O ToCymapCTBEHHOW TaitHE)
OBUT TIPUHST B CIEAYIOIIEM TO-

Ay

1985

1988

1993

2005

BribepuTe, MOXXHO 7M1 B CIy-
KEOHBIX HeNsX HCIOIb30BaTh
ANEKTPOHHBIN azpec (MOYTOBBIN
SIIAK),  3aperHCTPUPOBAHHBIIN
Ha OOILEAOCTYIIHOM I10YTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPH KaKHUX 00CTOATENLCTBAX

HCT, HO IJId OTIIPABKU CPOYHBIX U 0Cc000 Ba)KHBIX IIHCEM MOKHO

MOKHO, €CJIM 10 HEeMY I0JIb30BaTeb OyJeT mepecbuiaTe UHQOp-
MaIfio, HE COAEPIKAIIYI0 CBEJACHUN KOH(QUACHIUAIBLHOTO Xapak-
Tepa

MOJKHO, €clIi WH(OPMALMIO MPEIBAPUTEIBHO 3aapXUBHPOBATH C
IIOMOILBIO TPOrpaMMBbl winrar ¢ napoJieM

MO>KHO, €CJIM APYIHX CIIOCOOOB 3JIEKTPOHHOH Nepeaayd JaHHbBIX
Ha MPeIIpUATHU UM Y M0JIb30BATENs B HACTOSIIUNA MOMEHT HET,
a MH(OPMAIMIO HY’KHO IIEPECIaTh CPOYHO

MoxeT JM COTPYAHHK OBITh
NPUBJICYCH K YTOJOBHOM OTBET-
CTBEHHOCTH 32  HapyIICHHS
TIPaBUII WHPOPMALTMOHHON
0e30MacHOCTH MPEIIPUSITHS

HET, TOJIBKO K aﬂMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTHU

HCT, €CJIN 3TO IroCyaapCTBCHHOC IIPCANIPUATUC

Ja

Jla, HO TOJIBKO B Cllydae, €CIM JECUCTBHUA COTPYIHUKA HAHECIU
HEINOIIPaBUMBIN BpeEJ

Jla, HO TOJIBKO B CJIy4ac OCO3HAHHBIX HENPAaBOMOYHBIX JACHCTBUN
COTPY/IHHMKA

B naHHOM ciyyae COTpYyAHUK
YUpEeXICHUS MOXKET OBITh TpH-
BJICYEH K OTBETCTBEHHOCTH 3a
HapyIlIeHUs TNpaBuil WHpOpMa-
IIMOHHOU 0€30TaCHOCTH:

BbIXOJ] B MIHTEepHET 0e3 pa3penieHus aIMUHUCTPATOpa

ITpHU YCTAHOBKC KOMIIBIOTCPHBIX UT'D

B CJIyYasiX YCTaHOBKM HenueH3noHHoro 110

B CJIy4Jac€ HC BbIX0Ja 13 HH(I)OpMaHHOHHOﬁ CHUCTCMBI

B T000M ciydae HEIIPaBOMOYHOT'O MCIIOJIb30BaHUs
KOHHIEHIIMATbHON HH(POPMALlUU MpPHU YCIOBHUM MHCbMEHHOTO
MIpEeNYNPEXACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapylIieHus B chepe
uH(popMaluuy,
WH(OPMaAITMOHHBIX
TEXHOJOTHI u 3al[UThI
uHpOpManuu JTaHHBIA BH]I
HaKa3aHWsg Ha CEeTOXHSITHUN
JICHb HE IPEIYCMOTPEH:

JUCHUIITIMHAPHBIC B3bICKAHU S

aMUHUCTPATUBHBIN mTpad

YroJioBHasA OTBETCTBECHHOCTb

JINIIIEHUE CBOOOIBI

CMEpTHAs Ka3Hb

Wndopmanueit, cocrapisiomiei
KOMMEPUYECKYIO TaiiHy, Biaje-
10T

rOCY/IapCTBO

PA3JIMIHBIC YUPCIKIACHUA

rocynapcrBeHsas Jyma

rpaxaane Poccuiickoii denepannun

MCJUKO-CONNAJIbHBIC OpraHu3allnn

Wndopmanueit, cocrasisiomiei

rOCY/IapCTBO

TOJIBKO O6pa3OBaTeJ'IBHBIe YUPCKACHUS

TOCYJIapCTBEHHYIO TaliHy, | TOoapKO Tpe3uanyM BepxosHoro Coeta PO
BJIAJICIOT: rpaxjane Poccuiickoit @eneparun
TOJIEKO MUHHCTEPCTBO 3APaBOOXPAHEHUS
rocyJ1apcTBO
BrnagensuieM  wHboOpManuu | KOMMEpUYECKas OpraHu3alus
epBOi KaTeropuy | MyHUIIMITAIILHOE YUYPEKICHUE
ABJIAETCA. . . T000H rpakIaHuH

rpyIIa JUI, UMEIOMIKX o011ee Ae10
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IIPOCTLIC JIXOOU

Bnanensuem  umH(pOpMaruu | rocy1apcTBo
BTOpOH KaTeropu | KoOMMepueckasi opraHu3anus
ABJISETCA. . . MYHHUIMIIAJIBHOE YUPEKIECHUE
HEKOMMEpUEeCKasi OpraHu3arysl
IO
Brnanensuem  mHpopmamuu | rocyaapcTBo
TpeTben KAaTErOpuM | MyHUIMIIAIbHOE YUPEKACHHUE
ABIISICTCA. . . yUpEXKICHUE
HEKOMMEpUEeCKasi OpraHu3arysl
OcHoBHBIM HOPMAaTUBHO- | Ctparerusi HalMOHAIbHOM Oe3onacHocTH PO
HPABOBBIM HORYMEHTON, @3 "O rocyaapcTBeHHOM TaiiHe"
3alMIIAI0IIUM npaBa,
cBOOOJIBl U  0€30HaCHOCTb | KOHCTUTYLUS
yeJioBeKa B CHCTEME | o ORHBIIT KOTEKC
UH(POPMALIMOHHBIX

oTHoIIeHUN, B P® sBisiercs

JTOKTpUHA MHGOPMAITMOHHON Oe3onacHocTH PO

CoBOKYMHOCTh  O(HUIHATBHBIX
B3VILIOB Ha LENW, 3a/aul,
NPUHIMIIBI W OCHOBHBIE Ha-
NpaBjICHUsl OOECTIeYEeHUs] HH-
(opMaroHHOW 0€30TacHOCTH
P® npencrasiieHbl

B /[oxTpuHe nH)OpMAIIMOHHOM Oe30macHoCTH PD

B KoHuennuu HanmosaneHoi 0e3omacHoct PO

B Koncturyuuu PO

B bumie o HaA30pC 3a JaHHBIMHA

B @3 P® "OO6 undopmanuu, nHGOPMALMOHHBIX TEXHOJIOTHUSIX U O
3anure nHpopmanuu"

Ha wexnynapogHoM ypoBHE
npeensl BMELIaTenbCcTBa B Ya-
CTHYIO >KM3Hb CO CTOPOHBI TO-
CyJapcTBa U JPYI'UX CyOBEKTOB
OTIpeIeJICHBI

3aKOHOM O TaliHe YacTHOW MH(popMaluu

cragaaproM ISO 15408

OpaH>KEBOM KHUTOU

OeKnapauHeﬁ IIpaB YCJIOBCKaA

OmIeM 0 Ha/130pe 3a TAHHBIMU

[pectymiennsim B cdepe
KOMITBIOTEPHOH WH(MOpMAI B
YronoBHOM KOJEKCe
IIOCBAIIASICTCA

2JiaBa

pazzen

CTaThA

ITYHKT

qacCTb

CTaHOBIJIEHHE OTEYECTBEHHOI'O
3aKOHOJATEILCTBA 110
WHGOPMATH3AIUH [TPOU3OIILIO

B KOHIIE 60-X T

B KoHIlEe 70-X IT

B koHIIE 80-X IT

B Hayajie 90-x T

B Hayaie 70-x T

3ammTa KOMIBIOTEPHOH WH-
(dbopMmaiuu BBeJICHa. ..

CEMENHEBIM KoJiekcoM PD

Koncturynuein PO

I'paxxnanckum konekcom PO

YromaoBHEIM KoJiekKcOM PD

Uro  mpencraBisieT  coOoH
MOKTpUHA  WH(MOPMAITHOHHOM
6e3omacHoctu PO?

HOPMATHBHO-TIPABOBOM aKT, YCTAHABIMBAIOIINN OTBETCTBEHHOCTh
3a mpaBOHApyUIeHUs B cepe nHGOpMaIMOHHON 6€301aCHOCTH

(dhenepallbHBIN 3aKOH, PETYIUPYIOIINI MPaBOOTHOIICHHUS B 00Jac-
TH MH()OPMAITMOHHON 6€30aCHOCTH
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1esieBasi MporpaMma pa3BUTHUSI CUCTEMBbI MH(OpMaIIMOHHON 0e30-
nacHoctu P®, npencrasistonas codoi mociae10BaTeaIbHOCTh CTa-
Y U DTAIoB

COBOKYIHOCTh O(HUITMATIBHBIX B3IVISIOB HA IICJIM, 3aJa4d, NMPHH-
IUIIBI 1 OCHOBHBIC HAIPaBJICHUs obOecriedeHusi HHPOPMAIIMOHHOMI
6e3onacHocTH Poccuiickoit depepanun

OxpaHa NEpCOHAJIBHBIX  JaH-

3amuTa MHQOpMaIuu

KOMIIbIOTE€pHAasi 0€3011aCHOCTh

HBIX, TOCYIapCTBEHHOW, CIy-

XKeOHOM W JApYrux BHIOB WH- | 3alUIICHHOCTh HH()OPMAIIHH

opmauyu OrPaHUYCHHOrO | 3aMMIEHHOCTh OoTpeduTeneit napopmanmu
AOCTyMa 3T0 0€30I1aCHOCTh JTaHHBIX

JlokymenTnpoBanHas  uHpop- | LOCYAAPCTBCHHAS TalHA

Mauus, AOCTyH K KOTOpO#l or-
paHUYMBAETCSI B COOTBETCTBUU
¢ 3aKOHOAATENbCTBOM PD

KOMMepUecKas TaiiHa

0OaHKOBCKas TaiHa

KOH(HUAeHIaTbHAsT HH(OpMAIHS

CooTHecuTe MPUHLMIBI WH-
(hopMaIMOHHOW 0e301acHOCTH,
onpeJneyeHHble  ['0cTeXKOMUC-
cuei

IMPHUHOWIT CHCTCMHOCTHU

IIPUHIHAIT KOMIIJICKCHOCTH

THOKOCTh CUCTEMBI 3alllUThI

pa3ymHasi JOCTaTOYHOCTh

1.
2.
3. IPUHIINII HENPEPHIBHOCTH 3AIUTHI
4.
5.
l.

MPAaBUJIBHO BBIOPATh TOT JOCTATOYHBIM YPOBEHb 3aIUTHI, MIPH
KOTOPOM 3aTpaTthl, PUCK U pa3Mep BO3MOXKHO T0 ymepda Obutr ObI
MIPUEMIIEMBIMU

2. HENPEPHIBHBIN 1IeTIEHANIPaBICHHBIN TIPOLIeCC, MPEeNoiaralonui
MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX AdTalax >KU3HEHHOTO
mukia AC

3. mpenmojaraeT CorjacoBaHHE Pa3sHOPOJHBIX CPEACTB MpH IO-
CTPOCHMM LEJIOCTHOM CHUCTEMBI 3aIUTHI, IEPEKPHIBAIOIIEH BCe
CYLIECTBEHHbIE KaHAJIbl pealu3allii yrpo3 U He coepiKallel cia-
OBbIX MECT Ha CThIKaX OTAEJIbHBIX €€ KOMIIOHEHTOB

4. ocoboxmaer Biangensiia AC oT HEOOXOAMMOCTH HPUHSTHUSA
KapJWHAJIBHBIX MEp M0 MOJIHOW 3aMeHe CPEJICTB 3alUThl HA HOBBIE

5. mpenmnosaraeT HEOOXOJUMOCTh y4eTa BCEX B3aUMOCBS3aHHBIX,
B3aMMOJCHCTBYIOIUX U U3MEHSIOMXCA BO BPEMEHU DJIEMEHTOB,
yCJIOBUH U (aKTOPOB

CopmepxaHue M CTPyKTypa 3a-
KOHOJATEJIbCTBA B 00J1aCTH HMH-
(dbopMaIMoHHOW 0e30IaCHOCTH
BKJIIOYAET

Konctutynus Poccuiickoit @enepanun - HopmatuBHO-ipaBoBbIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit denepanun - [Togzakon-
Hble akThl [IpaButensctBa Poccuiickoit denepaunu - denepans-
HEIE 3aKOHEI - Koekcnl

Konctutynus Poccuiickoit @enepanun - HopMaTtuBHO-paBoBbIe
akThl (Ykassl) [Ipesunenta Poccuiickoit denepamnmm

[Tox3akonnsie aktel IIpaBurenscrBa Poccuiickoit @enepauuu -
®denepanbHbIe 3aKOHBI - KOJEKChI

HCT BCPHOI'O OTBETA

3akoHOAATeNLCTBO Poccuiickoi
Oenepann 060 uHGOpMAaIHH,
MH(POPMAIMOHHBIX TEXHOJIOTH-
IX W 0 3ammre HH()OpMAIUU

denepanpHOro 3akoHa «O0 wHPpOpMAINK, HHPOPMAITMOHHBIX TEX-
HOJIOTHSIX M O 3anuTe HHGOpMaIu» U Apyrux (eneparbHbIX 3a-
KOHOB, PETYTUPYIOIINX OTHOIIEHHS B OOJACTU HCIOJIb30BAHUS
nHpopmauu




Bonpoc

Bapuanmbl omeenma

COCTOMT U3

¢benepanbHOro 3aKkoHa «O MEPCOHANBHBIX JTaHHBIX» U APYTUX (e-
JepajbHBIX 3aKOHOB, PEryJUPYIOUIMX OTHOLICHUS B 00JACTH HC-
M0JIb30BaHMs HHPOPMALIUU

(benepanpHOro 3akoHa «O KOMMepuecKoil TaitHe» u aApyrux dene-
PANBHBIX 3aKOHOB, PETYJIMPYIOIIMX OTHOIICHHS B OOJACTH HC-
T10JIb30BaHUs UH(OpPMALIUU

¢denepanpHoro 3akoHa «O TOCYIapCTBEHHOW TaifHE» W JAPYTUX
(benepanbHBIX 3aKOHOB, PETYIMPYIOUIMX OTHOIIEHHS B 00JacTu
WCIOJIb30BaHUs HH(OpMAIIH

IIpeameTOoM 1IPaBOBOrO pery-
mupoBaHus B oOnactu wH(DOpP-
Maluy, UHPOPMALMOHHBIX TEX-
HOJIOTHH W 3alUThl WHpOpMa-
LIUH SIBJISIFOTCS

OTHOIICHHS, BO3HUKAIOIINE TOJIBKO MPH OCYIIECTBICHUH paBa Ha
MIOUCK, MOJyYeHHe, Nepeaady, IPOU3BOACTBO U PacIpOCTpaHEHUE
uH(pOopMaIu

OTHOIICHUS, BOZHHKAIOIIUEC TOJIBKO IIPpU IIPUMCHCHUU I/IH(I)OpMa—
ITYMOHHBIX TEXHOJIOTHI

OTHOIICHUSI, BO3HHMKAIOUIME TOJBKO IMPHU OOECIIEYEHUH 3allUThI
nHpOpMaIN

OTHOIIICHHSI, BO3HUKAIOLIHE MIPU OCYILECTBICHUH IPaBa Ha MOUCK,
MOJy4eHHe, Iepenady, MPOM3BOACTBO M PACIPOCTPAHEHHE HH-
dopmanuu; Mpu NPUMEHEHUH HH(GOPMAIMOHHBIX TEXHOJIOTHIA;
npu 00eCTIeYeHUH 3aIUTHI HH(OPMAIHN

B cTpykTypy rocyaapcTBEHHOU
CUCTEMBI 3alUThl WH(OPMAIUH
PO Bxomar

OCh PO

MB/JI P®

OCTOK

OCHH

HopmaTtuBHO-11paBoBOil  akT -
3TO

HpaBOBOﬁ aKT, HpHHSITI:IfI IIOJJHOMOYHBIM Ha TO OpPraHoM MU CO-
nepmamﬂﬁ MpaBOBLIC HOPMBI, T. €. IPEATINCAHUA o61uer0 Xapak-
T€pa U IMOCTOSHHOI'O }leﬁCTBHﬂ, PACCUYUTAHHBIC HA MHOT'OKPATHOC
IIPUMCHCHUC

HpaBOBOﬁ aKT, HpI/IHﬂTBII\/’I IMOJIJHOMOYHBIM Ha TO OpPraHoM MU CO-
nepmamﬂﬁ MpaBOBLIC HOPMBI, T. €. MMPCAIINCAHUA O6H_I€l"0 Xapak-
T€pa U IMOCTOAHHOIO I[CflCTBI/IfI, PAaCCUUTAHHBIC Ha OJHOKPATHOC
IIPUMCHCHUC

HCT BCPHOI'0 OTBETA

Kak mnaspiBaeTcs 3aKkoH, pery-
JUPYIOIIUNA 1€ATEIbHOCTh TIO-
CyIapCTBEHHOM TaliHbl Ha Tep-
putopuu PO

O KOMMepUecKol TaliHe

O rocyaapCcTBeHHOM TaifHe

O ciyxeOHOM TaitHe

O BpaueOHOH TaitHe

CyOBeKT TepCOHANBHBIX JaH-
HBIX 00JIaJ]aeT MpaBaMu

Ha JOCTYyIl K CBOUM IIEPCOHAJILHBIM JaHHBIM

BO3Pa)KEHUE NPOTUB IPUHATHUS PEIICHUN UCKIIOUUTEIBHO HA OC-
HOBaHUHM aBTOMATU3UPOBAHHOW OOPAaOOTKH MEPCOHAIOM JaHHBIX,
MOPOXKAAIOUINX FOPUIHMUECKUE MOCTIEICTBUS B OTHOIIECHUU CYOb-
€KTa WIX UHBIM 00pa3oM 3aTparuBalOLINX €ro MpaBa U 3aKOHHBIE
HMHTEPECHI

oOKaoBaHHe AEHCTBUN MIIA O€30€HCTBUIA

BCPHBI BCC BAPpUAHTLI

IIpaBoBOE peryaupoBaHHE OT-
HOILIEHUH B 00JaCTU HCIIOJIB30-
BaHUSA SJIEKTPOHHOH IUGPOBOI
MOJIIIMCH OCYIIECTBIIACTCS B CO-

I'paxxnanckum konekcom Poccuiickoit denepannun

®enepanbHbM 3ak0oHOM "OO6 mHbopManuu, WHPOPMATU3ALUU U
3ammTe nHpopMaun"




Bonpoc

Bapuanmbl omeenma

OTBCTCTBHH C

®enepanbHbM 3ak0HOM "O cBs3U"

BCPHBI BCC BApHUAHTHI

Uro U3 TEepeyuCICHHOTO He
BXOJIUT B MEPBBIN YPOBEHbH Ipa-
BOBOTO obecrieueHus nHpopma-
ITMOHHOU 0€30TTaCHOCTH

Koncturymus PO (ct. 23, npaBo Ha TaliHy MEPETHCKHN)

I'paxnanckwuii kogekc PO (cr. 139, Bo3MernieHne yOBITKOB OT yTe-
YeK)

®epnepanpHblil 3akoH "O rocynapcTBeHHON TalHe"

ITocranoBnenus [IpaBurenscra PO

M3 cKONBKUX ypOBHEH COCTOUT
IpaBoOBOEC  oOecrieueHue  MH-
(hopMaIMoHHOM O€301MacHOCTH

JIBYX YPOBHEHN

TPEX ypOBHEI

YEThIPEX YPOBHEU

IIATH YPOBHEU

IlepeueHs BUAOB HESTEIBHOCTH
B o0yacT 3ammTel WH(pOpMa-
oYU, Ha KOTOPBIC BbIAAKOTCA
nuueH3uy, omnpeneneH Ilocra-
HoBienueM IlpaBurtensctBa PO
"O JUIEH3UPOBAHUHU OTICIIb-
HBIX BHIOB AEATEIbHOCTH" OT
24.12.94 Ne1418 x HUM, B JacT-
HOCTH, OTHOCHTCSA pa3paboTka,
NPOM3BOJICTBO, peaiu3anus |
CEPBHCHOE 00CTy)KUBaHHE

I (PPOBATIbHBIX CPEACTB

AU CHHBIX CUCTCEM TCHGKOMMYHI/IKaL[I/Iﬁ

IIPOTPaMMHBIX CPEICTB

CIICHUAJIBHBIX TCXHUYCCKUX CPCACTB 3alllUThI I/IH(bOpMaI_II/II/I

IMOATOTOBKA N NEPLIIOATIOTOBKA KaAPOB

BCC BCPHbI BApHUAHTBI

3aKOHOATEIbHOU U HOPMATHB-
HOW 0a30il JTUIEH3UPOBAHUS H
ceprudukanum B 00JaCTH 3a-
MAUTHl WH(POPMALIUN  SBISIFOTCS
3aKkoHBI PD

0 rOCYapCTBEHHOMU TailHe

0 TCXHUYCCKOM PCTYJIUPOBAHUN

O JIMOCH3UPOBAHUHN OTACIBbHBIX BUAOB ACATCIIBHOCTHU

0 3alIUTC IIpaB HOTpG6HTCJ’ICI>i

BCC BCPHBI BApMAHTEI

[lepedyenp BUIIOB NEATEITHLHOCTH
B 0o0JlacTH 3amuThl HHPOpPMA-
MU, HAa KOTOPHIE BBIJAIOTCS
nuuen3ud, omnpeneneH Ilocra-
HoBieHueM IlpaBurenscta PO
"O JUIEH3UPOBAHUU OTHEINb-
HBIX BHUJOB JEATEIBHOCTU" K
HAM, B YaCTHOCTH, OTHOCHTCSI
pa3paboTka, MIPOU3BOJICTBO,
peanuzanys M CEpPBHCHOE 00-
CITy’KWBaHHE

I (PPOBATIbHBIX CPEACTB

3allUIICHHBIX CUCTCM TCHCKOMMYHI/IKEU_[I/Iﬁ

IporpaMMHBIX CPEIACTB

CIICMUAJIBHBIX TEXHUYCCKUX CPCACTB 3allIUThI I/IH(i)OpMaI_[I/II/I

BCPHBI BCC BApUAHTHI

Kakne xareropum mnepcoHaib-
HBIX JaHHBIX BeIgeisieTr O3 “O
MEPCOHABHBIX TaHHBIX 7

JIMYHBIC

0011eT0CTYITHBIE

(1)H31/IOJ'IOTI/I‘-ICCKI/IC

CIellalbHEIE

OroMeTpHUYEeCcKHe

B kakux ciydasx omeparop He
00s13aH YBEJIOMJISITh PEryJsiTopa
00 00paboTke TMepCOHATBHBIX
JTAHHBIX ?

eciiu laHHble BKIoyatoT B cedst PUO, tenedon u pa3mep okiaaa

€CJIM OTlepaTopa CBSI3bIBACT C CYOBEKTOM TPYIOBBIE OTHOIICHUS

€CJIM JJaHHBIE BKIIIOYAIOT B ce0sa Toinsko DO

€CJIM JTaHHBIE KaCcalOTCs 3/I0POBbs CYyOhEKTa

€CITM JIaHHBIE KacaloTCsl CEeMEHHON )KM3HU CyObeKTa




Bonpoc

Bapuanmbl omeenma

€ClIi JTaHHBIe HEOOXOTUMBI JUIsl OJJHOKPATHOTO MPOIMYCKa Ha TEp-
PUTOPHIO oTlepaTopa

Bribepute ciydan 00paboTKu
MEPCOHANBHBIX JaHHBIX, KOTJa
omepaTop He 00s3aH TOIy4aTh
MUCPMEHHOE COTJIaCHe CyOBeK-
Ta Ha 00paboTKY:

OpOHMPOBAaHUE TOCTUHHIIBI TYPUCTUYECKON (prpMoi

nepcaada NaHHbIX TPETHbUM JIMLAM

€CITM MEXJy OIIepaTopoM M CyOBEKTOM €CTh JOTOBOP, MPEayCMaT-
puBatomuii oo6padorky I1]]

JIOCTaBKa IIOYTOBBIX COOOIIEHUI

OpraHm3aIys COCTaBJIsIeT 0a3y JaHHBIX CBOMX KIHEHTOB, C yKasa-
nuem ®UO, TenedoHOB, aIpeCcOB U 3aHUMACMBIX JOIKHOCTEH

Kakoil nOKyMEHT CcOmEpXHUT B
cebe cTpaTerndyecKue HaIro-
HAJBHBIC TPUOPUTETHI, IEIU U
Mepbl B 00J1aCTH BHYTPEHHEH U
BHEIIHEW 1moauTuKn Poccwm,
OTIPEIETISIONIUE COCTOSTHUE Ha-
UOHAIBHONU O€30MacCHOCTH U
YpOBEHb YCTOWYMBOTO Pa3BUTHS
rocyJapcTBa Ha JIOJTOCPOYHYIO
MEPCIEKTUBRY?

®enepanbHblii 3ak0H “O0 nHOpManK, HHYOPMAITMOHHBIX TEX-
HOJIOTHUSIX M O 3amuTe nHdopmaun”

®depepanbHblil 3aKk0H “O rocy1apCcTBEHHOM TaiiHe”

JlokTpuHa wHpOpMaMOHHONW Oe3onacHocTH Poccuiickoit dene-
pauuu

Crparerus HalmoOHAIBHOU Oe3omacHOCTH Poccuiickoit denepanun

Kakoit mokymeHT oToOpaxkaer
oduIMaTbHbIC B3MIIAAB Ha Iie-
7M, 3aJa4d, TPHHIMIB H OC-
HOBHBIC HarpaBjieHHs obecme-
yeHus: nHopMamoHHO# Oe30-
nacHocty PO?

®denepanbHblii 3akoH “O0 mHDOpManu, THOOPMAITMOHHBIX TEX-
HOJIOTHUSIX M O 3amuTe nHdopmauu”

®enepanbHblil 3aK0H “O rocy1apcTBEHHOHN TaliHe”

Hoktpuna uH(popManmonHoi Oe3onacHoctu Poccuiickoit Dene-
pauuu

Crparerus HaloHanbHOM 6e3onacHocT Poccuiickoil denepanumn

Bomnpocsl k koMIuiekcHOMY 3a1aHui0 TK3

1. Uto Takoe «mpaBoBoe oOecrieueHue HHHOPMAITMOHHONW 0€30MaCHOCTHY U B
YeM 3aKJIF0YaeTCs €ro npeaMer?

2. Packpoiite conep)kaHue mpaBoBOro o0ecrneueHus: 0€30MacHOCTU CBEACHUM.

3. PackpoiiTe comepx’aHue U CTPYKTYypy 3aKOHOAATENIbCTBA B 00JaCTH obecte-
YyeHUs1 MH()OPMAIMOHHON O€30MTaCHOCTH.

4. OCHOBHBIC HOPMATUBHBIE PYKOBOIAIINE JOKYMEHTBI, KACAIOIIHECS ToCyaap-
CTBEHHOU TailHBI, HOPMATUBHO-CITPABOYHBIC JJOKYMCHTHI.

5. YpoBHM npaBoOBOro odoecnedeHnst HHPOPMaMOHHOM 0€30MaCHOCTH.

6. Mecto nHpOpMaIIMOHHON 06€30MaCHOCTH YKOHOMUYECKUX CHCTEM B HaIIUO-
HaJIbHOI O€30ITaCHOCTH CTPAHBL.

7. OCHOBHBIC TIPUHITUIIBI 00ECTICUCHUS OC30ITaCHOCTH.

8. Konnenius nHpOpMaImOHHON OS301TaCHOCTH.

9. loktpuna uHbOpMaAITMOHHOK Oe30macHocTH Poccun.

10. YeTbipe OCHOBHBIE COCTABIISIIOIIME HAIMOHAIBHBIX UHTEpECOB Poccuiickoii
denepanuu B nHGOpMAIMOHHOM chepe.

11. OcHoBHbIE 3aaun 0OecneueHust nHpopMalmoHHou 6e3onacHocTh. [IpaBo-
BbI€ METO/IbI 00ecreueHs] H(OOPMAIIMOHHON 0€301MacHOCTH

st IpoMeKyTOYHOM aTTeCTAlUM:

1. Uudopmarmonnas 6€30MacHOCTh YeIOBEKAa W OOIIECTBA. YPOBHHU 3aIUTHI



UH()OPMAITMOHHBIX PECYPCOB.

2. Komnsrorepusie npectyruienusi. OCHOBHbIE TEXHOJOTHUHU, UCIIOJIb3YIOIIHECs
IIPU COBEPLICHUU KOMITBIOTEPHBIX MPECTYTUICHUM.

3. OObekThl 3ammThl UHGOpPMAIMU. 3anmuTa HUHPOPMAIUU OTPAHUYEHHOTO
JIOCTYyTIA: TOCyJapCTBEHHAs TailHa, KoMMepUecKas TaifHa.

4. OCHOBHBIE KaHAJIbI YTEYKU UHPOPMAIIUH.

5. Meroabl u cpenactBa 3amutbl uHGopmanuu. ConaepkaHUE CHOCOOOB H
cpencTB obecrnieueHus 6€30MacHOCTH HH(OPMAITIH.

6. Kpunrorpadus. CuMMeTpUYHbIE KPUITTOCUCTEMBI.

7. Kpunirorpadus. ACHMMETPUYHBIE KPUIITOCUCTEMBI.

8. O030p u KiIaccudukanus MeTo0B MmMu(poBaHus HHPOPMAITUH.

9. DnexkTpoHHO-1IU(DPOBAS TOMKCH.

10. Yro oOTHOCUTCA K CpEACTBAM HWHXEHEPHO-TEXHUYECKON  3alUThI
uHGOpPMAIIMK U JIJIsl YErO OHU IIpeIHa3HAYCHBI?

11. B ueM 3aKiIr04arOTCsl JOCTOMHCTBA M HEJIOCTAaTKU MPOTPAMMHBIX CPEJICTB
3aIUTh HHpOpMAIUK?

12. ITaponbHas 3amuTa.

13. Ionsatue yrpo3sl. AHanu3 yrpo3 nH(GOpMaMOHHON Ge30macHOCTH. Buabl
«HapyLIUTENEe».

14. Ilonutuka 6e3onacHocTd. OCHOBHBIE TUIIBI MOJIUTUKHU 0€30IaCHOCTH.

15. CrangapTsl uH(pOPMAITMOHHOMN 0€30MTACHOCTH.

16. IlpaBoBoe oOecrnieueHre 3auThl nHpopManru. HopMaTuBHbIE TOKYMEHTHI.

17. Pazpyimaromue nporpaMMHbIE BO3JCUCTBUS: BUPYCHI U 3aKIaJKU. AHTUBU-
PYCHBIE CPE/ICTBA.

18. Ilcuxonoruyeckue acnekThl THPOPMAIIMOHHOM O€30MaCHOCTH OpraHU3AlIUH.
19. Hactpoiika moiauTHKy 0€3011aCHOCTH ONEPAIIMOHHON CHCTEMBI.

20. AHanu3 3alMUIIEHHOCTH U30JIMPOBAaHHON TPOTPAMMHOM CPEJIbI.

21. UccnenoBanue cucteM UICHTU(DUKAIUU.

22. CtpyKTypa 3aKOHOAaTeIbHOM 0a3bl HH(pOpMaMOHHO Oe3omacHocTu PO.

23. Crparerusi HalMOHAJILHOM Oe3onacHocT. HazHaueHune, OCHOBHbIE TEPMUHBI.

24. loxtpuna 1b. Ee Ha3HaueHue.

25. CtpyKkTypa U BUAbl HOPMATUBHBIX AKTOB, PETYJIUPYIOMIMX oOOecreyeHue
nHopmarmonHoit 6e3onacHoctu B Poccuiickoit denepannu

26. Ionstue o 3amure unpopmaiuu B PO (149-D3). ['ocynapcTBeHHOE pery-
aupoBanue. O6s3aHHOCTH 00JIaaTeneld HHPpOpMaIMu U OIepaTopoB HHGOPMAIIUOH-
HBIX CUCTEM. PerynsiTopsl.

27. Cuctema HOPMATUBHBIX MPABOBBIX aKTOB, PETJIAMEHTUPYIOMMX obecreye-
HUE COXPAHHOCTHU CBEJCHHM, COCTABIISIONINX TOCYIAPCTBEHHYIO TallHy B Poccuiickoi
denepanuu
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