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1. Heap, 3a1a4M U IVIAHUPYEMble Pe3yJIbTAThI 00yYeHUs 110 AUCHUIIIIHHE

Henpro ocsoenuss aucuuiauabl B1.0.11.03. "OcHoBbl HH(DOPMAIMOHHON
oe3onacHocTH" ABIsieTCS (OPMHUPOBAHUS Y CTYACHTOB 3HAHUW M HABBIKOB I10
BOIIpocaM HMH(POPMAITMOHHOW O€30MacCHOCTH, a TaK)Ke HABBIKOB MPAKTHYECKOTO
oOecrieueHus 3amuThl HHPOpMaIMu U 6€30MacCHOTO HCIIOTB30BaHMS MPOTPAMMHBIX
CPEACTB B BBIUMCIUTEIbHBIX CUCTEMAX OPTaHU3ALNN U YUPEKICHUMN.

3agauaMy  TUCIUAILINHBI

SABJIAROTCA:

IMOJIYUYCHUC 0a30BBIX TCOPCTUUCCKUX

IIPEACTABICHUM O COBPEMEHHBIX OpPraHM3allMOHHBIX M TEXHUYECKUX METOJax
3alUThl UHPOPMAINH, a TAK)KE€ TEXHHUYECKHX CPEACTBAX 3allUThl KOMITbIOTEPHOM
uHbOopMaIuu NHPOPMAITMOHHBIX CUCTEM OPraHU3alUN U YIPEKACHUN.

Komnerenimu u uHIUKaTOPBI, PopMuUpyeMble y 00ydJaronuxcs:

KO[[ 1 HAUMCHOBAHUEC KOMIICTCHIIHN

KOI[ 1 HAUMCHOBAHUC MHAHUKATOPA

OIIK-1. Crioco6eH noHuMaTh NPUHLIUIIBI
PaboThI COBPEMEHHBIX HH(OPMAIMOHHBIX
TEXHOJIOTHI 1 UCTIONB30BATh UX JUIS PEIICHUS
3a71a4 MPo(HeCcCHOHAITBHOMN ACSTETbHOCTH

OIIK-1.2. Bnageer
U(QPOBBIX  TEXHOJIOTHH
poQeCcCHOHAIBHON
OCHOBHBIX TpeOOoBaHUI
0e30macHOCTH

HaBBIKaAMH IMPUMCHCHUA
JJIA peIICHUA 3aaa4
JACATCIBHOCTH C YUCTOM

nH(pOpMaITMOHHOM

2. Mecto aucuuninHbl B cTpykrype OIl

[IpenmecTByromue AMCHUILIUHEI (Moayn), mpaktuku, HUP, np.:
b1.0.11.01. UudopmManimoHHbIE TEXHOJIOTHH

b1.0.11.02. Anropur™Mu3anus ¥ NIporpaMMHpPOBAHUE

[Tocnenyronue qucuuIuMHbL (MOysn), ipakTuku, HUP, ap.:

b1.0.11.04. IIporpammuoe
npo¢eCCUOHATIBHON JIEATEIIbHOCTH

obOecrieueHne ©W  TPOTrPpaMMHUPOBAHHE B

3. CTpyKTYypa M cojiep:KaHue UCHUTITHHBI

3.1. CTpykTypa IMCUMILINHBI
Ji1st ouHOM hopMbI 00yUeHUS

Bun yae6HO# paboThI Bg;ro E:ce(:;) 4CeMeC”5Fp(BI) 5
OBIIAS TPYTOEMKOCTbD JMCHUITJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAA PABOTA 0,88 32 32
Jlexun 0,44 16 16
[IpakTnyeckne (ceMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHble paboThI 0,44 16 16
CAMOCTOSTEJIBHASA PABOTA OBYYAIOHIEI'OCA 1,12 40 40
ITpopaboTka yuebHOro MaTepuaia 1,12 40 40
KypcoBoii npoekt 0 0 0
KypcoBas pabota 0 0 0
[ToaroToBKa K MPOMEKYTOYHOM aTTeCTAIIHI 0 0 0
ITpomMexyTouHast aTTeCTalUs: 3




Jiia 3a04HOM (hOpMBI 00yUEHUS

Bun yuebHo# paboThl Bg%ro nggg 3C€Meczp(m) 5
OBIIAS TPYTOEMKOCTb AMCHUITJIMHBI 2 72 72
KOHTAKTHAS PABOTA 0,44 16 16
AYJIUTOPHAS PABOTA 0,28 10 10
Jlexmun 0,17 6 6
[IpakTnyeckue (ceMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHbie pabOThI 0,11 4 4
CAMOCTOSTEJIbHA S PABOTA OBYUAIOIIET'OCS 1,72 62 62
[TpopaboTka yuyebHOrO MaTepuaia 1,72 62 62
KypcoBoii mpoekt 0 0 0
KypcoBas pabora 0 0 0
[ToaroroBka Kk MPOMEKYTOYHON aTTeCTallUU 0 0 0
[TpomexyTouHasi aTTECTALIUSA: 3

3.2. Conep:kaHue IMCHUIVIMHBI, CTPYKTYPHPOBAaHHOE IO pa3jejaM H
BH/aM 3aHATHH

Pacnpenenenue DopMbI 1 Nunexcst
TPYJIOEMKOCTH BU/I WH]JIUKaTOPOB
§ 10 BUJIaM y4eOHOH KOHTPOJIA bopmMHpyeMBIX
Paznensi g paboThI KOMITETEHITU I
o .
JUCIHUITIINHBI § § % % %
8 % © ; s
= S E S
Paznen 1. OCHOBHBIE
MOHATHS W aHalu3 yrpos | .o >lolola TK1 OIK-12.3
uH(OPMAITMOHHON o
6e30macHOCTH
Paznen 2.
OpraHu3aloHHO-
aJIMUHUCTPATUBHbIE Mepbl | 6 210104 TK2 OIIK-1.2. 3
uH(OPMAITMOHHON
0€30MacHOCTH.
Paznen 3. MmxeHepHo-
rexummecine - MOPM) 40 | 8 12| 0 20| TK3 | OINK-1.2.3VB
MH(POPMALMOHHON
0€301aCHOCTH
Paznen 4. HopmarusHo-
HPaBOBbIC . MPMIog |l 4 4|0 12| TK4 | OIK-1.2.3YB
UH(POPMaIMOHHON
0€30MacHOCTH
3ader 0 0] 000 OM 1 OIIK-1.2. 3¥YB
HToro 3a 4 cemecTp 72 116|116 | 0 |40




3.3. Conep:kaHue IMCUUIIMHBI

Paznen 1. OcHOBHBIE MOHATHS U aHAIN3 YTPO3 HH(OPMAIIMOHHOW O€30ITaCHOCTH.

OcHoBHble TepMuHBI u ompeneneHus. OOecrieueHne HMHGOPMAITMOHHOM
0€30MacHOCTH KOMIMBIOTEPHBIX cucTeM. Bumsl yrpo3. Tpu Hambonee BbIpakeHHBIC
yrpo3el: 1) TOABEP)KEHHOCTh (PU3MYECKOMY HCKOKEHUIO WM YHUUYTOXKCHUIO; 2)
BO3MOYKHOCTb ~ HECAHKIIMOHMPOBAHHOM  (CydyallHOM WM 3JIOYMBIIIJICHHO#)
MOIU(UKALINY; 3)  OMmacHOCTb  HECAaHKIMOHUPOBAHHOTO  (CIydyallHOrO U
NpeJHaMEPEHHOI0) TMOoJlydyeHus uHGOpMAlUK JIMLIAMH, JUI KOTOpPBIX OHa He
npefHa3HaueHa.  XapakTep MPOMCXOXKIACHUS  Yrpo3:  YMBIIUICHHBbIE  (PAKTOPBI,
ectecTBeHHbIE (akToppl. VMcTounuku yrpo3. IIpeamochbulkd TOSBIEHHS — yIpo3:
OOBEKTUBHBIE, CYOBEKTUBHBIC

Pazgen 2. OpranuzaiiMOHHO-aIMUHUCTPATUBHBIE MeEphl  HMH(GOPMAIIMOHHOM
0€30MacHOCTH

OcHOBHbIE ~ TIOHSTUA  MOMUTUKA  Oe3omacHocTH.  CTpyKTypa  TOJMTHUKHU
0€30MacHOCTH OpraHu3alyu: 0a30Basi MOJUTHKA O€30MACHOCTH, CHEIUAIM3UPOBAHHBIC
MOJIUTUKM ~ O€30MacHOCTH, Tpoleaypbl Oe3omacHocT . Pa3paboTka MONUTUKA
0e30macHOCTH OpraHm3anyui. KOMITOHEHTBI apXWTEKTyphl Oe3omacHOCTH. Pomm w
OTBETCTBEHHOCTH B OC30ITaCHOCTH CETH.

Paznen 3. MmxeHepHO-TeXHUYECKHE Mepbl MH(DOPMAITMOHHOM O€30MacCHOCTH

[lonsitue kpunrorpaguu. OCHOBHbIE TMOHSATHSI KPUNTOTPAapUUECKOM 3allUThI
uHopmanmu. Kpunrorpapuueckre anroputMbl. CHMMETPUYHBIE KPHUIITOCHCTEMBI
nmdpoBanust. OCHOBHBIE PEXKUMBI PabOTHI OJIIOYHOTO CHMMETPHUYHOTO aJTOPUTMA.
OcobeHHocTH IIPUMEHEHUS AJIITOPUTMOB CUMMETPUYHOTO dpoBaHus.
AcUMMETpUYHbIE KPUIITOCUCTEMBI IIM(ppoBaHusl. OyHKIMN XAIIMPOBAHUSA. DIIEKTPOHHAS
uudpoBasg noanuck. OCHOBHbIE MpoUEnyphl IM(PPOBOM MOANMCH. YTpaBIE€HUE
KPUNTOKIIIOYaMu.  Mcrnonb30BaHMEe  KOMOMHHMPOBAaHHOM — KpHUIITOCUCTEMBL.  Meton
pactipenenenus kmoueit [uddu-Xemmana. Mappactpykrypa yrnpaBieHHs] OTKPHITHIMU
xkioyamu PKI.

AyteHTudukanus,  aBTopu3alMs M aJAMUHUCTPUpPOBaHUE  JACUCTBUI
I10JI30BATEIIEH. MeTtonbl ayTeHTU(UKALUY, UCIIOJIb3YIOIIHE MapoJIu:
ayTeHTU(PUKalMs Ha OCHOBE MHOTOpPA30OBBIX Maposiei, ayTeHTU(UKAIUs Ha OCHOBE
OJIHOpa30BbIX maposieil. Ctporas ayTeHTU(UKALUMSA: MPUMEHEHUE DIIEKTPOHHBIX
UJEHTU(HUKATOPOB, MPOTOKOJIBI CTPOTOM ayTEeHTU(PUKALIUH.

buomerpuyeckas ayreHTu(dukauus — noib3oBarena.  KoMOMHUpOBAaHHbBIE
CUCTEMBbI MJCHTU(PUKALUUU U AyTEHTU(DUKAIUU. DIIEKTPOHHBIE 3aMKHU. YTIpaBJIeHHE
JOCTYIIOM TI0 CXE€M€ OJHOKpAaTHOTO Bxoaa ¢ asropusanueit Single Sign-On.
VYrpasnenue naeHTUPUKAIUEH U JOCTYIIOM

BpenonocHble mporpaMMbl M NMpoOiIeMbl aHTUBUPYCHOW 3amuThl. OCHOBHBIE
KaHAJIbl PacCIpOCTPAHEHUsI BPEIOHOCHBIX MPOrpaMM. AHTHUBUPYCHBIE IPOrPAMMBI:
OCHOBbl ~ pabOTbl  AHTUBUPYCHBIX  IPOrpaMM, OCOOEHHOCTH  «OOJa4yHOIN»
AHTUBUPYCHON TEXHOJOTUH, BHJBl AHTUBUPYCHBIX NPOrpPaMM, JOIOJHUTEIbHBIC
MOZYJIH AHTUBHPYCHBIX IpOrpamm, pexXuMbl  pabOTbHI aHTUBHpYCA.
[Tpodunaktuueckue Mepbl 3aliuThl. J(ONOJHUTENbHBIE CPEJICTBA  3AlLUTHI:



oOnoBnenust I[1O, Opanamayspbl, CpeACTBa 3alllUTHl OT  HEXKEJIaTeJIbHOU
KOPPECTIOHJAEHIMU. AHTUBAPYCHBIE TPOTPAMMHBIE KOMIUIEKCHI

Paznen 4. HopmatuBHO-ipaBOBbIE MEPHI MHPOPMALTMOHHON O€3011aCHOCTH

Pons crammapTtoB wuwHpOpManmMOHHOW Oe3omacHOCTH. MeXIyHapOIHbBIE
cranaaptel uHbopmarmonnoi 6e3zonacHoctu. Cranpapt ISO/IEC 17799:2002 (BS
7799:2000). I'epmanckuii crangapt BSI. MexayHnapoansiii cranmapt [SO 15408
«OO01me KpuTepun O0€30MaCHOCTH WHQPOPMALUOHHBIX TEXHOJOTUN». CTaHAapThI
IEEE 802.11 u WPA - crangapthl s OecnpoBOAHBIX ceTeil. CranmapThl
uHpopMallmoHHON Oe3omacHocTH ansi  Internet. OTeuecTBEHHBIE CTaHAAPTHI
0e3omacHOCTH HH(OPMALIMOHHBIX TEXHOJIOTHH.

OpranuzaiiuoHHass CTPYKTypa TOCYAapCTBEHHOW CHUCTEMbl OOECIICUCHUS
nHopmarmonHoit 6e3onacHoctu. CoBeT be3onacHoctu Poccuiickoit depeparumu.
Komuccus Cosera @enepanuu 1o HHGOPMAMOHHON MOJIUTUKE U B3aUMOJEHCTBUIO
CO cpencTtBaMu MaccoBod uH(popmauuu. PenepanbHble OpPraHbl HCIIOIHUTEIbHOU
BJacTH B oOnactu uHpopmaruzauuu. MexBeJOMCTBEHHAss KOMHUCCHUS IO 3allUTe
rocyaapctBeHHoi TaiiHbl. DenepanbHas ciayxkba OezomacHoctd  Poccuiickoit
®enepaunu. denepanbHas ciayx0a MO TEXHUYECKOMY U 3KCHOPTHOMY KOHTPOJIIO.
®denepanbHas ciayx0a oxpansl Poccuiickoit @enepanuu. Ciry:x0a BHEIIHEN pa3BeaKu
Poccuiickoii ®enepanuun. denepanbHas ciayxba Mo Haa3opy B cdepe cCBs3M,
MH()OPMAIIMOHHBIX TEXHOJOTMH M MAacCOBbIX KOMMyHHKauuid (Pockomuanzop).
®enepanbHas ciyx0a 1o HHTEJUIEKTYalbHOH COOCTBEHHOCTH, MATEHTaM U TOBAapPHBIM
3HakaMm (Pocnarent). denepanbHOE areHTCTBO MO TEXHUYECKOMY PETYJIHMPOBAHUIO U
metponiorun (Poccranmapr). ObGecnieueHne WHPOpMAMOHHOW OE30MaCHOCTH Ha
ypoBHE cyOobekToB Poccuiickori deneparum.

3akoHonatenbcTBO Poccuiickoin denepanuu B 001acTy 3alIUThl HHGOPMALIIH,
3alllMThl TOCYJApPCTBEHHOM TalHbl W KOH(QUIAEHUMaIbHOU uHGMOopManuu. Buasl
3amumaeMoil uHpopmanuu. Kouctutyuus Poccuiickoii ®denepanuu. JlokTpuHa
uHpopmanmonHo Oe3omacHoctn Poccuiickoit @epepaunn. Kopekc Poccuiickoi
®denepanii 00 aJIMUHUCTPATUBHBIX TMPABOHAPYIICHUSIX. YTOJOBHBIM KOJEKC
Poccuiickonn  ®epepaumu. ['paxmanckuit  koaekc Poccuiickont  ®enepanum.
Hanoroseii koxekc Poccuiickort ®Denepamuu. TpynoBont kojekce Poccuiickon
Oenepanuu.  Denepanbapiii 3akoH  "OO0  uHpOpManuu, HWHPOPMAIUMOHHBIX
TEXHOJIOTUSX U 0 3amure nHpopmarun'". denepanbubiii 3akoH «O rocyaapcTBEHHOM
TaitHe». DenepanbHblii 3akoH «O KoMMepueckou TaliHey. DenepanbHbiil 3akoH «O
TEXHUYECKOM peryinpoBaHumny. denepanbHbiii 3akoH «O0 AJIEKTPOHHON MOAMUCKY.
®enepanbHbiil 3akoH «O NEepCcOHaANbHBIX JaHHBIX». DenepanbHblid 3aK0H «O CBA3M».
®denepanbHbiil 3akoH "O cpenctBax MaccoBoi nHpopmanuun". denepanbHblii 3aKOH
«O OGe3onacHoctuy. PenepanbHblii 3akoH «O JHIIEH3UPOBAHUU OTIECIBHBIX BHJIOB
nestenpHOCTHY. DenmepanbHbii  3akoH «OO0 apxuBHOM jene B Poccwuiickoit
Ddenepanuny. GenepanbHbiii 3aKk0H «O TPaHCIOPTHON 6€30MACHOCTIY.

3.4. TemaTu4eCKUH NJIAH NPAKTUYECKHUX 3aHATHI

JlanHbli BUA pabOTHI HE MPEIYCMOTPEH YYEOHBIM IJIAHOM.



3.5. TemaTuueckni mjiaH JadOpPaTOPHBIX padoT

[Iponomxure
No Howmep pos
HanmMenoBanue mabopaTopHbIX paboT JBLHOCTb,
/o pasjena
qac.
1 Hactpoiika moauTuku 0e30MacHOCTH OIepallMOHHON 3 4
CUCTEMBI
2 Opranuzanusi 3aluThl  JOKYMEHTOB CpEACTBAMU
: 3 4
naketra Microsoft Office
3 Mudposanue uH(bOpMaIuu METOJIOM
nosuanaBUTHON 3aMEHBI. IlocTpoenue u 3 4
MCIIOJIb30BaHUE MaTpullbl BukuHepa
4 JlokTpuHa uH(pOpPMaITMOHHOM 0e301macHOCTH 4 4
Poccuiickon denepanum.

3.6. KypcoBoii npoekT /KypcoBasi pa6oTa

JlanHbIii BUA paObOTHI HE MPEYCMOTPEH YYEOHBIM IIAHOM.

4. OueHnBaHue pe3yJIbTATOB 00y4eHUsI

OrneHUBaHUE pE3YJIBTaTOB OOYYCHHUS IO JTUCIUIUIMHE OCYIICCTBISCTCS B
paMKax TEKYIIEro KOHTPOJS M IMPOMEKYTOUHOW aTTECTAIlMU, MPOBOJAMMBIX IIO
oabHO-periTuHroBoit cucreme (bPC).

[IIkana oreHKH pe3ynbTaTOB O0YUEHHUS M0 AUCIUILINHE:

VYpoBeHb c(HhOpMUPOBAHHOCTH
WH/IMKaTOpa KOMIIETeHLIUU

. . Hwnxe .

Konx 3arianu- Boicokuit | Cpegnuit CDeIIHET Huszkui
Kox  mmmukatop POBaHHBIE 5100 o8 pel eg T
KOMITE- a PE3yNBTATH ot 85 1o or 70 no oT 55 10 69 |or 0 10 5

TCHIIMH KOMIICTEHI 00yd4eHus 1o IIkana OneHHBaHu

uu JTUCIUIINHE YIOBIIET- HEYNOB-

OTJINYHO XOpouIo JICTBOPU-

BOPUTCIILHO

TCIIBHO

3a4TCHO

HC 3a4TCHO

OIIK-1 | OIIK-1.2 | 3HaTh:




Kon
KOMIIE-
TEHIINU

Kon
MHIUKATOP
a
KOMITETEHII
15071

3amranu-

pPOBaHHbBIE
pe3yIbTaThI
o0ydeHus 1o
JUCLIUILIHHE

YpoBeHb cHhOPMUPOBAHHOCTH

WHJIMKATOPa KOMIETEHIIHHU

Bricokuii

Cpennuit

Huxe
CpEJIHETO

Huzkuii

ot 85 mo 100

ot 70 1o 84

oT 55 1o 69

ot 0 mo 54

[IIxana oneHuBaHusd

OTJIMYHO

XOpOIIO

yIIOBJIET-
BOPUTEIHHO

HEYI0B-
JICTBOPH-
TEJILHO

3a4TCHO

HC 3a4TCHO

3HATh MPABOBHIC
aKThI B 00J1aCTH
3aIUTHI
nHpOpPMaITUH,
OCHOBHBIC TIOHSTHS U
yIpo3bl
HHGOPMAITMOHHON
0e30macHOCTH,
OCHOBHEIC
MEPOIPHUSATHS TIO
o0ecIieueHHI0
HHGOPMAITMOHHON
0€30MacHOCTH B
poQeCcCHOHATLHOM
JESTEIIbHOCTH

3HaeT B
COBEPIICHCT
BE

3HAeT
OCHOBHEIE
TIPUHITATIBT

3HAeT
OTIEIIBHBIE
TIPUHIIATIBT

AMEET
TIPE/ICTaBIIE
HHE

MH()OPMAITMOHHO-
KOMMYHUKAIIMOHHBIE
TEXHOJIOTHH,
TpUMEHsIEMbIe
pereHus
CTaHJAPTHBIX  3ajad
pogeCcCHOHATEHOM
JeSTEIbHOCTU c
Y4ETOM  OCHOBHBIX
TpeOoBaHUM
nH(pOpMaIMOHHON
0€30MacHOCTH

UL

3HaeT B
COBEPIIICHCT
BE

3HACT
OCHOBHBIC
TIPUHIIAIIBI

3HAET
OTZENbHbIE
MIPUHLIUIIBI

uMeeT
TIpeJICTaBIe
HHEC

YMETh:

UCIIONB30BaTh
METObI W CpENCTBa
obecrieueHus
nH(pOpMaIMOHHON
6e30MacHOCTH c
LEJIbIO
TPEeIOTBPAIICHHUS
HECaHKIIMOHHPOBAHH
oro JIOCTYTIa,
3JI0YMBILIICHHOM
uHpopMaIUM WM
yTpaThl 3aIIUIaeMOit
rHpOPMAITIH

yMeeT B
COBEpLICHCT
BE

yMeeT C
HEKPUTHYH
bIMHA
OIIMOKaMHU

AIyCKacT
OTACIIbHBIC

rpyobIe
OILIOKU

HE
0e3
TIOCTOPOHH
el TTIOMOITH
HCIIOJIH30Ba
Tb

MOXKET




YpoBeHb cHhOPMUPOBAHHOCTH
WHMKATOpa KOMIIETCHIIUU
N . Huxe N
Kon 3anuianu- Beicokuii | Cpennuii N Huzkuii
Kox  mHaukarop pOBaHHbBIC 550100 T p5 SI[ <o 5054
KOMIIE- a PE3YJIbTATHI o1 S) A0 oT /1 A0 8% OT J) A0 b7 |OT U A0
TEHLUH KOMIIETEHI] 00y4eHuUs 10 Ilxana oueHuBaHus
uu JUCLIUILINHE YIOBIET- HEY0B-
OTJINYHO XOpouIo JICTBOPU-
BOPUTCIILHO
TCJIIBHO
3a4TEHO HE 3a4TEHO
OLICHUBATh
OIaCHOCTb,
CBSI3aHHYIO c
yrpo3aMu HE MOXET
HECaHKIIMOHHPOBAHH cor 5 | ymeer ¢ | mmyckaer 0e3
oro ILOCTyHa K M HEKPUTHYIH OTICJIIBbHBIC TIOCTOPOHH
COBEPILIEHCT N
nHpOPMaITUH, se BIMH rpyobie el oMo
HaMEpPEHHOU OIIMOKaMH | OMIMOKU HUCIIONB30Ba
MO TU(UKAITAN Tb
JaHHBIX W  YTPaThI
CIry»KeOHOM
“HGOPMAITIH
BJIAJICTh:
COBPEMEHHBIMU BJIAjIeET
HE BIIAJEET
o0IIMMHU  CrIOcCO0aMU | BrajgeeT B | BIageeT OTHCTBHBIM |
O6eCHequI/Iﬂ COBCPIHICHCT | OTACIIbHLIM 1 HaBbIKaMH
. TIOCTOPOHH
MH(QOpMaLIMOHHOM BE Y HaBBIKAMH | C .
el MoMOIIH
0€301acCHOCTH HEJI0UETAMU

OueHouHble MaTepuanbl I OPOBEAEHUS  TEKYIIEro  KOHTPOJs U
MIPOMEXKYTOUHOM aTTecTanuu mpuBefeHbl B [Ipmnoxenun k pabodeil mporpamme
JTUACIUILIHBL.

[TonHBIN KOMIUIEKT 3aJlaHUil U MaTepuajgoB, HEOOXOIUMBIX MJis OLIEHUBAHUS
pEe3yNbTaTOB 00YUYEHUs MO AUCLMIUIMHE, XPAHUTCA Ha Kadeape pa3padoTuuka.

5. Y4eOHO-MeTOoIMYecKoe U HH(POPMALIMOHHOE o0ecnieyeHre JUCTMILIHHbI
5.1. YueOHO-MeTOAMYECKOE 0OecneueHne
5.1.1. OcHoBHas nuTeparypa

1. MenseneB, B. A., HWnadopmammonnas Oe3omacHOCTb. BseneHne B
ciermanibHOCTh + ellpunoxenue: Tector : yueOnuk / B. A. MenBeneB. — Mockga :
KuoPyc, 2023. — 143 c¢. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870.
— TeKCT : 3JIEKTPOHHBIM.

2. MenbnaukoB, B. I, Wudopmanumonnas Oe3onacHocts : yueOHuk / B. IL
Menbnukos, A. U. Kynpussos, T. FO. BacunbeBa. — Mocksa : KnoPyc, 2023. — 371 c. —
ISBN 978-5-406-11960-0. — URL.: https://book.ru/book/950148. — TekcT : 37eKTPOHHBIM.

3. 3ammTa undopmanuu : yuyebHoe nocodue / A. Il. Kyk, E. I1. XKyk, O. M.
JlenemkuH, A. W. Tumomkun. — Mocksa : PUOP : THOPA-M, 2021. — 400 c¢. — URL:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 2meKTpOHHBIH.



5.1.2.JlonomHUTEBHAS TUTEPATYPA

1. Kpbuios, I'. O., ba3oBbie noHsATHA UHPOPMAITUOHHON O€30MaCHOCTH : y4eOHOe
nocodue / I'. O. Kpsuios, C. JI. Jlapuonoa, B. JI. Hukutuna. — Mocksa : Pycaiinc, 2023.
— 257 c¢. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Tekcr :
AJIEKTPOHHBIN.

2. babam, A. B., Kpunrorpaduueckue METo/IbI 3aUThl HHPOpMAIIWK : yISOHUK /
A. B. babam, E. K. bapanosa. — Mockga : KunoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — Tekct : SNeKTpOHHBIIA.

3. OpranuzalmoHHO-TIPaBOBOE obOecredeHne MH(GOPMAITMOHHON O€30MacHOCTH :
yuebHoe nocobue aiist By30B / A. A. Crpensiios, B. C. ['op6aros, T. A. [lonsikosa [u ap.];
nogt pea. A. A.Crpensiiona. - M. : Akagemus, 2008. - 256 ¢. - ISBN 978-5-7695-4240-4. -
TekcT : HenmocpeACTBEHHBIH.

4. WNudopmanmonHasi 0€30MaCHOCTh: KOHLENTYaJbHBIE M METOJIOJIOTHYECKUE
OCHOBBI 3aIUTHI HH(OPMAIIKH : yueOHOe mocodue / A.A. Mamok. - M. : 'opstuast TuHMS -
Tenekom, 2004. - 280 c. - TeKCT : HEMOCPEACTBEHHBI.

5.2. MudopmanuonHoe odecrnevdenue

5.2.1. DneKTpOHHBIE U HHTEPHET-PECYPCHI

11\/?1 HanmeHnoBaHUE 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccpuika
1 |9BC IBOOKS.RU https://ibooks.ru
2 |9bC LANBOOK.COM https://e.lanbook.com

5.2.2. Tllpodeccronansubie 0a3bl AaHHbIX |/ HH(pOpMaIMOHHO-CIIPABOYHbIC
CUCTEMBI

HaumenoBanue npogeccuoHaabHbIX 6a3

No
o/ | AGHHBIX, MH(OPMaIlMOHHO-CIIPABOYHbIX Anpec Pexxum noctyna
CUCTEM
1 |Poccuiickas HarmoHanbHas oubmmorexka  [http://nlr.ru/ http://nlr.ru/
5 O6mepoccuiickuii MaTeMaTH4ecKuil http:/Awww.mathnet.ru/ http://www.math
opTaj net.ru/
3 |KubepJlennnka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/

4 g;‘;g()manwaﬂ SICKTPOHHAs OHOnOHOTeKa https://rusneb.ru/ https://rusneb.ru/
5 |Texuuveckas OUOIMOTEKA http://techlibrary.ru :ll'jtp://techllbrary.
6 [MCC Konexon / «Texoxcrepry http://app.kgeu.local/Home/Ap |http://app.kgeu.lo

ps cal/Home/Apps

7 |«KoHCynbTaHT mIrOC» http://www.consultant.ru/ ngﬁélz\lj\;ww'consu
8 |«["apanT» http://www.garant.ru/ [ltrtup/://WWW.garan

5.2.3. JIunieH3MOHHOE W CBOOOJHO  paCIpOCTpPaHSAEMOE IPOTPaMMHOE
o0ecrniedeHne TUCIUTITHHBI




PexBuzuthl
Ne | HammeHOoBaHuUE MpOrpaMMHOTO Crioco0 pacrpocTpaHeHHS
MOITBEPKTAIOTITHX
n/a oOecrieueHus (JTMIIEeH3MOHHOE/CBOOOTHO)
JIOKYMECHTOB
3A0
. "CodrJlaitnTpeiin"
Windows 7 IIpodeccuonansHas|[lonb30Barenbckas onepauoHHas
1 (Pro) cHCTeMA Ne2011.25486 oT
28.11.2011 Hewucku.
npaBo. beccpouno
3A0
Windows 7 IIpodeccuonansHas|[lonb30Barenbckas onepauoHHas CogrlaitnTpeiin
2 (Starter) cncTeMa No2011.25486 oT
28.11.2011 Hewuck.
1paBo. beccpouHo

6. MaTepuaJIbHO-TeXHHYECKOE O0ecneyeHue JUCIIUTITIMHBI

HaumenoBanue Buga

HaumeHnoBanue yueOHOM

y4aeOHON paboThI ayTUTOPHH, [lepeuens HEOOXOIUMOTO OOOPYAOBAHUS H
CIIeHUaIN3UPOBAHHON TEXHUYECKUX CPEJICTB O0yICHHS
naboparopuu
Jlexnun YyeOHast ay TUuTOpHst ISt Crenuanu3upoBaHHas yueOHas Me0elb,
MIPOBECHUS 3aHITHN TEXHUYECKUE CPEACTBa OOyUeHHMs, CIyXKalue IS
JICKIIMOHHOI'0 THIIa MpEeICTaBICHUS yueOHoU uHbopMaIun
OonbiIol  ayauropun  (MYJIbTUMEIUWHBIN
MPOEKTOP, KOMIbIOTEp (HOYTOYK), OJKpaH),
JIEMOHCTpPAIIMOHHOE 000pyJI0BaHUE, Yy4eOHO-
HarJsiiHble nocoous

Jlaboparopuble |KoMIbrOTEpHBIN Kiacc ¢ CreuunanusupoBaHHass ~ ydyeOHass ~ MeOelb,
paboThI BbixozioM B Murepuer /1-418, JI-| texunueckue CcpejicTBa 00yueHust
420, 11-424, 1-427 (MynbTUMEIUNHBIA TPOEKTOpP, MOHOOJIOKH 25
me.), JMIIEH3UOHHOE IpOTrpaMMHOE

o0ecrnieyeHue
KommbroTepHslii Ki1ace ¢ CneunanusupoBaHHas ydeOHasg mebens Ha 30
BbIx0ZoM B UHTepHer B-600a | mocamoumeix  mect, 30  KOMIBIOTEPOB,
TEXHUYECKHUE CpeAcTBa O0y4deHUs (MyJbTUMe-
JUUHBIA TIPOEKTOp, KOMIBIOTEP (HOYTOYK),
9KpaH), BUJICOKAMEPHI, IpOTrpaMMHOE

obecrnieyeHue
CamocrosTenbHas |KoMIIbIOTEpHBIH K1ace ¢ CrenmanusupoBanHasi yuyeOHas mebenp Ha 30
pabora BeixonoM B MuTeprer B-600a | mocamouneix  mect, 30  KOMIBIOTEPOB,

TEXHUYECKHUE CpeAcTBa O00y4deHus (MyJbTUMe-
JUUHBIA TIPOEKTOp, KOMIBIOTEP (HOYTOYK),
HKpaH), BUJICOKAMEPHI, IpOTrpaMMHOE
o0ecreueHue

YuraapHbIH 3a1
OUOIUOTEKHU

CrneunanusupoBaHHas MeOelb, KOMIbIOTEpHas
TE€XHHMKA C BO3MOXHOCTBIO BbIX0OJ1a B MIHTEpHET
u obecnieuenuem noctyma B JUOC, skpan,
MYJIbTUMEAUNHBIN IPOEKTOP, IPOrPaMMHOE
obecrieyeHne




7. OCO0eHHOCTH OPraHU3aUN 00Pa30BATEILHON eATEeJIbHOCTH ISl JIUIL C
OrPAHUYE€HHBIMH BO3MOKHOCTSIMH 3/I0POBbSI H HHBAJINI0B

JIviia ¢ orpaHMYEHHBIMU BO3MOXHOCTSIMU 370poBbs (OB3) 1 MHBaNMIBI UMEIOT
BO3MOKHOCTh OECHPEMSITCTBEHHO IEpPEeMEIIaThcs W3 OJHOTO y4eOHO-1abopaTOPHOTO
Koprmyca B JpYroil, MOAHSITHCS HAa BCE ATAXKU Y4eOHO-Ta0OPATOPHBIX KOPITYCOB,
3aHUMaTbCd B YYE€OHBIX W HHBIX [OMEIIEHUSIX C YYETOM OCOOEHHOCTEH
NICUXO(U3UICCKOTO PA3BUTHS U COCTOSTHUS 37TOPOBBSI.

Hns obydenus nury ¢ OB3 U WHBaIMAOB, UMEIOUIMX HApYIICHUS OMOPHO-
JBUTATEIHFHOTO armapara, 00eCleueHbl YCIOBHUS OCCHPEISITCTBEHHOTO JOCTYIa BO
Bce yueOHble nmoMenieHus. Mudopmaiius o cnenuaibHbIX YCIOBUSX, CO3JaHHBIX AJIs
oOyuaronuxcss ¢ OB3 u wuHBamuaoB, pa3MelieHa Ha caiiTe YHHUBEpCUTETa
www//kgeu.ru. imeercst BO3MOXKHOCTh OKa3aHUSI TEXHUYECKON MOMOIIM aCCHCTCHTOM,
a TaKXKe YCIIyT CYpIONEePEBOTIMKOB U TU(DIOCYPI0TIEPEBOIUHNKOB.

Jlist aganTanuy K BoctpusTuio uiamu ¢ OB3 u uHBanumaMu ¢ HapyueHHbIM
CIIyXOM CIIPaBOYHOTO, y4eOHOro wmarepuaja IO JUCHUIUIMHE O00ecreunBaroTCs
CJIEYIOINE YCIOBUSL:

- JUIS Ty4IIeH OpUEHTAITMN B ayJUTOPUHN, TPUMEHSIOTCS CUTHAITBI OTIOBEIIICHHUSI
O Hayalie U KOHIIE 3aHsTHUs (CIOBO «3BOHOK» MUIIETCS HA JIOCKE);

- BHUMaHHE CJIa0OCTBIIIANIET0 OO0YyYaroImerocs MpHUBJICKAeTCS MEAaroromMm
KECTOM (Ha IJIeY0 KJIaIeTCs pyKa, OCYIIECTBISETCS HEPE3KOe MOXJIONBIBAaHHE);

- pasroBapuBas ¢ OOyYalOIIMMCS, TEAArOrMYeCKUil pabOTHUK CMOTPUT Ha
HEro, TOBOPHUT SCHO, KOPOTKHMH TMPEIIOKEHUIMU, oOecreunBas BO3MOXHOCTH
YTEHUS 110 TyOam.

Kommnencanuss 3aTpyiHEHH pPEUYEBOrO0 M HWHTEIUICKTYaJbHOTO Pa3BUTHS
C1a00CBIIIAIINX 00YYAIOITUXCS IPOBOAUTCS MTYTEM:

- HCTIOJIB30BAaHUS CXEM, TUAarpaMM, PUCYHKOB, KOMIIBIOTEPHBIX MPE3EHTAIUH C
TUMEPCChUIKAMU, KOMMEHTUPYIOIIMMU OT/IEIbHBIE KOMIIOHEHTHI H300payKEHUS;

- PEryJISIpHOTO TPUMEHEHUS] YIPAKHEHHM Ha Tpaduueckoe BbIJCICHHE
CYIIIECTBEHHBIX MPU3HAKOB MIPEIMETOB U SBIICHU;

- obecriedeHs] BO3MOXKHOCTH ISl  OOYyYalOLIETrocsl TMOJIyYUTh aIpEeCHYIO
KOHCYJIBTAIIMIO TI0 3JICKTPOHHOM MTOYTE 110 MEPE HEOOXOTUMOCTH.

Jlist amanranuu K BocnpusaTaio aunamMu ¢ OB3 n nHBanumaMu ¢ HapyImeHHsIMU
3peHus CIIPaBOYHOTO, y4eOHOTO, IIPOCBETUTEIIHCKOTO MaTepuana,
MPETYCMOTPEHHOT'O0 00pa30BaTEeIbHON MPOTrPaMMOM 10 BHIOpPAHHOMY HaITPaBJICHUIO
MOJITOTOBKH, 00ECTICUNBAIOTCS CISAYIOIINE YCIOBUS:

- BeJIeTCs ajanTtanus o(puIraibHOro caifta B ceTr MIHTepHET ¢ ydeToM 0co0bIX
MOTPEeOHOCTEN MHBAIHIOB 110 3PEHUI0, 00ECTICYMBACTCS HATTMYHME KPYIMHOMIPU(PTOBOH
CIIPaBOYHOM MHGOPMAIINH O PACTIUCAHUH YUCOHBIX 3aHSTHIA;,

- MeJIaTOTUYECKUl  pabOTHUK, €ro coOeceaHUK (Mpu HEOOXOIUMOCTH),
MPUCYTCTBYIOIINE HA 3aHSATHU, MIPEACTABISIIOTCS O0YYAIOIMUMCS, TIPU 3TOM KKl
pa3 Ha3bIBACTCS TOT, K KOMY MEIarormuecKuii pabOTHUK oOpaliaercs;

- IEUCTBHUSI, JKECThI, MEePEMEUICHUSI MEeJaroruueckoro pabOTHUKAa KOPOTKO U
SICHO KOMMEHTUPYIOTCS;

- meyaTHass WHGpOpMaLMs TpEeAOoCTaBisAeTcd KpynHbiM Imipudrom (or 18



http://www.kgeu.ru/

IIYHKTOB), TOTAJIbHO 03BYYMBAETCS;

- obecrieunBaeTCsi HEOOXOIMMBIN YPOBEHb OCBEUIEHHOCTH MTOMEIICHUH;

- IPEJOCTABIIIETCSI BO3MOXKHOCTH HCIIOJIb30BaTh KOMIIBIOTEPHI BO BpeMs
3aHSATUN U MPABO 3aIUCU 00BSICHEHUM Ha TUKTO(MOH (110 JKEJIIaHUIO0 00yYarOITUXCs).

dopMa mnpoBeACHUS TEKylled W MPOMEXKYTOUYHOM aTTecTaluu ISt
oOyuaronuxcs ¢ OB3 u MHBAJIMIOB ONpenensieTcs MeaarornyeckuM paboOTHUKOM B
COOTBETCTBUM ¢ y4ueOHbIM IiaHoM. [Ipu HeoOxoammoctu oOyuaromemycs ¢ OB3,
WHBAIUY C YYETOM UX WHAUBUAYATHHBIX IMCUXO(PU3NUIECKUX OCOOCHHOCTEH JaeTcs
BO3MOXKHOCTh MPOMTH MPOMEKYTOUHYIO aTTECTAIlMIO YCTHO, MUChMEHHO Ha Oymare,
NUCHPMEHHO Ha KOMIBIOTEPE, B (hOpME TECTUPOBAHUS U T.II., JIMOO MPEIOCTABIACTCS
JIOTIOJTHUTEIHHOE BPEMsI IJIsl TIOJTOTOBKHU OTBETA.

8. MeToauyeckue peKOMeHAAIMM /ISl MpenojaBaTesieid Mo OpraHu3amuu
BOCIIMTATEJbHOH PA0OTHI € 00yYAKIMMHUCH.

Meroanueckoe obecrieueHre npouecca BOCIUTaHUs 00y4YaroIMXCs BbICTYIAET
OJHUM U3 OIpeNessaionMX (aKTOPOB BBICOKOTO KadecTBa  0OOpa30BaHUA.
[IpenmogaBaTens By3a, IEMOHCTPUPYS BBICOKMI TPO(ECCHOHANU3M, JPYAULHUIO,
YETKYI0 TPAXKAAHCKYIO MMO3UIINI0, CAMOAUCIUILIINHY, TBOPUYECKUHN MOAXO0/ B PEIICHUH
npodeCCUOHANIBHBIX 3a/lad, B XOJ€ 00pa30oBaTEIbHOrO IMpoliecca CIOCOOCTBYET
GbopMHUPOBAHUIO TAPMOHUYHON JTUUYHOCTH.

[Ipu peanuzanuu AUCHUIUIMHBL TPENOJaBaTellb MOXET HCIOJIb30BaTh
CJIEYIOIIE METO/Ibl BOCIUTATENbHOU PabOThI:

- MeToibl (hOPMHUPOBAHUS CO3HAHUS JUYHOCTU (Oecena, AUCIYT, BHYIICHHE,
UHCTPYKTaX, KOHTPOJb, OOBSICHEHHWE, NpPUMEP, CAMOKOHTPOJIb, paccka3, COBET,
yoexxaeHue 1 ap.);

- METOJbl OpPTaHM3AINH ACSITEILHOCTH M (POPMHPOBAHHS OMNBITA MOBEICHUS
(3amaHue, OOIIECTBEHHOE MHEHHE, TNeAarormueckoe TpeOoBaHHE, TOpYYEHHUE,
NpUyYEeHHE, CO3/IaHNEe BOCTIUTHIBAIONINX CUTYaIlM, TPEHUHT, YIIPpaKHEHUE, U 1. );

- METOABl MOTHBAIIMH NEATEIHLHOCTH W TMOBeACHUS (0J00peHHe, MOOIIPEeHNe
COLIMAJbHONW aKTUBHOCTH, TOPHIIAHWE, CO3/aHHME CHUTyallud Yyclexa, CO3/1aHue
CUTYaIU# 7151 SMOIIMOHAILHO-HPaBCTBEHHBIX MEPEKUBAHUI, COPEBHOBAHUE U JIP.)

[Ipn peamuzanuy AUCHUIUIMHBI  TPENOJaBaTeNb JODKEH  YYUTHIBATH
CJIEYIOIME HAIPaBJIECHUS! BOCIIUTATEIbHOMN 1€ATEIbHOCTH:

I pasicoanckoe u nampuomuueckoe 6ocnumaHnue:

- popMupoBaHHe y OOYYAIOUIMXCS IIEJIOCTHOTO MHPOBO33PEHUS, POCCHICKOM
UJIEHTUYHOCTH, YBOKEHHS K CBOEH ceMbe, OOIIECTBY, FOCYAapPCTBY, IPUHATHIM B CEMbE U
001LIECTBE TyXOBHO-HPABCTBEHHBIM U COLIMOKYJILTYPHBIM IIEHHOCTSIM, K HALIMOHAJIBHOMY,
KyJbTYPHOMY U HCTOPHUYECKOMY HACIIEAWIO, (OPMUpPOBAHHE CTPEMJICHUS K €ro
COXPaHEHHIO U Pa3BUTHIO;

- hopMUpPOBaHKE Y OOYUAIOIIUXCS AKTUBHOM TPayKIAHCKOW MMO3UIIMH, OCHOBAaHHOM
Ha TPAJMLIMOHHBIX KYJIbTYpPHBIX, JTyXOBHBIX M HPAaBCTBEHHBIX LIEHHOCTSIX POCCHICKOIO
oOIecTBa, JJIsi TOBBIIIEHUS CIIOCOOHOCTM OTBETCTBEHHO PEAIM30BbIBATH CBOU
KOHCTUTYIIMOHHBIE IIPaBa U 00s13aHHOCTH;

- pa3BUTHE MPABOBOM U MOJUTUYECKON KYJBTYpbl O0yUYaIOIIMUXCS, paCIIUPEHUE
KOHCTPYKTUBHOTO YYacTUsi B MPUHSTUM PEIICHHM, 3aTparuBarolldX HMX MpaBa U



MHTEPECHI, B TOM YHCJIE B PA3IMYHBIX (OpMax caMOOpraHU3alluu, CaMOYIIPaBICHHUS,
OOIIECTBEHHO-3HAYMMOM JIeATeTbHOCTH;

- popMUpOBaHKE MOTHBOB, HPABCTBEHHBIX M CMBICIOBBIX YCTAHOBOK JIMYHOCTH,
MO3BOJISIIOIINX TPOTUBOCTOATh  JKCTPEMU3MY, KCEHOPOOUH, TUCKPUMHUHALUM IO
COILIMATIBHBIM, PEJIMTUO3HBIM, PACOBBIM, HAIIMOHAJBHBIM MPU3HAKAM, MEXITHUUECKOU U
MEKKOH(PECCHOHAIbHOW HETEPITUMOCTH, IPYTUM HETaTUBHBIM COLIUATBHBIM SIBIICHUSIM.

Jlyxoeno-upascmeenHnoe socnumanue:

- BOCIIUTAHUE YYyBCTBAa JOCTOMHCTBA, YECTH W YECTHOCTH, COBECTIMBOCTH,
YBKEHUS K POJIUTENSIM, YUUTEISIM, JIFOJSIM CTapIIero MOKOJICHHUS;

- popMupoBaHUME TPUHLHUIIOB KOJJIEKTHBM3MA U  COJUIAPHOCTH, JyXa
MUJIOCEPIIUs U COCTPaJaHUsi, MPUBBIUKH 3a00THTHCS O JIOMAX, HAXOISAIIUXCA B
TPYIHOU )KU3HEHHOU CUTYallWH;

- popmMupoBaHuE CONMMAAPHOCTH M YYBCTBA COLMAIBHONW OTBETCTBEHHOCTH IIO
OTHOILIEHUIO K JIOASIM C OTPaHMYEHHBIMH BO3MOYKHOCTSMHU 370POBbSI, MPEOI0JICHUE
IICUXOJIOTUUECKUX OapbepoB IO OTHOUIEHUIO K JIOJASIM C OrpaHUYEHHBIMU
BO3MOXKHOCTSIMU;

- popMupoBaHHE SMOLMOHAILHO HACBIIIEHHOTO M JIYXOBHO BO3BBIIIEHHOTIO
OTHOUIEHUS! K MUPY, CIOCOOHOCTH U YMEHUS IepeiaBaTh JPYTUM CBOM 3CTETUYECKUMN
OIIBIT.

KynemypHo-npoceemumensckoe gocnumarue:

- popmupoBaHUE 3CTETUIECKON KapTHHBI MUPA;

- popmupoBaHue yBaXKEHHS K KyJIbTyPHBIM IIEHHOCTSM POJHOTO TOPOJa, Kpas,
CTpaHBI;

- MOBBINICHUE TIO3HABATEFHOM aKTUBHOCTH O0YyYaIOITUXCA.

Hayuno-obpazosamenvnoe 6ocnumanue:

- hopMupoBaHue y 00y4aIOIUXCI HAYYHOTO MUPOBO33PEHUS;

- popMUpOBaHUE YMEHHS TOTy4aTh 3HAHUS;

- popMUpOBaHUE HABHIKOB aHajdW3a U CHUHTE3a MHGOpPMAIMK, B TOM YHCIE B
npodeCCHOHAIBHOM 001acTH.
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(Haumenosanue OucyuniuHvl 6 COOM8emcmeu ¢ y4eOHbiM nAaHOM)

r. Kasans, 2023



OreHOYHBIE MATEPHABI 1O AWCIUIUIMHE, MPeAHA3HAYEHHBI TSI OICHUBAHUS
pE3yNIbTaTOB 00yUYEHUS HA COOTBETCTBHE MHAMKATOPAM JTOCTIKEHUSI KOMIICTCHIINH.

OueHuBaHue pe3yabTaTOB OOYy4YeHHS MO JAUCIMIUIMHE OCYIIECTBISETCS B
pamkax Tekymero koutpons (TK) u mpoMexyTodHolt aTTectanyu, IpOBOJAUMBIX IO
oamnpHO-perTunroBoi cucreme (bPC).

1. TexHnoJsiornyeckasi KapTa
Cemectp 4
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Paznmen 1. OcHOBHBIE TOHSTHS W aHAIM3 YIPo3
HH(OPMAIMOHHON 0€30ITaCHOCTH TK1 9 6 9-15
Paznen 2. OpraHu3allioOHHO-aJMUHUCTPATUBHbIC
Mepbl HHOPMAIIMOHHOH 0€30I1aCHOCTH
TectupoBanue 9 6 9-15
P 3. | - 27-
a371en UH)KeHepHO TCXHIMECKHS  MEPHL | 1 27 18
HH(OPMAIMOHHON 0€30ITaCHOCTH 45
TectupoBanue 9 6 9-15
18-
Brmonmsenre 1 3anmTa 1a0b0paTopHOi paboTEI 18 12 30
Pazne 4. Hopma 0-TIPABOBBIC e 15-

JET1 ) PMAaTHBHO-IIPABOBBI MepbI TK3 15 10
nH(OPMAIOHHOHN 6€30MTaCHOCTH 25
TectupoBanue 9 6
Brmonmsenne 1 3anmTa 1a0b0paTopHOi paboThI 6 4
ITpoMme:xyTouHasi aTTecTanus (3a4eT) OM 9-15
HrtoroBoe TecTHpoBaHKe 9-15

2. OueHOYHbIE MATEPUAJIBI TEKYILEr0 KOHTPOJIA M MPOMEKYTOYHOI aTTecTalun
[IIkana oreHKu pe3yabTaTOB O0yUEHHUS 1O AUCITUTUIMHE:
YpoBeHb CPOpMHUPOBAHHOCTH
HMHIUKATOpPA KOMIICTCHIINN
. . Hwxe .
Kon 3arianu- Bericokwii Cpennuit T Huskmit
Ko WHIUKATO OBaHHBIC
8 g p P or 85 10100 [oTr 70 10 84 |01 55 1069 | ot 0 1o 54
KOMIIC- a PE3YJILTAThL
[ITkana oLeHUBaHUs
TEHIIMA KOMIIETEHI] 00y4eHHs 110 p—
15151 JIUCIUIUIAHE YIIOBJIET- Y
OTJIMYHO XOpouIo JICTBOPUTCIIb
BOPUTCIIBHO
HO
3a4TCHO HEC 3a4TCHO
OIIK-1 | OIIK-1.2 | 3Hath:




Kon
KOMII€E-
TEHIIUU

Kon
MHIUKATOP
a
KOMIIETEHI]
15054

3aranu-

POBaHHbBIE
pe3yabTaThl
00y4eHHS 110
JUCLIATIIIMHE

YpoBeHb chopMHUPOBAHHOCTH
HWHJIMKATOpa KOMIETCHIMH

Bricoknii

Cpenuuit

Hwoxe
Cpe/Hero

Hwuskuit

ot 85 1o 100

ot 70 mo &4

oT 55 1o 69

or 0 1o 54

Ixama orieHnBaHus

OTJIMYHO

XOpOIIO

YIIOBJIET-
BOPUTEIHHO

HEY/IOB-
JIETBOPUTED
HO

3a4TCHO

HC 3a4TCHO

3HATh TIPABOBBHIC AKTHI B
obnactu 3aINATHI
UHPOPMAITIH,
OCHOBHBIE IIOHATHS U
YIPO3bI
MH(pOPMALTIOHHON
0e30MacHOCTH,
OCHOBHEIE
MEPOTIPHSITHSI
00€eCIIeYeHUTO
MH(pOPMALTIOHHON
0e301macHOCTH B
npodecCHOHATTBHOM
NIEATEIBHOCTH

13 (0)

3HacCT B
COBCPLICHC
TBC

3HacCT
OCHOBHBIC
MPUHIOUIILI

3HaCT
OTICIbHBIC
IMPUHIUIILI

HMECT
IIpCaACTaBIIC
HHUC

MH()OpMALIMOHHO-
KOMMYHUKaIIMOHHBIE
TEXHOJIOTHH,
HpUMEHsIeMble TUTST
pelIeHus] CTaHAAPTHBIX
3a/a4y
npoheccuoHaIbHON
NESTEIFHOCTH C YIETOM
OCHOBHBIX TpeOOBaHUI
MH(OPMALIMOHHON
0€e3011acHOCTH

3HaAcCT B
COBCPILICHC
TBC

3HAcCT
OCHOBHBLIC
MPUHOUIIGI

3HACT
OTACIILHEBIC
MPUHOUIIGI

HMECT
IpeacTraBiic
HHUC

YMETh:

UCTIOJIB30BaTh  METO/IBI
17§ cpencraa
obecrieueHust
UH(OPMAIIMOHHON
0€30IacCHOCTH C LEBI0
NpeOTBPAILCHUS
HECAHKITMOHHPOBAHHOT
0 JIOCTYTIa,
3JI0yMBIILITIEHHON
uHpOpMAIH W
yTpaThl  3aIlIUIAeMOM
uH(popmaru

yMeeT B
COBEPIIIEHC
TBE

yMeeT c
HEKPUTUYH
BbIMHA
OIIMOKaMH

JUTYCKaeT
OTJIEJIbHBIC

rpyoble
OILLIMOKH

HE
0e3
ITOCTOPOHH
el TTOMOIITH
HCIIOJIH30Ba
Tb

MOXET




Kon
Kon  mmamkarop
KOMII€E- a
TEHIIMA KOMIIETEHI]
15054

YpoBeHb chopMHUPOBAHHOCTH
HWHJIMKATOpa KOMIETCHIMH

N N Hwxe N
3aranu- Bericokwii Cpenuuit Huzkwmit
OBaHHbIE CPOIHETO
P 01 8510 100 [ 0T 70 10 84 | 01551069 | 07 0 j10 54

pe3yabTaThI
[lIxana oneHnBaHus
00y4eHHS 110
HEYJI0B-
JMCIUTUIAHE YIIOBJIET-
OTJIMYHO XOpOIIIO JIETBOPUTED
BOPUTEIHHO
HO
3a4TEHO HE 3aYTE€HO
OLICHUBATh OIACHOCTD,
CBSI3aHHYIO C Yrpo3amu He  MOYKET
HECAaHKLIIMOHUPOBAHHOT
Kt P yMeeT C | Imyckaer 6e3
0 JOCTyTa K | ymeer B
HEKPUTUYH | OTAENBHBIE | OCTOPOHH
uH(popMaLuH, COBEPIIICHC .
. BIMHU rpyObIe el momoru
HaMEpPEHHOU TBE 5 6
MOUUKAITAN JTAHHBIX OLIMOKaMH | OLIMOKHU UCIIOJIb30Ba
U YTpaThl CIyXeOHOU b
uHpopmaru
BJIAJICTh:
BIIaJIeeT
BPEMEHHBIMU OT/ICITLHBIM
COBpEME BIIa/IeeT A HE BIajeeT
o0mmMMH  crocoOamu | BIageeT B U
OT/ICITbHBIM 0e3
obecrieyeHust COBEPIIICHC HaBBIKAMU
. u MIOCTOPOHHE
MH(pOPMALTIOHHON TBE c .
HaBBIKAMHU i moMonm
0e30MmacHOCTH aBblia Heso9YeTaM oMot
u

OHGHKa «OTJIMYHO» BBICTABJIACTCA 34 BJIaACHHC B TTOJTHOM MCPC MOHSITUHHBIM

anmnapaToM JAUCHMIUIMHBI « OCHOBBI MH(POPMAIMOHHOW 0€30MaCHOCTHY, CIIOCOOHOCTh
WUTIOCTPUPOBATh OTBET MpUMEpaMH, (pakTamH, JAHHBIMU HAyYHBIX HCCJIEIOBaHUM,
OPUMEHATh TEOPETHUUECKHUE 3HAHUS JJIS PELICHUS TUIIOBBIX 33Ja4 M MPaKTUYECKUX
3aJjaHuil 0oJiee BBICOKOTO YPOBHS CIIOKHOCTH.

OneHKa «XOpOLIO» BBHICTABIAETCS 3a BIAJCHUE MOHATHIHBIM ammapaToM
croco0eH

«OCHOBBI 0e30IMacHOCTHY,

HIUIFIOCTPpUPOBATh OTBCT IIPUMCEpPAMU, (baKTaMI/I, IMPUMECHATh TCOPCTHYCCKHUEC 3HAHUA

JUCHUTUTUHBI uH(pOpMaIIMOHHAS
IPU PEIICeHUH TUIOBBIX 3a/1ay, JOMYCKAeT HE3HAUUTEIbHbIE OMIMUOKHU MPHU PEIICHUU
IPAKTUUECKUX 3aJJaHui 6oJiee BBICOKOTO YPOBHSI CIIOKHOCTH.

«YAOBJIETBOPUTEIbHO»

OHCHKa BBICTABJIICTCA 3a YaCTHYHOC BJIaACHHC

TEOPETUYECKUMU «OcHoBBbl  mH(pOpPMaITMOHHAS

6e3omacHOCTHY, (PparMEHTAPHYIO CIIOCOOHOCTh WILTFOCTPUPOBATH OTBET MIPUMEPAMH,

OCHOBaMH JUCHUITITMHBI

dakTamu, B psAle CIy4yaeB 3aTPyAHSIETCS MPUMEHSITh TEOPETUUYECKUE 3HAHUS MpU

pEelIeHUN TUIIOBBIX 3aJlad, HE BCEr/a CIOCOOEH pELIUTh MPAKTUYECKUE 3aJaHus

0o0J1ee BBICOKOTO YPOBHS CII0KHOCTH.

OreHKa «Hey10BJIeTBOPUTEIbLHO» BHICTABIISIETCS 32 HE COOTBETCTBUE JTHOOBIM
u3 nokazateneid.  OOydaromuicss  JI€MOHCTPHUPYET

TpEM MECPCUNCIICHHBIX



OTPBIBOYHBIE, ()parMeHTapHbIE 3HAHMS, JOMYCKAET IpyOble OIIMOKK MPHU pEHICHUU

THUIIOBBIX PACUYCTHBIX 34144 00 HE UMEET MMpcaACTAaBJICHUSA O crocode ux PCIICHUA.

3. IlepeyeHb O1LIEHOUYHBIX CPEICTB
Kpatkas xapakTepHUCTHKa OLIEHOYHBIX CPEACTB, UCIOJIb3YEMbBIX MPU TEKYIIEM
KOHTPOJIE YCIIEBAEMOCTH M IIPOMEXYTOYHOM arrecTauu OO0y4aromierocss Io

JUACILUILUIAHE:
Haumenosanue Onucanue
OLICHOYHOT'O Kpatkas xapakTeprcTiKa OLIEHOYHOTO CPEeICTBA OLICHOYHOT'O
CpelcTBa CpelicTBa
KoncnekrupoBanue | Kparkoe TeKCTOBOE MpecTaBlIeHUE epepadoTaHHON [lepeuens paznenon
y4eOHOTo HHPOPMAITH
Marepuaa
[lepeuens 3ananuii u
Or4er o Brmonuenue JIa60paT£)pH0171 pa69TLI, 00paboTka BOITPOCOB IS
. pE3yNbTaTOB MCIIBITAHUM, HW3MEPEHHH, OSKCIEepPUMEHTA. 3aIUTHI
JabopaTopHOi . .
pacore (OJIP) OdopmiieHne 0TYeTa, 3aluTa pe3yabTaToB JJAO0PATOPHOM nabopaTopHOI
PaboTHI MO OTYETY paboTBI, IepeveHb
TpeOOBaHMIA K OTYETY
CpencrBo KOHTpOJISI, OPraHW30BAaHHOE KaK CIeraIbHast
CoGecenopanme Oecena nperioziasatess ¢ 06y‘laI-OI{II/IMC$[ Ha TEMbI, CBS- Bompocs! o
(C6c) 3AHHBIC C H3y1aeMOH IMCLMIIINHOM, 1 PAcCUNTAHHOE Ha paznenam
BBIICHEHHE 00beMa 3HaHWN OOYYarolIerocs Mo omnpese- JMCIATUTAHBI
JICHHOMY pa3JIeny, TeMe, MpoOJieMe  T.I1.
Cucrema cTaHIapTU3UPOBAHHBIX 3aaHUIA, TO3BOJISIOMIAL
Tecr (Tecr) ABTOMATU3UpPOBaTh  MPOLEAYPY H3MEPEHHS]  YPOBHS Kowmuiexr TECTOBBIX
3HaHUH U YMEHHUI 00yJaromierocs A
4. IlepeyeHb KOHTPOJBHBIX 3aJlaHUil WJIH HHbIE MAaTepHAJbI,

HeoOXoaMMbIe JIf ONEHKH 3HAHWI, YMEHHMH M HABBIKOB, XapaKTePH3YHIIHX
Tanbl GopMUPOBAHHUS KOMIETEHIUH B Mpoliecce 0CBOEHHUA TUCIMIINHBI
Ipumepnulii nepewenv 6onpocos 0is cobecedo8anus
1. Chopmympyiite monstue nHGpopmarmonHoi 6ezonacuoctu C.
2. OOBsICHUTE TOHSTHS IIEIOCTHOCTH, KOH(MHICHIMAIBHOCTH M JOCTYITHOCTH

uH(pOPMAITUH.

3. VYkaxure OTIMYMS CAaHKIMOHUPOBAHHOIO JOCTyNa K HH(pOpMalUd OT
HECAHKLIMOHUPOBAHHOTO.
4. Ilepeuncnure OCHOBHBIE TPU3HAKK KIACCU(UKAMK BO3MOXKHBIX YIpo3

oe3onacuoctu MC

5. JlaWiTe KpaTKyl0 XapaKTEpPUCTUKY YIpo3bl O€30MacHOCTH, O00O03HAYaeMOoM
TEPMUHOM TPOSTHCKUI KOHbY.

6. JlaliTe KpaTKyl0 XapaKTEpUCTHKy Yyrpo3 Oe30MacHOCTH,

TEPMUHAMU «BUPYC» H «UEPBBY.
7. HazoBute 1 oxapakTepu3yiite Haubosee pacrpoCTpaHEHHBIE BUBI CETEBBIX.

8. Onuumre araky

«HYCJIOBCK-B-CCPCANHC.

3 PexkTUBHO OOPOTHCS C aTaKaMH TAKOT'O THIa?

0003HAYaEMBIX

Kakue cpencrBa MO3BOISIIOT




9. Onummre araKy TUNa «OTKa3 B OOCIY>KUBAHUI» W PACHPENEIICHHYIO aTaKy
«OTKa3 B O0CITYKUBAaHUI.

10. Omummre ocoOeHHOCTH (ummHra U  (papMuHra. YKaxdTe Mepbl
MPOTUBOJICHCTBUS 3TUM aTaKaM.

11. KakoBbl MCTOYHMKM HapyIIEHU 0€30MaCHOCTH MPOBOAHBIX KOPIIOPATHUBHBIX
cerein?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTHU M YTPO3bl OECIPOBOAHBIX CETEH.

13. OObsCHHUTE IOHATHE KIOJUTHUKA OE30MAaCHOCTH OPraHU3aIN.

14. Kakue paznenbl JobKHA COJEPKaTh TOKYMEHTAIBHO O(pOpMIICHHAS TTOJTMTHKA
0e3omacHOCTH?

15. Kakuie mpobneMbl perraeT BepXHUM YPOBEHb MOIUTUKN 0€30MacHOCTH?

16. Kakue 3amauu pemniaer cpeiHUiA YpOBEHb MOJIUTUKHA O€3011aCHOCTH?

17. KakoBbl OCOOEHHOCTH HMYKHETO YPOBHSI ITOJUTUKU 0€3011acHOCTH?

18.  Chopmymupyiite  00S3aHHOCTM  PYKOBOJMUTENEH  MOApa3/eliCHUH,
aJIMUHHCTPATOPOB U TIOJIb30BATENECH NPY peasTu3aliy MOJIUTHKN O€30MTaCHOCTH.

19. Onuimre CTpyKTYpy MOJMTHKH O€30IaCHOCTH OpTraHU3aIlHH.

20. Yro npencTaBIisitoT co00i CreUaTM3UPOBAHHBIC MTOJIMTHUKH O€30MaCHOCTH?

21. llpuBemuTe HECKOJIBKO MPHUMEPOB  CIEUUAIM3UPOBAHHBIX  IOJUTHK
0€30I1aCHOCTH C OIMCAHNUEM UX OCOOEHHOCTEH.

22. YTo npencTaBIsitoT co00i Mpolieayphbl 6e30MacHOCTH?

23. IlpuBenuTe HECKOJBKO MPUMEPOB MPOIETyp OE30MaCHOCTH C OIMMCAHUEM HX
0COOEHHOCTEH.

24. Tllepeuncnante OCHOBHBIC OTambl pa3pabOTKH MOJIMTUKA OE€30MacHOCTH
OpraHHu3aluHu.

25. CdopmynupyiiTe T[1aBHYKO 3aJady CTaHAAPTOB  HHQPOPMAIIMOHHOM
0€30MacHOCTH € MO3WLMKA  TMPOU3BOJAUTENIEH M MOTpeOMTENneld  MPOIYKTOB
WH(POPMAITMOHHBIX TEXHOJOTWH, a TaKKe CIEIUAINCTOB MO0 CepTU(PHUKAIMU ITHX
IPOJTYKTOB.

26. HazoBuTe OCHOBHBIE MEXKIYHApOJIHBIE CTaHAAPTHl WHGOPMAIMOHHON
0€30I1aCHOCTH.

27. JlaiiTe KpaTKyl0 XapakTepHCTHKy MekayHapoanoro cranmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbI OCHOBHBIE OCOOCHHOCTH TepMaHCKOro ctanmapta BS| «PykoBoacTBoO
HO 3alUTe NHPOPMAIIMOHHBIX TEXHOJIOTUH /17151 0230BOI0 YPOBHS 3aIUIIIEHHOCTH?

29. OnuiuTe cofepykaHue M YKaKUTE 3HaYCHUE MexXTyHapoiHoro cranaapta 1SO
15408 «O0mme kpuTepun 0€30MacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHI.

30. Ilepeuucnure craHAapThl Ui OECHPOBOAHBIX CETEH M JalTe MX KPaTKYIo
XapaKTEPUCTUKY.

31. HazoBute crangapTsl HHGOPMAIIMOHHOM Oe301acHOCTH 11 THTepHeTa.

32. Uto takoe kpunrrorpadusi?

33. Jlaiite onpeieneHus CIEAYIONMX MOHATHI: KPUIITOTpaMMa, KPUITOAJITOPUTM,
KpUITOCUCTEMA

34. B 4eM COCTOMT KOpEHHOE pa3nyhe CHUMMETPUYHBIX M ACHMMETPUYHBIX
KPHUIITOCUCTEM?



35. Omummre [BE OCHOBHBIE TMPOLEAYpPHl, OCYILECTBIAEMBIE CHCTEMOM
ANIEKTPOHHOW LM(GPOBON MOMMUCHU Ui TMOITBEPXKICHHUSA MMOJIMHHOCTH IU(POBOro
JIOKYMEHTA.

36. KakuM 00pazomM KOMOMHHUPOBAHHBIA METO]T IIM(POBAHUS TTO3BOJISIET COYETATh
JIOCTOMHCTBA ACCUMETPUYHBIX U CHUMMETPUYHBIX KpHUnrocucteM? ONUIIUTE MPOTOKOI
peanu3aiyu KOMOMHUPOBAHHOTO METO 1A MIM(POBAHUSI.

37. Yrto Takoe BpemoHOCHas mporpamma? OxapakTepu3ylTe OCHOBHBIC THIIbI
BPEIOHOCHBIX MIPOTPAMM.

38. VKaxuTe CyIIECTBEHHBIC OTJIMYUS KOMIBIOTEPHBIX BHUPYCOB OT CETEBBIX
yepBell. Onuiiere OCHOBHbIE OCOOEHHOCTH TPOSTHCKUX MPOTrpamM.

39. OruimTe 1Ba OCHOBHBIX MOJX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX IIPOTPaMM.

40. Kak BbIMoONHSETCS CUTHATYpHBIM aHamm3? KakoBbI €ro JOCTOMHCTBA H
HEIOCTAaTKH?

41. Yto mpexacTaBisioT cOOOW MPOAKTHBHBIE METOJbI OOHapyskeHus? [laiite
XapaKTEPUCTHKH ABYX HAHOOJIEE OMYIISPHBIX MOJIXO/I0B.

42. Onummre MPUHIMI JEUCTBUSI, TOCTOMHCTBA M HEIOCTATKU 3BPUCTUYECKUX
aHaJIM3aTOPOB.

43. Onuimre MPUHIUN JIEHCTBUS, JOCTOMHCTBA M HEJOCTATKU TOBEICHUECKUX
OJIOKUPATOPOB.

44. Ha3oBUTE 1 OMUIIIUTE JONOJIHUTEILHBIE MOTYJIM aHTUBUPYCHBIX CPE/ICTB.

45. KakoBbl JOMONHUTENBHBIE MEpPhl W CpPEACTBA 3alIUTHl OT BPEIOHOCHBIX
IpOrpamMM, PACHIUPSIONIIE BOZMOXHOCTH aHTUBUPYCHBIX TIpOrpamMm?

46. OnummTe Mepbl U CPEJICTBA 3aIHUTHI OT CIIaMa.

47. KakoBbl OCOOCHHOCTH peaM3allii TOACHUCTEMBI 3allUThl KOPIOPATUBHOM
uH(pOpMAIIMHU OT BPEIOHOCHBIX IPOTPaMM B BUPYCOB?

48. KakoBbl Bo3MoskHOCTH cepuu TipoaykToB Kaspersky Open Space Security mis
3aIIUTHI KOPIIOPATUBHBIX CETEH OT COBPEMEHHBIX MHTEPHET-YTPO3?

Js rekymero kourpoJs TK1:
IIpoBepsiemast KoMIeTeHU S

KO)I 1 HAUMCHOBAHUE KOMIICTCHIITUHN KOI[ 1 HAUMCHOBAHUC MHAHUKATOPA

OIIK-1.2. Bnameer  HaBBIKAMH  NPUMEHEHUS
IUGPOBBIX  TEXHOJOTMH JUId  pelleHus  3aaay
MpOPECCHOHAIBHOW ~ JIEATETLHOCTH € YYETOM

OIIK-1. Crioco6eH moHuMaTh MPUHLIUITBI
PaboThI COBPEMEHHBIX MH()OPMAIIMOHHBIX
TEXHOJIOTUH 1 UCTIOJIL30BATh UX JUISl PELIEHHS

N OCHOBHBIX TpeboBaHui uHGOPMAIMOHHON
3ama4 npoheCCHOHATBHOMN eITeTHHOCTH
0e30macHOCTH
Tect
Bonpoc Bapuanmer omeema
Ckompko BBIJICTICHO

OCHOBHBIX  COCTaBJISIOIIUX
HAIIMOHAJFHBIX ~ MHTEPECOB
Poccniickoit ®enepauuu B
nHpopManoHHOM cdepe?.

oo |b~|Ww

AKTHUBHBII IepexBaT | 3aKJII0YaeTCs B YCTAHOBKE IOACIYIUIMBAIOLIEIO YCTPOWCTBA B
nH(popMaInMu 3TO TEPEeXBar, | anmaparypy CpeacTB 00padboTKu HHGOPMAITII




Bonpoc

Bapuanmbl omeenma

KOTOPBIN:

OCHOBaH Ha  (UKcauu  DIEKTPOMArHUTHBIX  W3IyYCHUH,
BO3ZHUKAIOMIMUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMITBIOTEPHOM
TEXHUKH U KOMMYHUKAIUN

OCYIICCTBIIACTCA MYTEM HMCIIOJIB30BAHUSA OINTHYECKOM TEXHUKH

HETIPaBOMEPHO UCTIONB3YeT TEXHOJIOTUYECKUE OTXO/IBI
MH(OPMAIIMOHHOTO MpoIecca
OCYIIECTBIICTCS c HOMOIIBIO HOKJIIOYECHUS K

TEJICKOMMYHHUKAITMOHHOMY 000PYJIOBAaHHIO KOMITBIOTEPA

OO0ecrieueHre HAMOHAIBLHOM

HaacKHas 3aluTa JIMIHOH U HMYHlCCTBCHHOﬁ 0e30macHOCTH

oOecrieyeHre HAay4YHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rOCy/IapcTBOM MHHHMYMa MAaTepHAJIbHBIX M JKOJOTHYECKHX
YCJIOBUM

0e301acHOCTH Ha
MpeojioicHue  KOH(PpoOHTAaMu B OOIIECTBE,  JIOCTHIXKEHUE
roCy/1apCTBEHHOM YpOBHE
onpenenseTcs  creiyiomed HAI[MOHAJILHOI'O COrJIacus
HeNbIo o0ecrieueHre MPU3HAHHBIX MEXIYHAPOJHBIM MPABOM HHTEPECOB
rpaxaan Poccuu, MpoKUBaIOMUX B 3apyOeKHBIX CTpaHaX
o0OecrieueHrne CYBEpPEHHTETa M TEPPUTOPHUAIBHON LEIOCTHOCTU
Poccun
YIPABISIONIUE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BbeKTaMHu
HEOOXOIMMO WMETh SIBHYIO W XOPOIIO OIPEACICHHYIO CUCTEMY
obOecreyeHns 6€30IaCHOCTU
B cranmapre «OpanxeBas | MHANBUIYAIbHBIC CYOBEKTHI JOJKHBI HICHTUDHUITPOBATHCS
KHUTa»  (QyHIAMEHTAIbHOE | BEIUMCIIMTENLHAS CHCTEMAa B CBOEM COCTaBE€ JOJDKHA HMETh
TpeboBaHue, KOTOPOE | armapaTHbIe/TIPOrpaMMHBIC MEXaHU3MBI, JIOITYCKAIOIITUE
OTHOCHUTCS K IpyNI€e | HE3aBUCUMYIO OIIEHKY Ha TMpeAMeT TOro, 4TO CHCTeMa
ITomoTueTHOCTD o0ecrieunBaeT BHITIOJTHEHHE W3JI0KCHHBIX TPEOOBAHHMIA
rapaHTUPOBAHHO  3AllMIICHHBIE MEXaHU3MBbI, peaTU3yIOIIne
MIEPEUNCIICHHBIE  TPeOOBaHUs, JIOJDKHBI  OBITH  MTOCTOSIHHO
3alIUIICHBl OT «B3JaMBIBAHUSA» W/WIM HECAHKIIMOHHUPOBAHHOTO
BHECEHHS U3MESHEHUH
MOJIy4eHHUsl  3aluiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HApYIICHHEM YCTAHOBJICHHBIX  IPABOBBIMHU
JOKYMEHTAMU WJIM COOCTBEHHHKOM, BIAJeNblleM HHPOpMAIIH
TIpaB WJIM TIPABIJI JTOCTYIIA K 3alTUIIIAeMOI HHPOpMAaIHH
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBIEHHBIX MPAaB W/WIH MPABUI
Ha W3MEHeHHWe WH(GOPMAIUU, TPUBOAAIIETO K HCKAKCHHIO,
Bamura WHGOpMAIKMK  OT | YHUUYTOXKEHHIO, KOMMPOBaHUIO, OJOKUMPOBAHUIO JOCTyHNa K
HECAHKI[MOHUPOBAHHOTO nHQOpPMAIMK, a TaKXke K yTpaTe, YHUYTOXKCHHIO WJIA COOFO
BO3JIENCTBUA 310 | QYHKIMOHMPOBAHUS HOCUTENS HH(OpPMAITUK
EeITEIbHOCTD MO | BO3ACUCTBUA  HA  3allUIIaeMyld  HHPOPMAIUIO  OIMKOOK
IPEIOTBPANICHHUO oJIb30Batess HHpopManuen, cO0s TEXHUYECKUX U IMPOTPAMMHBIX

cpencTB HHGOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJTHBIX SIBJICHHI

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHuUs 3aIIUIIaeMO
uHpOpPMAIIMM OT €€ paslJAllleHHs, HECAaHKIMOHUPOBAHHOTO
JOCTyTIa

HECaHKIMOHUPOBAHHOTO JIOBEACHUS 3alIMINAEMON HH(POPMAIIH
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MoTyvareseil HiHpopMaluu

3ammTa nHGOPMAIHH 3TO

rpoiiecc coopa, HaKOILICHUS, 00paboOTKH,  XpaHEHUS,
pacnpeselieHus U Toucka nH()OpMaIun




Bonpoc

Bapuanmbl omeenma

npeoOpa3oBanue  WHPOpPMALUU, B  pe3yibTaTe  KOTOPOTO
copepkaHue WHQPOPMAIMM  CTAHOBHUTCS  HETOHATHBIM IS
cyObeKTa, HE UMEIOUIET0 J10CTyna

MOJy4YeHHEe  CYOBEKTOM  BO3MOXHOCTHM  O3HAaKOMIJIGHHSI  C

nH(pOpManrei, B TOM YHCIIe TPU MOMOIIY TEXHHYECKUX CPEJCTB

COBOKYIHOCTb IMpPaBWJI, PErJIaMEHTUPYIOMINX MOPSAIOK U YCIOBUS
JocTyna cyobekTa K MH(QOpMallUY U €€ HOCUTEIISIM

NEeSATeNbHOCTh 10 TPEJOTBPAIICHUIO YTEYKH HH(POPMAIIUH,
HECAaHKIIMOHUPOBAHHBIX M HENPEAHAMEPEHHBIX BO3JCHCTBHIA Ha
Heé

[TaccuBHbIN repexsar
uHpOpMaLlUU 3TO IEepexBarT,
KOTOPBIN

3aKIII0YAeTCs B YCTAHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBA B
anmnapatypy cpeacTB 00padboTku nHhopManuu

OCHOBaH Ha  (uKcaluu  SJIEKTPOMArHUTHBIX  U3JIy4YECHUH,
BO3HUKAIOIIMUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMIIbIOTEPHOM
TEXHUKH U KOMMYHUKAIUN

HEIIPaBOMEPHO UCIIOJIb3YET
MH(OPMALIMOHHOTO TTpoliecca

TEXHOJIOTMYCCKHUEC OTXOJbI

OCYHICCTBJIACTCA MYTEM UCIIOJIB30BAHUS OINTHYECKOM TECXHUKHU

OCYILIECTBIISAETCS c IIOMOLIBIO MOAKJIFOYEHHUS K
TEJICKOMMYHHUKAITMOHHOMY 000PYJIOBAaHHIO KOMIThIOTEPA

O0ecrieyueHre HAMOHAIBLHOM

0€e30IacHOCTH Ha
roCyJapCTBEHHOM YpOBHE
ONpeAeNsieTcs  CIEIYIOIIEH
HENBI0

HAJCKHAS 3alTUTa JJUIHON ¥ MMYIIIECTBEHHOUN 0€3011acCHOCTH

o0OecrieueHre HayyHO OOOCHOBAaHHOTO U TapaHTHUPOBAHHOIO
rocyaapCcTBOM MHHHMYMa MATCPUAJIBHBIX W 3KOJOTMYCCKUX
YCJIOBUU

MpeooieHue  KOH(PpOHTAMu B OOIIECTBE, JIOCTHKEHUE
HAIIMOHAJIILHOT'O COTJIaCHsI
obecrieueHre  COIHMAIBHO-TIOJUTUYECKOH Y DKOHOMHYECKOU

CTaOUIIBHOCTH CTPAHBbI

o0ecrnieyeHre MPU3HAHHBIX MEXIYHApOJIHBIM IPaBOM HHTEPECOB
rpaxjad Poccun, npokuBaromux B 3apyOeKHBIX CTpaHax

K ucrouynukam 3amuinaeMoi
MH(pOpMaIlU OTHOCUTCS

QJICKTPHUYICCKUC TT0JIA

CBIpBbE

MAarouTHBIC I10JI1

OJICKTPOMArHMUTHBIC I10JIS

QJICMCHTAPHBIC YaCTUIIbI

aKyCTHYECKHE KOJIeOaHus

EcrecTBeHHBIE YIPO3BI
6e30macHOCTH  MH(OpMAIUH
BBI3BaHbBI

ACATCIIBHOCTBIO YCJIOBCKA

ommbOkamu mnpu npoektupoBanun ACOW, ee 371€eMEHTOB WM
pa3paboTKe IPOrpaMMHOT0 00eCTIeueHUS

BO3HCﬁCTBHHMH 00BEKTUBHBIX (bI/I3I/I‘-ICCKI/IX IponecCoOB HUJIH
CTUXWHHBIX IMPUPOJHBIX SIBHGHI/Iﬁ, HE3aBUCAIINX OT YCJIOBCKA

KOPBICTHBIMU YCTPECMJICHUSIMHU 3JIOYMBINIJICHHUKOB

olmnOKaMu Npu AEHCTBUSIX NEepcoHaIa

3amura wHQOpPMAIMH  OT
HETpeTHAMEPEHHOTO

BO3JCUCTBUSI 3TO
JIeTEILHOCTh 10

MOJIy4eHHUsl  3amuiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM ¢  HapyIIEHHEM YCTAaHOBJICHHBIX  IPaBOBBIMHU
JOKYMEHTAaMU WJIH COOCTBEHHHKOM, BIAJeNblleM HH()OpPMAIUH
MIpaB WM IPaBUJI JOCTYIA K 3alUIIaeMoil HHpopMaluu




Bonpoc

Bapuanmbl omeenma

MPEI0TBPALIECHUIO

BO3/ICHCTBUS C HAPYIICHHEM yCTAHOBJICHHBIX PaB /WU MPaBHII
Ha UW3MEHEHHWEe HWH(OpMalWU, MPUBOIAIIETO K HCKaKCHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHpOpMAIMK, a TaKKe K YyTpare, YHUYTOXKECHUIO WIH COOI0
(YHKIIMOHMPOBAHUS HOCUTENS] HH()OPMAIHH

BO3JICCTBUS  Ha  3alMIIaeMyr0  WHGOpPMAIMI0  OMHUOOK
moJib3oBaress nHpopMaluei, cO0s TEXHHUECKHUX U MPOTrPAMMHBIX
cpencTB HHPOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJIHBIX SIBICHHUI

HEKOHTPOJIHPYEMOTO pacnpocTpaHeHuUs 3aIIUIIaeMOi
uHpOpPMAIMM OT €€ pasMJIAlleHHus, HECAaHKINOHUPOBAHHOTO
JOCTYyIa

HCCAHKIIUOHUPOBAHHOI'O AJOBCACHUA 3amnmaeM0171 I/IH(l)OpMaL[I/II/I
A0 HCKOHTPOJIMPYCMOI'O KOJIMICCTBA Honyaneneﬁ I/IHCI)OpMaI_II/II/I

HNudopmanmonnbie

MponecChul 3TO

mporecc  cOopa,  HAaKOIUIEHWs,  0OpabOTKHM,  XpaHEHHS,
pacrpeieneHus ¥ orcka nHpopManuu

npeoOpa3oBanne  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
cojepkaHre  MHGOPMAIMUA  CTAHOBHUTCS  HEMOHSATHBIM IS
cyObeKkTa, He HIMEIOLIEro JIOCTYIa

MOJly4YeHHe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C
nHpOpManKeH, B TOM YHCIIe ITPH MOMOIIN TEXHHYECKUX CPEJICTB

COBOKYITHOCTb MPaBUJI, PETIAMEHTUPYIOLIUX MOPSIAOK U YCIOBHUS
J0CTyTa CyObeKTa K HH()OpMAIUU U €€ HOCUTEIISIM

NeSITeIbHOCTh IO MPEIOTBPALICHUIO YTEYKU HHMOpMAIIHH,
HCC&HKHI/IOHI/IpOBaHHI)IX nu HGHpC}IHaMepCHHBIX BOSHCﬁCTBHﬁ Ha
Heé

Aynuonepexsar

nepexBar

uH(pOpMallUu 3TO TEpexBar,

KOTOPBIN

3aKJIIOYaeTCs B YCTAaHOBKE IOJICIYIIMBAIOIIETO YCTpOICTBAa B
anmnaparypy cpeicTB 00paboTKu HH(popMauu

OCHOBaH Ha  (UKcaluu  DIEKTPOMArHUTHBIX  W3Iy4YEeHHUH,
BO3ZHUKAIOMIMUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMITbIOTEPHOM
TEXHUKHU U KOMMYHUKaIUN

HEIpPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKHE OTXOJIbI
MH(OPMAIMOHHOTO ITpolecca

OCYHICCTBIIACTCA MYTEM UCIIOJIB30BAHUS ONTUYECKON TEXHUKH

OCYILIECTBIIAETCH c ITOMOILIBIO MTOAKIIIOYEHUS K
TEJIEKOMMYHUKAIITMOHHOMY 000pYJIOBaHHIO KOMIIbIOTEPA

B cranpapre «OpanxeBas
KHUTa»  (yHIaMEHTAJIbHOE

TpeOoBaHueE,
OTHOCHUTCS K
I"apanTun

KOTOpO€e
rpymnrme

YIPABISIONINE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BEKTAMU

HE0OXOIMMO HMETh SIBHYIO U XOPOIIO OINPEACTICHHYI0 CHUCTEMY
obecrieueHus 0€30MMacHOCTH

WHAWBUAYAJIbHBIC CY6'BGKTBI JOJIZKHBI I/I}IGHTI/I(i)I/IHI/IpOBaTBCSI

BBIYMCIIUTENIBHAS CHUCTEMA B CBOEM COCTAaBE JOJDKHA HMETh
anmnapaTHble/TIpOrpaMMHbIE MEXaHU3MBl, JOMYCKAOIINE
HE3aBUCHUMYIO OLIEHKY Ha IIpeIMET TOro, 4ro CHCTEMa
o0OecrneurBaeT BHIIIOJHEHHE W3JI0)KEHHBIX TpeOOBaHMM

KOHTpOJbHasE WHGOpMAalUsi JODKHA XPAHUTHCA OTICIbHO H
3aIMINATBCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOW 3a 3TO
TPYIIIBI  MMENAach  BO3MOXHOCTb  OTCJIEXHBATh  JCHCTBUS,
BJIMAIOIIKE HA 0€30I1aCHOCTD

K HocutensMm 3ammiaemoit
nH(pOpMaIUi OTHOCHUTCSI

JIOOU

CBIPbE

YCPHOBUKH U OTXOAbI IPOU3BOJCTBA




Bonpoc Bapuanmer omeema
JIOKYMEHTBI
aKyCTHUYeCKHe KoneOaHus
JISATEIBbHOCTBIO YEIOBEKA
omuOkamu npu npoekrupoBanun ACOWU, ee 37I€MEHTOB WM
HckyccTBeHHBIE yrpo3sl | pa3paboTKe NPOrpaMMHOr0 00eceyeHHMsI

6e3omacHOCTH  MH(OpMAIUH
BBI3BAHBI

BO3JCHUCTBUSMH OOBEKTHUBHBIX (DU3NYECKUX TPOLECCOB MU
CTUXUUHBIX IPUPOJHBIX SIBJICHUH, HE3aBUCALINX OT YEJIOBEKA

KOPBICTHBIMHU YCTPCMJICHUSAMHU 3JIOYMBINIJICHHUKOB

omnOKaMu IpH HCﬁCTBHHX IICpCoHaJIa

3ammra wHQOpPMAUH  OT

pasriialicHuAa 9TO
JACATCIIBHOCTD 1o
npeaOTBPalICHHUIO

MONMYyYeHUs  3alMIaeMoil  MHGOpMAIMM  3aWHTEPECOBAHHBIM
CyObEKTOM C  HapyLIEHHEM YCTAHOBJIEHHBIX IPaBOBBIMHU
JOKYMEHTaMH HJIM COOCTBEHHUKOM, BIaJeNblieM HH(POpPMAaLUu
IIPaB WM OPaBUJI JOCTYNA K 3allUIIaeMoi HHPOpMaLuu

BO3/ICHCTBUS C HAPYIICHHEM yCTAaHOBJICHHBIX MpPaB M/MIIM MPABHI
Ha UW3MEHEHHWEe HWH(OpMAlMU, MPUBOIAIIETO K HCKaKCHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHpOpMAIMK, a TaKKe K yTpare, YHUYTOXKECHUIO HIH COOIO
(YHKIIMOHMPOBAHUS HOCUTENSI HH(OPMAITHH

BO3JCHCTBUS ~HAa  3alIMOIAEMyl0  WHGOPMAIMIO  OMHNOOK
noJib3oBaress uHpopmaluen, co0s TEXHUYECKUX U MPOTrPaMMHBIX
CpeICTB MHPOPMAIIMOHHBIX CUCTEM, A TAKXKE NPUPOIHBIX SIBICHUN

HEKOHTPOJIUPYEMOTO pacrpocTpaHeHus 3aIUIIAEMON
uHbOpMAIMM OT €€ pasMJalleHus, HECAaHKIMOHWPOBAHHOTO
JOCTYyIa;

HCCAHKIIUOHUPOBAHHOTO AOBCIACHUS 3an11/1u1aeM0171 I/IH(i)OpMaIII/II/I
A0 HCKOHTPOJMPYCMOI'O KOJIMICCTBA nonyaneneﬁ I/IHCI)OpMaI_[I/II/I

IIpocmorp  Mycopa  3TO

3aKJIIOYaeTCs B YCTAaHOBKE IOJICIYIIMBAIOIIETO YCTpOICTBAa B
anmnaparypy cpeicTB 00paboTku MH(opMau

OCHOBaH Ha  (UKcaluUW  DBJEKTPOMAarHUTHBIX  HU3JIyYEHHH,
BO3HHUKAIOMIUX MpU (HYHKIHOHUPOBAHUM CPEJICTB KOMIIbIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

nepexBar uHpopMaluuy,
KOTODI HEIIPaBOMEPHO UCIIOJIB3YET TEXHOJIOTMYECKUE OTXOJBI
p MH(OPMAIIMOHHOTO ITpoliecca

OCYIIECTBIISAETCS ITYTEM UCIIOJIb30BAaHUS ONTUYECKON TEXHUKHU
OCYILIECTBIAETCS c IIOMOILBIO MOJIKJIFOUEHUS K
TEJIEKOMMYHUKAIIMOHHOMY 000pYJIOBaHHIO KOMIIbIOTEPA
¢bu3nyeckoe pazpyluieHue CUCTEMbI YTEM B3pbIBa, MOKOTa U T.II.
nepexBar MOOOYHBIX 3JEKTPOMAarHUTHBIX, aKyCTHUECKUX U APYTUX
U3JIy4€HUN YCTPOMCTB U JIMHUM CBS3U

K ocHopHEy | I3MEHEHHE  PEXKIMOB paboThl  YCTPOMCTB WM MPOTpamm,
3abacToBKa, caboTax MepcoHaia, MOCTAHOBKA MOILTHBIX aKTHBHBIX

HEeNpeJHaMEPEHHBIM
IIOMEX M T.II.

HCKYCCTBEHHBIM yrpo3am —1 ”
YTEHHE OCTATOYHOW MH(OpMAIMU U3 ONEPATUBHOM MaMATU U C

ACOMU otHOCHTCSA pMan p

BHENTHUX 3alIOMUHAIONIUX YCTPONCTB

HEYMBIIIJICHHBIE JEHCTBUs, MNPUBOLAIIME K YaCTUYHOMY HIIU
IIOJITHOMY OTKa3y CHCTEMBl WJIM pPa3pyLICHUIO amnlapaTHBIX,
IPOrPaMMHBIX, HH()OPMAITMOHHBIX PECYPCOB CUCTEMBbI




Bonpoc

Bapuanmbl omeenma

3ammra uwHQOpPMAUH  OT
HECAaHKIIHOHUPOBAHHOTO
JOCTya 3TO JAEATEIbHOCTD

110 IpC€AOTBPAILLICHUIO

MONyYeHUs  3alMIaeModl HMHQOpMAIMM  3aWHTEPECOBAHHBIM
CyObEeKTOM €  HaApyUIEHHMEM YCTAHOBJCHHBIX  IPAaBOBBIMU
JOKYMEHTaMH WM COOCTBEHHUKOM, BIaJeiblieM HH(POpPMAaLUU
MIpaB WM IPaBUJI JOCTYIA K 3alUIIaeMoil HHpopMaluu

BO3/ICHCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MPaB W/WUIH MPABUI
Ha UW3MEHEHHWE WH(OpMAIMU, MPUBOIAIIEIO K HCKaKECHHIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHpOpMAIMK, a TaKKe K YyTpare, YHUYTOXKECHUIO HIH COOI0
(YHKIIMOHMPOBAHUS HOCUTENSI HH()OPMAIHH

BO3JICCTBUSl  Ha  3allMIIaeMyr0  HHGOpPMAIMI0O  OMHUOOK
moJib3oBaress nHpopMaluei, cO0si TEXHHUECKHUX U MPOTrPAMMHBIX
cpencTB HH(GOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJIHBIX SIBJICHHUI

HEKOHTPOJIUPYEMOTO pacrpocTpaHeHus 3aIUIIAEMON
uHbOpMAIMM OT €€ pasMJIalleHus, HECAaHKIMOHWPOBAHHOTO
JOCTyIa

HCCAHKIIUOHUPOBAHHOI'O OJOBCACHUA 3amnmaeM0ﬁ HH(i)OpMaIII/II/I
A0 HCKOHTPOJIMPYECMOI'O KOJIMICCTBA nonyaneneﬁ I/IHCI)OpMaI_[I/II/I

Joctyn k uHGOpMAIIH 3TO

mporecc  cOopa,  HAaKOIUIEHWs,  0OpaOOTKHM,  XpaHEHHS,
pacnpezeneHus ¥ oucka nHpopManuu

npeoOpa3oBanue  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
colepkaHue WH(POPMAIMM  CTAHOBHUTCS  HETOHATHBIM IS
cyObeKkTa, He HIMEIOLIEro JIOCTYIa

MOJy4YeHHEe  CYOBEKTOM  BO3MOXXHOCTM  O3HaKOMIJIGHHSI  C

nH(popMalyen, B TOM YHCIIe PU NOMOIIHM TEXHUYECKUX CPECTB

COBOKYIHOCTb IMPaBUJI, PErJaMEHTUPYIOMINX MOPSAIOK U YCIOBHUS
JOCTyTIa CYObeKTa K HH(POpPMAIUU U €€ HOCUTEIISIM

NEeSTeNbHOCTh 1O TPEJOTBPAIICHUIO YTEYKH HH(POpPMAIIUH,
HecaHKHI/IOHI/IpOBaHHI)IX n HereI[HaMepeHHBIX BO3)1€I\/'ICTBI/II\/'I Ha
Heé

AKTHBHBIN IepexBar

MaCCUBHBIN nepexsar

ayauonepexBar

BHUOCOIICPEXBAT

MIPOCMOTpP Mycopa

Ilepexsar, KOTOPBIN
3aKJIIOYAeTCs B YCTAHOBKE
MOJICTYIIMBAIOLIETO
YCTpPOMCTBA B amnmaparypy
CPEICTB 00paboTku
MH(OpMallMU Ha3bIBaeTCs

B MEXIYHapOJHOM
CTaH/IapTe «OpanxeBast
KHUTa» MHUHUMasbHast

3alUTa 3TO rpymnmna

mg|O|@ >

ITo xapakTepy BO3IEUCTBHUS
yAaJICHHbIE aTaKH JIETSATCS Ha

YCJIOBHBIC U 663yCJ’IOBHBI€

aTaku ¢ 0OpaTHOM CBsI3bI0 U 6€3 00paTHOM CBSI3U

BHYTPUCCTMCHTHBIC 1 MCKCCITMCHTHBIC

IIaCCUBHBIC U aKTHBHBIC

aTakH, KOTOPbIE MOTYT PEaTM30BbIBATHCS HA BCEX CEMH YPOBHSX —
(bU3MIecKoM, KaHAJIBHOM, CETEBOM, TPAHCIOPTHOM, CEaHCOBOM,
MIPEJICTABUTEIHLHOM U MPUKIIATHOM

CyOBexT JOCTyTa K
nHpopMaIuu 3To

¢u3MyUecKoe MO, WIM MaTepUAIbHBIH OOBEKT, B TOM YHCIIE
¢usnyeckoe Tmoie, B KOTOPBIX HMH(OpMAIUS HAXOIUT CBOE
0TOOpakeHHE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHHYECKHUX
penIeHui ¥ IpoLEecCoB




Bonpoc

Bapuanmbl omeenma

CyOBEKT, OCYIIECTBISIONUINIA TMOJIb30BaHHE HWH(pOpMaNMend U
PEATM3YIOIIUI TOJTHOMOYHSI PACIOPSDKEHUS] B MpeAeiax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHUKOM MH(POPMALIUU

CyOBEKT, TMONB3YIOMUKACA HWHPOPMALUEH, TOJYYCHHOM OT ee
COOCTBEHHUKA, BJAJENblla WA TOCPEAHHKA B COOTBETCTBHH C
YCTaHOBJICHHBIMU IIpaBaMH U MpaBUJIaMU JIOCTyNa K HHPOpMAIHH
a100 ¢ X HapyIICHUEM

CYOBEKT, B TIIOJIHOM O0BEME pEIN3YIOIUH MOIHOMOYUS
BJIQJICHUS, IIOJIb30BAaHMSA, pPACIOpsHKeHUs UHpoOpMmanuedl B
COOTBETCTBHUHM C 3aKOHOIATEIbHBIMUA aKTaMU

Y4aCTHHK HpaBOOTHOH_IeHI/Iﬁ B PIH(bOpMaI_[I/IOHHBIX IIponeccax

Ilepexsar, KOTOPBIN
OCYLIECTBIISIETCS yTeM
HCIIOJIB30BaHUS ONTHYCCKOM
TEXHHKH, HA3BIBACTCS

AKTHBHBIN I1I€pexXBaT

MaCCUBHBIN MepexXBaT

AyaInoInepexBaT

BHUACOIICPCXBAT,

IIPOCMOTP Mycopa

OoOecrieyeHne HAMOHAIBHOM

HAJC)KHAS 3alTUTa JUIHON ¥ MMYIIIECTBEHHOUN 0€3011acCHOCTH

obOecrieyeHue HAaY4YHO 00OCHOBAaHHOTO U rapaHTUupoOBaHHOI'O
rocyaapCcTBOM MHHHMYMa MATCPUAJIBHBIX W 3KOJOTMYCCKUX

0€30I1aCHOCT Ha  ypOBHE 9
YCIIOBUH
IPaXXIaHCKOTO o01mecTBa
.. | moBbImeHne PPEKTUBHOCTH 3AIUTHI KOHCTUTYIIHOHHOTO CTpOS,
ompezieNsieTcsl  CIenyrouen 9
HENBIO IPaBOIOPsIKA, OOPBHOBI C OPT. MPECTYITHOCTHIO U KOPPYIIHEH
npeojoieHne  KOH(poHTamuu B OOIIECTBE,  JOCTHIXKCHUE
HAI[MOHAJILHOTO COTJIACHsI
A
B MEXAYHAPOJHOM |~
CTaHJapTe «OpanxeBas C
KHUTa» MHIMBHAYaTbHAT 5
3alUTa 3TO TpyHna E
YCIJIOBHBIE U O€3yCIIOBHBIE
aTaky ¢ 00paTHOM CBsI3bI0 M 0€3 00paTHOM CBSI3U
[To wmemm  BO3MEHCTBHS | BHYTPHCETMEHTHBIC M MEKCETMEHTHEIC

YAQAJIICHHBIC aTaK! ACJIATCA Ha

IIaCCUBHBIC U aKTHBHBIC

aTaKu B 3aBUCUMOCTH OT HApYIICHHA KOH(I)I/II[eHI_[I/IaJ'IBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

IIepexBar, KOTOPBIM OCHOBaH
Ha ¢bukcauun
ANEKTPOMATHUTHBIX
M3JIYYEHUM, BO3HHKAIOIIUX
npu (G YHKITMOHUPOBAHHUH
CpeJlICTB KOMIBIOTEPHOM
TEXHUKA W KOMMYHMKAIUK
Ha3BIBACTCS

AKTHBHBIN IepexBar

[TaCCUBHBIN ITEpEXBaT

ayauonepexBaT

BUACOIIEPEXBAT

HIPOCMOTpP Mycopa

A
B MEKIYHapOTHOM |-
CTaH/IapTe «OpanxeBast C
KHUT2» MaHJaTHas 3alluTa
9TO rpymnna E
ITo YCIIOBUIO Hayaja | yCJIOBHbIE U 0€3yCIIOBHBIE

OCYIICCTBIICHUA BOSﬂCﬁCTBHH
YAQJIICHHBIC aTaK! ACJIATCS Ha

aTaku ¢ 0OpaTHOM CBA3BIO U 0€3 0OPATHOMN CBSI3U

BHYTPUCCTMCHTHBIC 1 MCKCCITMCHTHBIC




Bonpoc
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ITIaCCUBHBIC U aKTHUBHBIC

dTaKh B 3daBUCHMOCTH OT HApPYHICHUS KOH(bI/II[eHI_[I/IaJ'IBHOCTI/I,
HEJIOCTHOCTU U JOCTYITHOCTU

CoOcTBeHHHK HMH(pOpMaLIUU
3TO

¢du3nuecKkoe IUIO, WIM MaTEepPHAIbHBIA OOBEKT, B TOM YHCIIE
¢usznueckoe 1moJie, B KOTOPbIX HH(OpMAIMS HAXOAUT CBOE
O0TOOpaXCHHE B BIJIC CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX
penieHui 1 IpoLeccoB

CyOBEKT, OCYIIECTBISIOUINIA TMOJIb30BaHHE WH(pOpMaNMend U
PEATHM3YIOIIUI ITOJTHOMOYHSI PACIOPSHKEHUS B Ipeieiax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHKOM MH(OPMALIUU

CyOBEKT, TMONB3YIOMUKACA WHPOPMALUEH, TOJYYCHHOM OT ee
COOCTBEHHUKA, BJAJENblla WA TOCPEAHUKA B COOTBETCTBHH C
YCTaHOBJICHHBIMU IIpaBaMH U MpaBHJIaMU JIOCTyMa K HHPOpMAIHH
1100 ¢ X HApyIICHHEM

CyObeKT, B TIOJHOM O0bEeMEe pealnu3yIOMi [OJTHOMOYUS
BIIQJICHUs, TIOJIb30BaHMs, pacnopsykeHuss uHpopMauued B
COOTBETCTBHUU C 3aKOHOJATEIILHBIMU aKTaMU

YYaCTHHK MTPABOOTHOIICHUH B MH(POPMAITMOHHBIX MPOLECCAX

[Tepexsar, KOTOPBIi
OCYILIECTBIISIETCS C TIOMOILIBIO
MOJIKIIFOUEHUS K

TCIICKOMMYHHUKAIITUOHHOMY
O60py,I[OBaHI/II-O KOMIIBIOTCpa

AKTUBHBIN nepexpar

ITIACCUBHBIN IIEpeXBaT

AyaAUOoIIepexXBaT

MIPOCMOTP Mycopa

Ha3bIBACTCS BHJICOTIEpEXBAT
B MEXIYHapOJHOM ';‘
CTaHJapTe «OpanxeBast C
KHUTa» BepUpULUpOBaHHAS D
3amuTa 3T0 rpynmna E

[To wHammuuio  oOpaTHOM
CBA3HU c aTaKyeMbIM
00BEKTOM Yy/aJeHHbIE aTakH
JenATcs Ha

YCJIOBHBIC U 663yCJ’IOBHHe

aTaku ¢ 00paTHOM CBsI3bI0 U 06€3 00paTHOM CBSI3U

BHYTPUCECTMCHTHEBIC U MCKCCTMCHTHBIC

INaCCUBHBIC U AKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HApPYIICHHA KOH(l)I/II[eHIII/IaJ'II)HOCTI/I,
HEJIOCTHOCTU U JOCTYITHOCTU

JIuo, CaMOCTOSITEIbHO
CO3/1aBIlIEe nH(OPMAIIHIO
160 MOy YU BIIIEE Ha
OCHOBaHWM  3aKOHAa  WJH
JIOTOBOpa TIPaBO pa3peliaTrh
WIH OTPAaHUYUBATH JIOCTYH K

HUCTOYHUK MH(pOpMan

noTpeduTeIs NHPOPMALTUH

YHUYTOXKUTCIIb I/IH(i)OpMaLII/II/I

HOCUTENb MH(POpMALUU

HHbOPMALHH obnanarens MHPOpMALMU
OOs3atenbHOE A | 3nexTpoHHOE COOOMIIEHHE
BBITIOJIHEHUS] JIATIOM,

MONYYMBIIAM  JOCTYI K | PACTIPOCTpaHeHHe MHOpMAIH

ornpezeneHHol nHpopMaluuy,
TpeOOBaHUE HE TIepenaBaTh
TaKylo nHpopMaIuio
TPETHUM JIUIaM 0e3 COTJIacHsl
ee o0Jragaress ATo

npeaoCTaBJIICHUC I/IH(I)OpMa]_[I/II/I

KOH(UICHIINAILHOCTh HH(pOpPMAaLIUU

JOCTYN K nH(pOpMaLuu

JelicTBUsA, HaIpaBJIEHHbBIE HA

YHHUYTOXKEHHE WH(OpMAITUN
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HOIy4CHHUE MHPOPMALINH | pacnipocTpaneHne HHBOPMALIH
HEONPEEICHHBIM KpPYrom

npeaocTaBlicHre HHHOpMAIUU
JIALY 1581051 nepegayy
uHpopmanuu KOH(UIEHIINAIHHOCTh HH(pOpMAIUN
HEONPEAEIEHHOMY Kpyry
JIHLL 3T0 JOCTYN K nH(pOpMauu

coxpaHeHHe HHHOPMAITHH
Bo3moxHOCTB IOJIYYEHHUS | pacnpocTpaHeHne HHbopManuu
uHpopmanuu u ee | npexocraBieHne HHPOPMALTUH

HCIIOJIB30BaHHUA 3TO

KOHHUICHINATBHOCTh HHOpMaLIUU

JOCTYN K nH(GOpMauu

[Tpomecc COOOWICHHS. | o prsaIms
CyObEKTOM CBOEro HMEHH
MM HOMEpa, C  LEJbIO | gyrentnduxauus
HOJYYEeHUsT  OIpElesIEHHBIX
MOJIHOMOYMH (IIpaB J0CTyNa) | 00e3MHInBaHKe
Ha BBIIOJHEHUE HEKOTOPBIX
(pa3perieHHbIX emy) | ACTCpCOHANN3ANNA
JNeHcTBUH B CHUCTEMax C
OTPaHUYECHHBIM JOCTYIIOM MACHTH KAl
IIpouenypa MIPOBEPKH | aBTOpU3AIHS
COOTBETCTBUS  CYOBEKTA WM | (Gesmmunpanme
TOrO, 32 KOIO OH IIbITAaeTCs

JIeTIepCOHATH3AIIHs
ceOs BBIIATH, C IIOMOIIBIO
HEKOM yHUKanbHoii | YTeHTHnKaIyA
uH(GOpMaIuU UIeHTUUKALHS
ITpouecc, a Takxke pe3ysbTaT
npoiiecca mpoBepk | 00 OPH3AA
HEKOTOPHIX  00s3aTEeNbHBIX
TapaMeTpoB MOJIb30BaTeNs i, | WICHTHUKAIHMS
npu YCIEIHOCTH,
IpeoCTaBlIeHUE eMy | ayTeHTHUKALHS
ONpeAeNEHHBIX MTOTHOMOYHM
Ha BBINOJHEHUE HEKOTOPBIX | ofesmmunBanme
(pa3pemeHHbIX eMy)
ACHCTBANH B CHCTEMAX  C | \onoonammsans

OIpaHUYCHHBIM JOCTYIIOM

HecanknmonupoBaHHbIH
JOCTYN K HH(POPMAIUH 3TO

JocTyn K  wmHbOpMaluu, HE CBS3aHHBIA C  BBIIOJIHEHHEM
(YHKIMOHANBHBIX 003aHHOCTEH U HE 0()OPMIICHHBIH JOKYMEHTAILHO

pa60Ta Ha 9Y>KOM KOMIIBKOTCPE 0e3 pa3pcuiCHus €T0o BjIaJC]Ibllad

BXOJ Ha KOMITBIOTEP C MCITOJIE30BAHUEM JIAHHBIX APYTOro OJb530BaTCIIA

JOCTYyIl K  JIOKaJbHO-UH(pOPMAIIMOHHOW  CETH, CBS3aHHBIA ¢
BBITIOJTHEHHEM (DYHKITHOHAIBHBIX 0053aHHOCTEH

noctyn Kk CYB]] noj 3anpenieHHbIM UMEHEM 0JIb30BaTeNs

JokymeHTHpOBaHHas

uHpopMaIus, JIOCTYTI K
KOTOpPOH  OrpaHUYMBAECT B
COOTBETCTBHHU c

3aKOHaAeILCTBOM PD

nH(OPMAIIUs COCTABIISIONIAS TOCYIaPCTBEHHYIO TalHy

WHGPOPMAIIUS COCTABJISAIONIAsE KOMMEPUYECKYIO TalHY

HepCOHAIbHAS

KoH(}HIeHIHANbHas HHpOpMaLus

JAOKYMCHTHUPOBAHHAs I/IH(l)OpMaLII/ISI

UndopmanuonHas
0€30I1aCHOCTL 00ECIIEYHBAET. . .

OrokmpoBaHre NHHOPMAITIH

HCKaKeHHE NHPOPMAITUH

COXpaHHOCTh MH(OpMAIHH
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yTpaTty nHbOpMaIIH

IOAIENKY MH(pOpMAITIH

XunieHue HHPOPMaIIH — 3TO. ..

HCCAHKIIMOHNWPOBAHHOC KOIMMMPOBAHUC I/IH(bOpMaLII/II/I

yTparta naHdopMamu

O50KMpoBaHKe HHPOPMALMH

HCKaKeHHEe HHPOpMaIin

TIpo1aXka MHGOPMAITHH

Hoctyn k uapopmManum — 3T0:

00s13aTeIbHOE JUISl  BBITIOJIHGHUS JIMIOM, TOJYYHMBIIUM JOCTYI K
omnpeieicHHON uWHpopMaruu, TpeOOBaHHE HE IMepeaaBaTh TaKYHO
HH()OPMAITHIO TPETHUM JIMIIAM O€3 COTIacHs ee 00JIaIaTens

JeicTBus, HaInpaBJICHHbIE Ha HOJTy4eHHE
HEOINpPEAETIEHHBIM  KpyroM  JIMII nepenady
HEOIIPEETICHHOMY KpPYTY JIUI

nHpopMaruu

WIH HHPOpPMaIUH

JeHCTBUS, HAIIPABICHHBIC HA IMOJy4YCHHUE MHPOPMALUH ONpPEICICHHBIM
KpYT'OM JIUII WK Tiepesiady HHPOPMALIUH OTIpEeIeIEHHOMY KPYTY JIHIL

uHpoOpMalus, TepelaHHas WM TIOJIyYeHHas  I10JIb30BaTeiIeM
nH(OPMALMOHHO-TEJICKOMMYHHUKAIIMOHHOM CETH

BO3MOXXHOCTD ITOJTYYCHU S I/IH(I)OpMaLII/II/I 1 €€ NCII0JIb30BAHMA

OOecneuenue
WH(POPMAITMIOHHON
6e30MmacHoOCTH
obecrieueHue. ..

€CTh

HE3aBUCUMOCTH MH(OpMALIUH

W3MEHEHHUs] HHOopMaIuu

KONHMPOBaHUs HHPOpMALIUU

COXPAaHHOCTH WH(OPMAITHH

peoOpazoBaHus HHPpOpMAIUH

K kakoMy BHAy Mep 3alluThl
uHbopMauu OTHOCHTCSI
YTBEPKICHHAS IporpaMma
paboT B 00s1acTH OE30MaCHOCTH

MOJINTHKA 0€30I1aCHOCTHU BCPXHECTO YPOBHAI

MOJINTHKA 0€30I1aCHOCTHU CpCAHEIO YPOBHA

MOJINTUKA O€30MMAaCHOCTH HUYKHETO YPOBHS

IIPUHOWII MUHUMHU3AIUHU HpI/IBI/IJ'Iel"I/Iﬁ

3aluTa Nojiep KUBarolield HHQPacTPyKTYyphbl

I'apantus  TOro, 4ro npHu
XpaHeHUH 17031 nepenayde
nHpOpMaIUH HE OBLII0
MIPOU3BEJICHO
HECaHKIIHOHUPOBAHHBIX
WU3MEHEHUI

KOH(UICHIINATHHOCTb

OECJIOCTHOCTD

JIOCTYITHOCTh

AYTCHTUYHOCTb

aTneJTNPyeMOCTb

K ¢ynknusm nabopManmoHHO’
0e30MmacHOCTH OTHOCSTCS

BBIBJICHUC NCTOYHUKOB BHYTPCHHUX W BHCIIHUX YI'PO3

CTpaxoBaHHe HH(POPMAIIMOHHBIX PECYPCOB

3alTa rocyIapCTBEHHBIX HH(OPMAIIMOHHBIX PECYPCOB

MOJrOTOBKA  CIHCIHMAIUCTOB MO  00eCheueHU0 HH(OOPMAIMOHHOM
0€30I1aCHOCTHA

BCC OTBCTHI BEPHBI

K HallMOHAJIBHBIM HHTEpECaM
P® B nrdopmannonHoit chepe
OTHOCSITCS

peanu3aiys KOHCTUTYIIMOHHBIX MPaB Ha JIOCTYN K HH(MOpMaIuu

3anmTa nHGopManru, o0ecrednBaouel JINYHYI0 0e301acHOCTh

3alllUTa  HE3aBUCUMOCTH,  CYBEPEHHUTETa, TOCYJapCTBEHHOH U
TEPPUTOPUATIHLHON 11E€JIOCTHOCTU

ITOJIMTHYCCKAsA DKOHOMHUYCCKAaA U CoONraJIbHas1 CTaOMIILHOCTD

COXPAaHCHHUEC U O310POBJICHUN 0pr>1<a}0mei/'1 CpCabl

TapanTtus TOTO, qro | KOHQUIECHINATIBHOCTD
KOHKpETHas uHpopmanus | HEIOCTHOCTD
JOCTYITHA TOJIBKO TOMY KPYTY | JOCTYITHOCTH

JML,  JUIA KOTOPBIX  OHA | ayTeHTUYHOCTh
TpeAiHasHadqCHa aneJIMpyeMOCTh

COBOKYITHOCTh HOPM, TIPaBMII U
MIPaKTUYECKUX PEKOMEHIAITHH,

KOMIUIEKCHOE oOecrnieueHre HHGOPMAIIMOHHONW 0€301TaCHOCTH

oe3omacHocts AC
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permamMeHTupyommx  padorty
cpeacte  3ammtel  AC  oT
33JJaHHOTO0 MHOXECTBA  yrpo3
Oe3omacHOCTH

yrpo3a HH()pOpPMAIMOHHOW 0€30aCHOCTH

dTdKa Ha aBTOMAaTU3UPOBAHHYIO CUCTCMY

MOJINTHKA 0€30I1aCHOCTHU

Haubonee pacnpocTpaHeHHBIE

YI'PO3bl LEIOCTHOCTU

YI'PO3bI 3allUIICHHOCTH

YIPO3bl HH(OPMAIIMOHHON | YTPO3bl 0€301aCHOCTH
0€e30I1aCHOCTH YI'PO3BI JOCTYIHOCTH
yrpo3bl KOH(HICHIIHATbHOCTU
JleifcTere, TpeanmpuEIMaeMoe | KOMILUICKCHOE obecrieueHe HHOPMALMOHHON 6e30IacHoCT!
3JI0YMBIIUICHHUKOM,  KOTOpOe 6esomacHocth AC

3aKJIIOYaeTCsI B IIOUCKE U
HICIIONB30BaHUU TOM WM HHOU
YSI3BUMOCTH CUCTEMEI

yrpo3a HH(GOpPMAIMOHHOW 0€30MaCHOCTH

4TaKa Ha aBTOMATH3UPOBAHHYKO CUCTEMY

MOJIMTHKA O€30IIaCHOCTH

Cocrosnune 3AIUIICHHOCTH | uHPOPMAIMOHHAS 0€30TIACHOCTh
MHOTOHALMOHANBHOTO  HAPOJA | s i o
KaK HOCHTEJSI CyBEpeHHTETa U
€IMHCTBEHHOT'O ncToummKa | SAUMATA HHpopMain
BJIACTH HalMOHaJbHas 6€3011aCHOCTh
CBOMCTBO JTAHHBIX OBITh | KOH(UIAECHIMATLHOCTD
JOCTYITHBIMH US| 11e[J0CTHOCTD
CaHKIMOHHPOBAHHOT'O
.. | IOCTYIIHOCTb
MOJIb30BAHUSI B MPOU3BOJIBHBIN
MOMEHT BpeMeHH, Korga B | AYTCHTHIHOCTD
OOpalleHn: K HUM BOSHHKAaeT | , EITHPYEMOCTD
HEOOXOJMMOCTh
KOH(UIEHITNAIBHOCTD
[apanTns TOTO, MTO [ e IOCTHOCTD
HMCTOYHUKOM HHpOpMAITUH
JIOCTYITHOCTb
SBJISIETCS. HMMEHHO TO JIHIIO,
KOTOPOE 3asIBJICHO Kak ee apTop | &Y LCHTHIHOCTD
aIneJInpyeMoCTh
lapanTnss  TOro, 4dTO MNpPH | KOHPHUICHIIMAIHLHOCTb
HEOOXOJIMMOCTH MOXKHO OYZIET | 11e710CTHOCTE
JI0Ka3aTh, 4TO aBTOPOM | 11Ty IIHOCTS
COOOIICHUST SIBJISIETCSI MMEHHO
. AyTEHTUYHOCTh
TOT YEJIOBEK, KOTOPHIi 3asiBIICH
KaK €€ aBTOp U HU KTO JPYTOi alIeInpyeMoCTh

CootHecute HUHTEPECHI B
obnactu nHPOPMAITIOHHON
0e3omacHOCTH:

1. HauuoHanbHEIE HHTCPCChI

2. lHTepechl TMIHOCTH

3. MuTepeckl rocyaapcTaa

4. Unrepeckl obmiecTBa

1. cocrosaT B peamm3anun KOHCTUTYOHMOHHBIX IIpaB U CBO60)I, B
o0ecneUeHUN JIMYHOU 6630HaCHOCTI/I, B IHOBBINICHHMHN Ka4y€CTBa H
YPOBHA XWU3HU, B (i)I/ISI/I'—IeCKOM, AYXOBHOM W HHTCJUICKTYAJIbHOM
Pa3BUTHUH YCIIOBCKA U I'PAKJAAHUHA

2. o0ecrneYnBaOTCS HWHCTUTYTAMH TOCYJAAPCTBEHHOW BJIACTH,
OCYIIECTBISIONIMMU  CBOM  (PYHKIMHM, B TOM YHCIE BO
B3aUMOJICHCTBUM C ACHCTBYIOIMMHU Ha ocHOBe KoHcTutyiuu PO
1 3akoHo/aTenbcTBa PD 001IeCTBEHHBIMU OpraHU3AIISIMHI
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3. COCTOSAT B  HE3BIOJIEMOCTH KOHCTUTYIIHOHHOTO  CTpOS,
CYBEpEHHUTETA U TEPPUTOPHAIBHON 1EeIocTHOCTH Poccum, B
IMOJUTUYECKON, S9KOHOMUYECKON M COL[MAIbHOM CTaOMIBLHOCTH, B
0C3yCIIOBHOM  O0CCIEYCHHH 3aKOHHOCTH U TOJJICPKaHUHU
MPaBONOPAJIKA, B PA3BUTHUH PABHOIPABHO 'O U B3aUMOBBITOJIHOTO
MEXKTYHAPOJHOTO COTPYAHUYECTBA

4. coCTOST B YNPOYCHUH JIEMOKPATUM, B CO3JIaHUM IPABOBOTO,
COLIMAJILHOTO TOCYJapcTBa, B JOCTIKEHUH U MOAJAEPKAHUU
OOIIECTBEHHOTO COTJIacus, B JyXOBHOM 0OHOBiIeHUHU Poccun

CooTHecHTe OCHOBHBIE ITOHATHS
B o0nacth WHPOPMALMOHHON
0€e30MacHOCTH

1. ataka

2. ys3BuMOoCTh AC

3. yrpo3sa 6e3onacaoctu AC

4. 3amuIneHHas cucreMa

1. HekoTOpOE HEyIayHOE CBOWCTBO CHUCTEMBI, KOTOPOE MAEIAcT
BO3MO’KHBIM BO3HMKHOBEHHE U PEIN3ALUI0 YIPO3bl

2. cUCTeMa CO CpEICTBAMHU 3allWTHl, KOTOPHIE YCIENIHO |
3¢ (HEeKTUBHO MPOTUBOCTOST Yrpo3aM OE€30MacCHOCTH

3. Bo3MOXHBIE Bo3zmedcTBus Ha AC, KOTOpbIE MpSIMO WK
KOCBEHHO MOT'YT HaHECTH yuiepb ee 6€301aCHOCTH

4. nelicTBUe, TPEINPUHUMAEMOE 3J0YMBIIUIEHHUKOM, KOTOpOE
3aKJII0YaeTCd B IMOUCKE W MCOOJH30BAHMM TOW WIM WHOU
YSI3BUMOCTH CUCTEMBI

CooTHeCHUTE OCHOBHBIE BHIbI
yrpo3 st AC

1. yrpo3a HapymieHUs] KOHQHUICHIINATHBHOCTH

2. yrpo3a 0TKaza clyxk0

3. yrpo3a HapylIeHHsl IeTOCTHOCTH

1. mo0oe yMbIIIJIEHHOE U3MEHEHUEe MH(OpMAINK, XpaHsIeics B
BC win nepenaBaeMoii OT OJHON CUCTEMBI B IPYTYIO

2. BO3HUKAET BCSAKUHM pa3, KOIZIa B PE3yJbTaTe IPEIHAMEPEHHBIX
NEHCTBUM, NpeINpUHUMAEMbIX JPYTUM IIOJb30BaTENEM WM
37I0YMBIIIJICHHUKOM, OJIOKUPYETCs TOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3aKio4yaercs B TOM, 4TO MH(OpManus CTAaHOBUTCS M3BECTHOU
TOMY, KTO HE pacrojiaracT MOoJHOMOYUSIMH JIOCTYIa K HEMl

CooTHecuTe  KJIacCHU(PHKAIUIO
yrpo3 MO psiy NPU3HAKOB

. 1O ITPUPOJAC BOSHUKHOBCHUA

. IO HCIIOCPCACTBCHHOMY UCTOYHUKY

. TIo crerieHn Bo3aercTBua Ha AC

. TI0 c1oco0y goctyma K pecypcam AC

. IaCCUBHBIC 1 aKTUBHBIC

NP WN -

. HalpaBJIEHHbIE HA UCIOJIb30BaHUE MPSIMOTO CTaHAAPTHOTO MyTH
JOoCTya K pecypcaM M HampaBlIEHHbIE Ha HCIOJIb30BaHHE
CKPBITOT0 HECTAHIAPTHOTO AocTyna K pecypcam AC

3. €CTCCTBEHHBIC HIIH HNCKYCCTBCHHBIC

4. mpupoaHas ~ cpelna,  UEIOBEK,  CAaHKIIMOHUPOBAaHHBIE
IIPOTPaMMHBIE CPEJICTBA U HECAHKLIMOHUPOBAHHBIE IIPOIPAMMHBIE
CpeacTBa

Yro Takoe cepTrduKaus

MOATBEPKJIEHUE  COOTBETCTBUS  MPOAYKIMU WU YCIYT
yYCTaHOBJICHHBIM TPEeOOBAHMIM UM CTaHJapTaM

MOATBEPKIECHNUE COOTBETCTBUS MPOAYKIMH, HO HE YCIYT
YCTaHOBJICHHBIM TPeOOBAHUSAM WJIM CTaHAAPTAM
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IIOATBEPKICHUE COOTBETCTBUS YCIYr, HO HE MNPOLYKLUHU
YCTaHOBJICHHBIM TPEOOBAHUSAM WJIM CTaHAAPTAM

JOKYMEHT, TOATBEPKIAIOIIMI COOTBETCTBUE CPEJICTBA 3aIIUTHI
nHpopManuu TpeOOBaHUAM 110 0€30MMaCHOCTH H(DOpMAIUU
JOKYMEHT, TIOATBEPKIAIOIINIA COOTBETCTBUE CPEACTBA 3AIIUTHI
nHpopMauy TPeOOBAHMIM 0 XpPaHEHHUIO WH(OpMAIUU
JOKYMEHT, TIOATBEPKIAIOIINI COOTBETCTBHE CPEACTBA 3aIIUTHI
nHpopManuu TpeboBaHMIM 10 00paboTke nHpOopMaLUU

Uro Takoe cepTuduKar?

Kak Ha3bIBACTCS JIUTIO, 5
CAMOCTOSTCILHO cosmapiee | CYOPEKT NEPCOHATLHBIX TAHHBIX
HH()OPMAITHIO 60

MOTydMBIIGE HA OCHOBaHMHM | OTIEPATOP HH()OPMAILMOHHOH CHCTEMBI
3aKOHA WIM JIOTOBOpa TIPaBO
paspeuiatb WJIM OTIpaHUYMWBaATh Oﬁnaﬂa]‘en}, I/IH(bOpMaHI/II/I

JOCTYT K WHPOPMAIUH,

il SIEMOM 10 K -

OmpeAeasieMOd 0 KaKUM-ITHO0 cyGBeKT MHdopMALHH
MpU3HaKam?

Bomnpocsl k koMIuiekcHoMy 3axanuio TK1

1. Yro Takoe nnpopmaimonHast 0€30MacHOCTb?

2. Ilepeuncnute BaxKHEUIINE aCIEKThl MHPOPMAITMOHHOM 0€30MaCHOCTH.

3. [lepeuncnure ypoBHH 3aIUTH HH()OPMAIIHH.

4. Oxapakrepusyite yrpo3bl MH(GOPMAaLMOHHON O€30MacHOCTU: PACKPBITUS
[IEJIOCTHOCTH, OTKa3 B 00CITy)KBaHUHU.

5. O0bsicHUTE TPUYUHBI KOMIIBIOTEPHBIX MPECTYIICHUM.

6. OnuirTe OCHOBHBIE TEXHOJIOIMH KOMITBIOTEPHBIX MPECTYIIICHUM.

7. [lepeunciute Mephl 3aUTH THHOPMAIIMOHHON 0€30TacHOCTH.

8. Ilepeunciute Mepbl NMPEAOCTOPOKHOCTH NpU padOTe C IENIbI0 3allUThl
uHdopmaIuu.

9. OnumuTe OCHOBHBIC MEPHI 3alIUTH HOCUTENEH HH(OPMAIIUH.

10. Tlouemy moakIOYeHHE K TI00ANBbHON KOMIbIOTepHOUW cetn MHTepHeT
MpeACTaBIsAeT co00i yrpo3y aist UHGOPMaIlMOHHON 0€30MacHOCTH?

11. OnwummTe, Kak HCHOJIB30BAHUE SJIEKTPOHHOW TMOYTHI CO3/Ia€T YTPO3Y
uHpopmanmoHHo Oe3omacHocTu. Kakume Mepsl oOecreynBalOT Oe30mMacHoe
UCToIb30BaHue e-mail?

12. Kakue cymecTByIOT MEXAYHAPOIHbIE U POCCUIMCKHE CTaHIapThl B 00JaCTH
0€30MMacHOCTH KOMIBIOTEPHBIX CUCTEM M MH(POPMAIIMOHHBIX TEXHOJIOTH?

13. Kpurtepuu 6€301mMacHOCTH KOMITBIOTEPHBIX CUCTEM MUHHUCTEPCTBA 0OOPOHBI
CIIA (“OpanxkeBast KHUTA”).

14. PykoBonsmue 1okyMeHTsl ['ocTexkomuccuu Poccun.

15. MexnynapoaHsie cTaHAapThl HHGOpMAIMOHHON Oe3omacHocTr. CTaHgapT
ISO/IEC 15408 "O6mme xkputepuun". Omnucanue TpeOOBaHUM O€30IAaCHOCTH H
XapaKTEPUCTHUK yTPo3.

Jliisa Tekymero kourpoJs TK2:

[IpoBepsiemasi KOMIIETEHIIUS:

KO,Z[ 1 HAMMCHOBAHUEC KOMIICTCHII N KOI{ 1 HAUMCHOBAHUC MHIHUKATOPA

OIIK-1. CnocobeH NoHUMAaTh PUHLIUIIEI OIIK-1.2. Bpameer  HaBBIKAMH  NPUMEHEHUS




Kox u HauMeHOBaHHE KOMIIETEHITHH Ko u HanMeHOBaHME WHIUKATOPA

PabOTHI COBPEMEHHBIX HH(OPMAITMOHHBIX U(POBBIX  TEXHOJIOTHW JJsi  pelIeHUs  3aaad

TEXHOJIOTUI U MCIIOJIL30BaTh UX JUIS PELIeHHs | MPO(ecCHOHAIbHON ~ JEATENbHOCTH € yYETOM

3a71a4 po(heCcCHOHATBHON eATETbHOCTH OCHOBHBIX TpeOoBaHUI MH(POPMALIMOHHOM

6e30MacHOCTH
Tecr
Bonpoc Bapuanmer omeema

Kakoii o0muii ymep0d 10 | 4

JTAaHHBIM Wucturyra

KomnsrorepHoi 34

be3zonacHoctu HaHecnu | 54

KOMITBIOTCPHBIC BUPYCHL 3 | 7,4

nocineaHue S5 ner, (MIpI.

nomn. CIITA)? 94

Ilo INAaHHBIM JKypHaia | 500000

«Security Magazine», | 1000000

cpenHuii pasMep yimepba oT 1500000

KOMITBIOTEPHOTO

MolIeHHMuecTBa cocTasiser | 2000000

(momn. CHIA) 2500000
nporecc  cbopa,  HaKOIUICHHS,  OOpaOOTKH,  XpaHEHUs,
pacnpesiesieHus: U IoucKa nHGopMaluu
npeoOpa3oBanue  WHPOpMAIMK, B  pe3yibTare  KOTOPOTO
coliep’kaHue  MHQPOPMAIUU  CTAHOBUTCS  HEMOHSATHBIM  JIS
cyOBeKTa, He UMEIOIIEro JIOCTyIa

[Mudposanne wuHbOpMaIUU | TOTyYeHHE  CYOBEKTOM  BO3MOXKHOCTH  O3HAKOMIIGHUS  C

9TO

nH(popMalyen, B TOM YHCIe PU NOMOIIM TEXHUYECKUX CPECTB

COBOKYIHOCTb IMPaBUJI, PErJIAMEHTUPYIOUIUX MOPSIOK U YCIOBHS
JOCTYyTIa CYyObeKTa K MH(POPMAIUU U €€ HOCUTEIISIM

NEeSITeNbHOCTh 1O TPEJOTBPAIICHUIO YTEYKH HH(POpPMAIIUH,
HCC&HKHI/IOHI/IpOBaHHI)IX nu HGHpC}IHaMepCHHBIX BOSHCﬁCTBHﬁ Ha
Heé

ITo JaHHBIM I'maBHOrO | 2
UH(POPMALIMOHHOTO  IIEHTpPa 2,5
MBJI Poccun KoIM4eCTBO 3
KOMITIBIOTEPHBIX

MIPECTYIICHUH €XKEroTHO 3,9
yBeJIU4MBaeTcs B (paza) 4
ITo JAHHBIM I'maBHOTO | 6
UH(POPMALIMOHHOTO  IIeHTpa | 60
MBJI Poccumn exeroansiii | 160
pasmep MaTepHaJIbHOTO | 600
yimepda OT KOMIBIOTEPHBIX
IpeCTyIUIeHud  cocrasiseT | 1600
0K0JI0 (MJIH. pyOIieit)

[lo  ngameeiM  [nmaBaoro | 7
UH(POPMALIMOHHOTO  IIEHTpPA 17
MB/I Poccun cpegHui | '
yiepo, INPUYUHSIEMBIH | 2 7
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IIOTEPIIEBIIEMY oT 1
KOMITbIOTEPHOT'O
IPECTYIUIEHUS, paBeH (MJIH.
pyOIeit)

3,7

4,7

OcHoBHOE CpPEICTBO,
o0ecreunBaroIiee
KOH(UICHIINATEHOCTD
UHPOpPMAIIUK, TOCHUIAEMOMN
MO0  OTKPHITBIM  KaHajam
nepeaayd JaHHBIX, B TOM
YHCIIe, 10 CETH UHTEPHET

UICHTHDUKAIISL

ayTeHTH(UKAIIIS

ABTOpHU3alu

OKCIICPTHU3a

mudpoBaHue

Jns Oe3omacHOM Mepenavu
JTAHHBIX 1o KaHajaM
WHTEPHET UCIIOJIb3YETCS
TEXHOJIOTHS

WWW

dicom

vpn

ftp

xml

Komrmieke arrmapaTHbIX
u/nm IPOrPaMMHBIX
CPE/CTB, OCYILECTBIISIOLIHMA
KOHTPOJIb H  (PHIIBTPAIIHIO
CETEeBOTO Tpaduka B
COOTBETCTBUHU C 3aJaHHBIMH
NpaBUJIaMU U 3allUIIAFOIIHHA
KOMITBIOTEPHBIE ~ CETH  OT
HECAHKIIMOHUPOBAHHOTO
JIOCTyTIa

AHTHUBUPYC

3aMOK

Opanamay’p

Kpunrorpadus

OKCICPTHaA CUCTEMA

[Ipouenypa, mnposepsromias,
MMEET JM TMOJb30BaTellb C
MNpEaABABICHHBIM
UACHTU(PHUKATOPOM TMpPaBO Ha
JOCTYT K pecypcy 3To

UICHTH)UKAIIS

ayTeHTU(UKanus

cTpaTuuKanus

pEerucTpanus

aBTOPH3AIUS

COACPIKATDh I_[I/I(I)pbl u 6YKBBI, 3HAKU MPCIIMHAHUA U OBITH CIOKHBIM
JJId yraablBaHUA

COJIepKATh TOJIBKO IU(PEI

[Taponb MOJIb30BATENs | COEPIKATh TOJIBKO OYKBBI

JIOJIKEH MMETh SBHYIO MPUBS3KY K Biaieiblly (€ro UMs, JaTa pOKIACHHUS,
HOMep TenedoHa U T.11.)
OBITH MPOCTHIM M JIETKO 3allOMHHATHCS, Harmpumep «123», «111y,
«qwerty» 1 T.J.

[TmactukoBas KapToOYKa, | TokeH

coJieprkanias YU US| password

KpHnTorpaqlnquKHx -

BBIUMCJICHUM U BCTPOEHHYIO login

3alIUIICHHYI0 MaMATh JUIs
XpaHeHHs HHPOpPMaLIUU

cMapT-Kapra

YcrpoiicTBo JUISt
uacHTU()UKAITIH
MMOJIb30BaTEIICH,
IpeCTaBIIIoNIee coboi

TOKCH

aBTOHOMHBIN TOKEH
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MOOUIIBHOE  TIEPCOHAIBHOE
YCTPOKCTBO, HATIOMHHAIOIIUE
MaJICHBKHM  TEUIKEp, HE
MOJICOCIMHSCMbIC K
KOMIIBIOTEPY H  UMEIOIIUE
COOCTBEHHBIH UCTOYHUK
UTAHUS

USB-token

ycTpoiicTBo iButton

cMapT-KapTa

Hoctyn  mnonb3oBarenss K
UH(OPMAIIMOHHBIM pecypcam
KOMIIbIOTEpa © / WIH
JIOKAJbHOM BBIYHMCINTEIBHOM
CEeTU TPEANPUATUS JTOJLDKEH
paspeniaTbCs TOJIBKO MOCTE:

BKIIFOYCHHS KOMIIBIOTEpA

UICHTH(UKAIUY 10 JIOTUHY U MapOJTI0

3alpoca nNacinopTHbIX AaHHBIX

3arpoca 10MCHHOI'0O NMCHHA

3anpoca PO

oOecrieueHrs JIOBEPCHHON 3arpy3Kd KOMIIBIOTEpa M KOHTPOJIS
LIETIOCTHOCTHU (DaiJIOB B CHUCTEMax

DJEeKTPOHHBIC 3aMKH | CKaHUPOBAHHS OTIICYATKOB IAJIbIICB
peHa3HAYEeHbI JUIA ... IIPOBEPKH CKOPOCTHU U 3arpy3kHu (aisioB
o01Iero KOHTPOJIs
UACHTU(UKALIMH [10JIb30BATE
XpaHeHus 001bI0ro 00beMa KOH(pHUICHIMATBHON HH(OpMAIHN
3alIUThI IEPUMETPA KOPIOPATUBHOM CeTH
OneKTpoHHbIE 3aMKH > v
Ha/IKHOM ayTeHTU(UKAIMK U UJIEHTU(UKALIUKU 1T0JIb30BaTeNei
MpeAHA3HAYCHBI JJIS:
OJIOKMPOBAHUS KOMIBIOTEPA BO BPEMSI OTCYTCTBHUS IMOJIb30BATEIS
Ha paboueM MecTe
CHCTEMHOE TIPOTrpaMMHOE 00eCTIeUeHHE
His 3aIUThHI OT | IPUKJIAJIHOE IPOrpaMMHOE o0ecrieueHHe
3II0YMBIIIJICHHUKOB AQHTHBHUPYCHBIE MPOTPAMMBI

HCO6XO,I[I/IMO HCIIOJIb30BaTh

KOMIIbKOTCPHBIC UT'PBL

MY3BbIKY, BUJIEO(DUIbMBI

AnmnaparHble
JIOBEPEHHOM
«AKKOPI-AM/I3»
MPEJICTaBIISIIOT COOOM. . .

MOJTYJIH
3arpy3Ku

arrmapaTHbIi KOHTPOJIEP

SHeKTpOHHLIﬁ 3aMOK

CHCTEMa KOHTPOJIS

CETEBOM ajanrtep

KOIMPOBAJIBHBIN anmnapar

[Tpocreiimmm CIIocoooM
uAeHTU()UKAIIH B
KOMITBIOTEPHOU CUCTEME
ABIISIETCS BBOJ
UICHTU(PHUKATOPA

[10JIb30BaTENA, KOTOPBIN

HMCECT CJICAYIONICC HA3BAHUC

TOKECH

password

napoJib

login

cMapT-Kapra

YroObl moamucath cOOOIIEHNE
IEKTPOHHOMN IUQpOBOI
MOJIHCHIO, HCTIOJIB3YIOTCS

OTKpBITLIﬁ KJIFOY OTIIPABUTCIIA

OTKpBITBIfI KJIIFOY ITOJTYy4aTCIIsd

3aKpBITLIﬁ KJIFOY OTIIPABUTCIIA

SaKpBITBIﬁ KJIFOY ITOJTYy4aTCIIsd

KakoBa  mociienoBaTeIbHOCTH
IOAMHUCAHUS  COOOILIEHUH  C
noMorisro IIT?

BBIYHMCIIACTCA X3III, 3aTCM XIIII 3aI_HI/I(I)pOBBIBaCTC$I

cooOmieHue  3amu@pOBBIBACTCS,  IMOCIAE  YEro
XOIIHUPYETCS

pe3ynbTar

IpU TOJNKMCAHUN COOOIIEHHE 3alM(pPOBBIBACTCS, MPU MPOBEPKE
BBIYHCIISIETCSI XOUI
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BBIUUCIIICTCSI XOUI HCXOJHOTO COOOIIEHHUS, IIOCIE Yero OHO
3amu(poBbIBACTCS

B 4em 3akmrouaercss Takoe
CBOICTBO GbyHKIIIH
xamupoBanus H kak croikocTh
K KOJUTM3USM ITEPBOTO poaa?

s mo0oro xsma h 10mKHO OBITH MPAKTUYECKH HEBO3MOXKHO
BBIYMCIIMTH WM 1TOA00paTh Takoe X, 4To H(x) =h

JOJDKHO ~ OBITh NMPAKTHYECKH HEBO3MOXKHO BBIYHCIHTH  HIIU
nmogoOpate JIOOYI0 Mapy pasiudHbIX COOOMIEHWUH X W Yy Ui
kotopsix H(x) = H(y)

JUIMHA X5Ia JO0DKHA OBITh (PUKCHPOBAaHHOW HE3aBUCHMO OT
JUTUHBI BXOJHOTO COOOIICHHSI

Bupycel, He cBs3BIBarOIIUE
cBOM Kommu ¢ ¢ainamu, a
CO3JAIOIIME CBOM KONHHM Ha
JUCKax, HE U3MEHAA APYIHX
(haiinoB, Ha3BIBAIOTCS

KOMITAHBOH - BUPYCAMU

4yepBU

MMapa3uTHUICCKUC

MIPU3PAKU

CTEJIC-BUPYCHI

AHTHBHpYCHAs nporpamma
OpUHIMI ~ pa0oOThl, KOTOPOH
OCHOBaH Ha TIPOBEpKe (aiisos,
CEKTOPOB M CHCTEMHOH MaMsTH
W TMOWCKE B HUX HM3BECTHBIX U
HOBBIX BUPYCOB Ha3bIBACTCSI

PEBU30POM

HUMMYHHU3AaTOPOM

CKaHEepOM

JOKTOpa U (haru

VkazaTh HEJIOCTaTKH,
HMMEIOLMECS Y aAHTUBUPYCHOM
MIPOTpaMMBbl PEBU30P

HECTIOCOOHOCTh TIOWMaTh BUPYC B MOMEHT €ro IMOSIBICHHUS B
cUcCTeMe

HeOoJIbIIast CKOPOCTh TOUCKA BUPYCOB

HEBO3MOKHOCTb ONPEJICTUTh BUPYC B HOBBIX (haiiinax

BCC BApHWAHTHI BEPHLI

K JOCTOMHCTBAM TCXHHYCCKHX
CpeACTB 3alllUThI OTHOCATCA

peryJspHbIi KOHTPOJIb

CO3JaHUC KOMIIIICKCHBIX CUCTCM 3alllUThHI

CTENEHb CI0KHOCTH YCTPONCTBA

BCC BApHWAHTHI BEPHbI

OITACHEIE
(haiinoBbie
B xnaccudukanuio BUpycoB 1o | PE3HIACHTHBIC
croco0y 3apaXeHUs! BXOIST 3arpy304HbIe
(aiinoBo-3arpy30uHbIe
HEPE3UICHTHBIE
4EePBU
K Bupycam uzmenstonum cpeny | CTYACHUCCKHUE
0OUTaHUS OTHOCSTCA: nouMopHbIe
CIYTHUKH
Bupycs, He cssbBaroupe | KOMIAHBOH - BUDYCAMHU
cBoM Komuu C (aitiamu, a | UCPBH
CO3JAIOIIME CBOM KOIWU Ha | CTEJC - BUPYCHI
JUCKax, HE HU3SMCHAA JOpPYyrux MaKpOBHPYCHI
¢aiinos, Ha3bIBAIOTCA IPHU3PAKH
4epBU
K Bupycam He wusMmesstomum | CTCIC-BUPYChI
cpeny OOMTaHHsI OTHOCSATCS nonumMopdHbIe
CIYTHUKH

Hexotopoe
KOJIMYECTBO

CEKpETHOE
uHbOpMaIVH,

UICHTU(PUKATOP MOJIb30BATENs
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HW3BECTHOE TOJIBKO
MOJB30BATEII0 W MapOJIbHOM
CUCTEME, KOTOPOE MOXKET OBITh
3alIOMHEHO IOJIb30BaTEJIEM U

IMapoJib MOJIB30BATCIIA

YUCTHAaA 3alUCh IMOJIb30BaATCIIA

IPEIbBICHO ISt
IPOXOKACHHA IpOUCAYPEL | raponibHast cucTEMa
ayTeHTU(UKAINH — 3TO ...

KPHIITOJIOTUSI
UccnemoBanue  BO3MOXHOCTH | KpHIITOrpadus
pacmudpoBanus HH(GOPMALMK | KPUIITOAHAIN3
0e3 3HaHMS KII0UeH B3JIOM

HecaHKHI/IOHI/IpOBaHHBIﬁ JOCTYII

XpaHeHue  Mmapojiel  MOXKET

OCYHICCTBJIATHCA

B BHJIE CBEPTOK

B OTKPBITOM BHUC

B 3aKPbITOM BU/IC

B 3a1IM()POBAHHOM BUJIE

BCC BApHUAHTBI OTBCTA BCPHBI

CooTHecuTe OCHOBHBIE METOJIBI
IIOJIYYEHUSI TapoJIeit

1. MeTox ToTaLHOTO TIepedopa

2. CJIOBApHas aTaka

3. TmoilydyeHHWe TMapojied M3 CcaMOi CHCTeMBbl Ha OCHOBE
IIPOrpaMMHOM U anmnapaTHOM peaan3alii KOHKPETHON CHCTEMbI

4. npoBepka mapoJiel, yCTaHaBIMBAaEMBIX B CUCTEMax IO
YMOJIYaHUIO

1. nns mepebopa HMCHONB3YyeTCS CIIOBAph HambOOJee BEPOSTHBIX
KJIFOUEH

2. [ByMS BO3MOXHOCTSMH BBISICHEHUS TMapoisl SBISIOTCS:
HECAaHKIIMOHUPOBAHHBIA JIOCTYI K HOCHTEIIO, COJEpKaleMy
MapoJu, TM00 MCTOIh30BAHKE YSI3BUMOCTEH

3. onpoOBIBAIOTCS BCE KIIFOUM ITOCIIEI0BATENBLHO, OJIUH 33 APYTUM

4. maponb, YCTaHOBJEHHBIH  (QUPMON-Pa3pabOTUUKOM IO
YMOJTYaHHUIO, OCTAETCs] OCHOBHBIM ITAPOJIEM B CUCTEME

1. BHEIIHA 3aluTa

2. ONO3HABaHUE

3. BHYTPEHH:IS 3aIl1Ta

1. 3ammuTa OT BO3IEWUCTBHUS JECTAOUIU3HPYIOMIUX (AKTOPOB,

CootHecuTe (yHKIHH, | TPOSBISIIOIIMXCS HEMOCPEACTBEHHO B  CPEICcTBaX 00paboOTKH
BBITIOJIHAEMbIE ~ TEXHMYECKMMH | HHGOPMAITUH
CpeACTBAMH 3AIUTHI 2. 3ammTa OT BO3IEHCTBHSA JECTAOWIM3HPYIONMX (PaKTOPOB,
HPOSIBISIFOIINXCsI 3@ Tpe/ieiaMu OCHOBHBIX cpencts ACO]]
3. cnenuduueckas TpyIma CpeACTB, INPeAHA3HAYECHHBIX LIS
OMO3HABAHUs  JIOJACH 1O  PA3NUYHBIM  WHIUBUIYaTbHBIM
XapaKTEPUCTHKAM
cepTH(UKAT KITF0YA MOAIMKCH, OTHOCSIIUICS K 9TOM 3JIEKTPOHHOMI
OneKTpoHHas uubpoBas | phpoBoii MOAMKUCH, He YTPATHI CHTy (AeiiCTBYyeT) Ha MOMEHT
[OAmACE B SNCKIPOHHOM | popepku MM HA MOMEHT IMO/ITACAHUSI 3JICKTPOHHOTO JIOKYMEHTa
AOKYMCHTC PABHOSHATHA |y pangpuum  JOKA3aTeNbCTB,  OMPEAENSIONUX — MOMEHT
COOCTBEHHOPYYHOH TMOJIKCH B
HO/IACAHHS
MIOKYMEHTE Ha  OyMaXHOM

HOCHTEJE MPHU OJHOBPEMEHHOM
coOITI0TIeHNT CIICTYIOTITUX
YCJIOBUH:

MOATBEPIK/ICHA TTOJIMHHOCTD AJICKTPOHHON ITU(POBOM MOIIUCH B
3JIEKTPOHHOM JIOKYMEHTE

ANEKTpOHHAs HU(POBasi MOJMUCH UCIOIb3YEeTCI B COOTBETCTBHUHU
CO CBEJICHUSIMU, YKa3aHHBIMH B cepTHU(UKATE KITI0YA MOANMKUCH
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BCPHBI BCC BApHUAHTHI

Cosznanue KJIrouei
3JIEKTPOHHBIX UG POBBIX
MOJITUCEH OCYIECTRBISICTCS IS
HCIIOIB30BaHUs B

MH(OPMALIMOHHON CHCTEME OOIIEro MOJIb30BaHMS €€ YYaCTHUKOM
WM 110 €r0 0OpaleHHIO YAOCTOBEPSIOIIUM IEHTPOM

KOPIIOpAaTUBHON  MH(OPMAIIMOHHOH  cUCTeME B
YCTaHOBJICHHOM B 3TOU CUCTEME

MOpsIZIKE,

BEpHbI 002 BapUAHTHI

3HAa4YCHUCM HOHYCTHMOﬁ BEPOATHOCTHU HCI/ICHpaBHOCTeﬁ W1

cO0eB, TMPUBOAANMX K TMOJXYYCHHIO  3JIOYMBIIUICHHHKOM
JIOTIOTHUTEIBHON uHbopMauu 0 KpunTorpapuueckux
Yem ompenenseTcs ypOBEHb npeobpa3zoBaHusIX
HaJISKHOCTH IpUMEHSEMBIX | CIOKHOCThIO KOMOHMHALIMM CHMBOJIOB, BBIOPAHHBIX CIIy4alHBIM
KpHUITOrpadUueCKuX obOpa3om
npeoOpa3oBaHuil HCIIOJIb30BaHUEM OOJIBIIIOTO YMCIIA KITFOUCH N1 MG pOBaHUS
OTHOIICHHEM KOJIM4ecTBa JemudpoBaHHOW HMHPOpPMAIHUU K
o0mieMy KOJMYECTBY MIM(PPOBAHHOW WMH(MOPMALIMHU, MOJUIekKaIIen
JIemnppoOBaHHIO
mpoBaHue C 3aKPBITHIM KIIFOUOM
Kak UHaAYe HasbiBaercs | mMudpoBaHue MeTooM belitca

CUMMETPUYHOE MHUPPOBAHHUE

(P POBAHUE C OTKPBITHIM KIIIOUOM

IJ_II/I(i)pOBaHI/Ie C ICPEMCHHBIM KJIFOYOM

Kaxoit aIrOPUTM HE
UCIIOJIB3YETCS npu
CUMMETPUYHOM MIH(YPOBAHUN

MMOTOYHOE M (pOBaHHE

moOuTOBOE MHUDPOBAHUE

6s104uHO€E U(ppOBaHNE

anropuT™ k-1 amans

UYro siBRsieTCS MPEUMYIIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOpOCTh BBIIIOJHEHUs KPUNTOTpapuyeckux npeoOpa3oBaHuil

JIETKOCTh BHECEHUS! U3MEHEHUI B aJITOPUTM U (POBAHUS

CEKPETHBIN KJII0Y U3BECTEH TOJBKO IMOJydaTent0 HHPOpMAIUH U
TepBOHAYAIbHBIA 0OMEH He TpeOyeT nepeaadyn CeKPEeTHOro KITrJa

MpUMEHEHHEe B CHCTeMax ayTeHTU(UKAuuu (DJIIEKTPOHHAS
TIO/ITIHCH)
Kak Ha3bIBACTCS
«ucropuueckuit»  mudp, B up Mapkoa
KOTOPOM Kaxast OykBa
MCXOJTHOTO TEKCTa 3aMEHSNACh | mychp [lesaps
OyKBOH, CTOAIIEH Ha HEKOTOpPOE
(UKCHpOBaHHOE YHCIO MECT
Janpiie B andaBuTe, O mgp SHurma
NpPUMEHEHUT KOTOpPOTO
UMEIOTCS JIOKYMEHTATIBHBIE | 111y Bay6umka
CBHUJICTENBCTBA?
CAMMETPUYHBIE KPUTITOCUCTEMBI
KPUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM
. | KpUIITOCHUCTEMBI C TyOJIMPOBAHUEM 3AIIUTHI
Paznensr COBpPEMEHHOMU v v
. CUCTEMBI DJIEKTPOHHON IIM(PPOBOI MOANHUCH
Kpuntorpadpuu:
YIPaBICHUE MAPOISIMU
yIpaBJICHHUE NEPENavYeil JaHHbBIX
YIIPaBJIEHHUE KIIFOYAMHU
Ipolece, MOCPENCTBOM KOTOPOTO uAeHTUPUKAIIS

ABTOpU3alueil Ha3bIBaeTCs

MIPEATOIAarac Moy JIMYHOCTH IIPOBEPSIETCS HA OCHOBE JOKYMEHTA,
YIOCTOBEPSIOLLErO JUYHOCTh
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ayTeHTU(UKAUS OCHOBaHHAs HAa JBYX pa3HBIX  THMAx
HJIEHTU(DHUKAITUH.
4acTh MJCHTHUYHOCTH, KOTOpas OTPaKaeT OMpPEICICHHYIO

BPOXJIEHHYIO OCOOCHHOCTH JINYHOCTH, TO €CTh TO YTO CBSA3aHO C
KOHKPETHOU JIMYHOCTHIO

[Iponecc, koTOpbIM MaeT (WU OTKIIOYAET) MpaBO JOCTyNa K
(ceTeBBIM) pecypcam

AyteHTuduKanmsa - 3TO
TPOoIIECC MIPOBEPKH
MPEoaraeMoi TMOATUHHOCTH
JINYHOCTH Ha OCHOBaHHH
KaKoro-JInbo  yAOCTOBEPECHUSI
JIUYHOCTH, KOTOPOE  MOXKET
OBITh

YTO-TO, YTO BBI 3HACTC

4YTO0-TO, YTO Y BacC €CThb

TO, YEM BHI ABJIACTECH

JBOIHOM 3a1IMTOI HA3bIBAETCS

ayTeHTU(UKAIHS HA OCHOBE JIBYX HJICHTU(DUKATOPOB.

ayTeHTHU(UKAIMs  OCHOBaHAa HA  JBYX  pa3HBIX
WICHTH()UKAITIH

TUIIaX

ayreHTU(UKAlUg, OCHOBaHHAs Ha JBYX WM Ooyiee pa3iM4HbIX
TUTIAX UICHTH()UKAITIT

IlepeuncnuTte Ba’KHBIC YUETHBIE

YUCTHBIC 3allMCHU UISA BXOJd B 0aHK

YUETHBIC 3aIlMCH, COJEepXKaIlHe KOH(DUICHIMAIBHYIO JIMYHYIO
nH(pOpMaIHIO

3alUCl  JJISL  II0JIb30BaTelsd »
aapeca dDJIEKTPOHHOM MOYTHI, HA KOTOpPBIE BBl MOJXKETE 3aKa3aTh
Nurepuera, rie HY>XHO
HANIOMHHAHUS NIAPOJIs TS IPYTUX BeO-cpen
HUCIIOIb30BaTh JIBYX3TaITHYIO —
ayTeHTHUKALHIO? YUYETHBIE 3alIUCH COLMAIBHBIX CETEN
YYETHBIC 3alUCH CIY)XO C TTOMOIIBIO KOTOPBIX BXOAST B JPyrue
Be0-CITykKOBI
ACUMMETPUYHBIMU AJITOPUTMAMHU MU DPOBAHUS
Anroputmel  mmdpoBaHHA  C
CUMMETPUYHBIMU AJITOPUTMAMH MIU(DPOBAHUS
OTKPBITHIM KII0YOM To- dposamms
HOCT HHUMHU aJITOPUTMaMH 11U
JIPYTOMY Ha3BIBAIOTCS OZHOCTOPO — anrop a p
MMOMEX0YCTOMUMBBIMH alITOPUTMAMHU TN POBAHUS
ITOPUTMaMH MU(POBAHUS C OTKPHITHIM KIIFOUOM
ACUMMETpUYHBIE  AITOPUTMEI
CUMMETPUYHBIMU AJITOPUTMAMU MTU(POBAHUS
muQpoBaHU [O-JIPYyTroMy b
HABBIBAIOTCS OI[HOCTOpOHIjI/IMI/I alropuTMaMHy MU (PpPOBaHUS
MTOMEXO0YCTONYMBBIMH AJITOPUTMAMHU MU (DPOBaAHUS
MaremaTnueckas hyHKIWHS,

KOTOPYIHO OTHOCHUTECIILHO JIETKO
BbIYUCINTb, HO TPYAHO HalTH

Kpunrorpaguueckoi GpyHKIHeH

OJIHOCTOPOHHEHN QyHKIMEN

o 3HAYCHHIO GbyHKIIIN

cootBercTBylomee  3Hauenne | pynxuuer Juddu-Xemmana
apryMeHra,  Has3bIBaeTcs B o

KprrTOrpadHm dbyHkIMel Ditnepa
OnHOCTOpOHHUE (YHKIIUH, TO

eCTh bymKim, KOTOpBIE (hopMUpOBaHHUSI XEII-KOJIOB
OTHOCHUTEIIEHO JIETKO

BBIYUCIUTh, HO MPAKTHYCCKH wu(ppoBaHust COOONIIEHUH
HEBO3MOXXHO HalTH 1o

SHa4YCHUIO ¢yskuny | hopmupoBanus HU(POBOIL IOAIUCH
COOTBETCTBYIOIIEE  3HAYCHUE

apryMeHTa, MOXHO

HCII0JIb30BAaTh IJIsA

KOHTPOJISl M UCIIPABJICHUs OLIMOOK MpH meperadye HHPOopMaLuu




Bonpoc
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Yro sBusgercss 0COOEHHOCTHIO
CHCTEM mUQppOBaHUS c
OTKPBITHIM KJIFOYOM o
CPaBHEHUIO ¢ CHMMCTPUYHBIMHU
crucTeMaMH UG POBAHS?

BO3MOKHOCTh IIU(POBAaHHUS KaK TEKCTOBOH, TaKk M rpaduyeckoit
nHpopmauu

BBICOKAsi CKOPOCTh MPOLIECCOB MHU(poBaHus/pacumdppoBanus

HCIIO0JIb30BAHHUEC MAJIOTO KOJIMYCCTBA BHIYUCIIMTCIIbHBIX PECYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  IPEIBAapUTENIbHOM  Iepenadu
CEKPETHOI'0 KJII0Ya 110 HaIEKHOMY KaHaJly CBSI3U

Jns  peleHuss Kakux —3aja4
MOKHO MCTIOTB30BATh
ANTOPUTMBI  IMUQPOBAHUS  C
OTKPBITBIM KITIOUOM?

JJIA H_II/I(i)pOBaHI/ISI nepeaaBacMbIX U XpaHUMBIX JAaHHBIX B LECIIAX
HX 3alllUThl OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIA

s popmupoBaHus UGPOBON MOANUCH TOJ SIECKTPOHHBIMU
JIOKYMEHTaMU

JUI PACIIPENEICHUS] CEKPETHBIX KIIIOUEH, HCIOJIB3YEMBIX ITOTOM
py NM(POBAHUU TOKYMEHTOB CHMMETPUYHBIMH METOJaMH

TS MOMEX0YCTOWYHBOTO KOJMPOBAHUS nepeIaBaeMbIX
COOOIIeHUN

Yro sBISETCS  HEITOCTaTKOM
CUCTEMBI mmppoBaHus  C
OTKPBITBIM KJIIOYOM?

HU3Kasi CKOPOCTH MPOLIecCOB MuppoBaHUsS-pacinGpoBaHms

HEOOXOIUMOCTh OOHOBJICHHS KJIHOYa II0CAC Kaxaoro (akra
nepeaadn

OTCYTCTBHC HCO6XOI[I/IMOCTI/I HpeﬂBapHTeHLHOﬁ nepcaadun

CEKPETHOI0 KJIK4a 10 HaIEKHOMY KaHally

HE0OXOIMMOCTh TPEABAPUTENBHON Mepefaun CEeKPeTHOro KIIrda
110 HAJAEKHOMY KaHAITy

KJIHO4, KOTOpBIfI JOJIKCH XPAaHUTBCA B CCKPCTC

KITIF04, KOTOPBIH HEOOS3aTEIIbHO XPAaHUTh B CEKPETE

Uro  Ha3pIBalOT  3aKPBITHIM
KJIIOYOM B aCUMMETPHYHBIX | JFOOOM  KJIOY, HCHOJB3yeMBIH Ui IIM(QPOBAaHUS  WIH
MeTofax mudpoBanus? paciudpoBaHus
KJII04, KOTOPBII HCHOJIb3YeTCsl Il BIPAOOTKH MMUTOBCTABKH
KJIF0Y, KOTOPBIN JOJDKEH XPAHUTBCS B CEKPETE
Yro Ha3bIBAIOT OTKpPBITEIM | KJIHOY, KOTOpI;IfI HE 00s3aTeIbLHO XPaHUTh B CCKPETC
KJIIOYOM B aCUMMETPMYHBIX | JFOOOM  KJIOY, HCHOJBb3yeMBIHd Ui IMHU(POBaHUS  WIH
MeTofax mudpoBanus? paciudpoBaHus

KJII0Y, KOTOpBIfI HCIOJIB3YCTCA IJIA BBIpa60TKI/I HNMHUTOBCTAaBKH

Kak Ha3bIBAETCS KJIIOY,
UCIIOJIb3YEMBbIi B
ACUMMETPUYHBIX
KpUNTOrpaduuaecKux

ITOPUTMaX, KOTOPBIA MOXHO
HE XPaHWUTh B ceKpere?

3aKPBITHIN KIIFOY

OTKpBITLIﬁ KJIHOY

TallHBIA KIIIOY

SIBHBIN KJTFOY

KJTI0Y IIH(PPOBaHUS

0
CKOIIBKO KITIOUYEH HCIONIb3yeTCs 1
B KpUnTorpadguyeckux 2
aJropuTMax c OTKPBITHIM 3
KII0YoM?
4
B HUX JUIsI ¢ poBaHus HHHOPMAIIUU HCIIONB3YeTCsl OJUH KITIOY,
a i pacirpoBaHUs — IPYroi K04
B HUX s mudpoBaHus U pacmmdpoBaHUS HHPOPMAIUH
Yro o0mero HMET  Bce
HCIIOIB3YETCA OJIMH U TOT K€ KITFOY
METO/IBI U poBaHU c

3aKPbIThIM KJII04OM?

B HHMX BXOIHOHM IIOTOK HMCXOZHOI'O TEKCTa IEIUTCS Ha OJIOKH, B
KaJIOM U3 KOTOPBIX BBITIOJHSIETCS TTEPECTAHOBKA CUMBOJIOB

B HUX JUId onepanmuid mudpoBaHus U pacmudpoBaHUSL
MCTIOJIB3YETCS JIBA PA3HBIX KJIFOYA — OTKPBITHIN U 3aKPBITHIN




Bonpoc
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Ykaxwure TpeOOBaHMS K
anroputMaM MUGPOBAHUSL C
OTKPBITBHIM KJIFOUOM

BBIYMCIIMUTENILHO HEBO3MOXHO CO3/1aBaTh Mapy (OTKPBITHIM KIIIOY,
3aKPBITHIN KITHOY)

BBIYHUCITUTEIEHO 3amuppoBath  COOOIICHUE

OTKPBITBIM KJIKOYOM

HCBO3MOKHO

BBIYHCIIUTEIIEHO HEBO3MOKHO, 3HAsl OTKPBITHIM K04, OIIPEIEIUTh
COOTBETCTBYIOIIMM 3aKPBIThIA KJIFOY

BBIYHMCIIUTEIIFHO HEBO3MOXKHO, 3Hasl TOJBKO OTKPBITBIA KIIOY U
3amQpoBaHHOE cooO1ieHue, BOCCTAaHOBUTH HCXO/IHOE
coo0IIeHnE

Ykaxute TpeOoBaHUsI K
anroput™MaM  mHQpoBaHUS €
OTKPBITHIM KITFOUOM

BBIUMCIIUTENIFHO JIETKO 3almHu(poBaTh COOOIIEHHE OTKPBITHIM
KJIFOYOM

BBIUHMCIIMTENILHO JIETKO pacIIU(pOBaTh COOOIICHHUE, HCHONb3Ys
3aKPBITHIM KIIOY

BBIYHMCIINTCIBHO HEBO3MOXKHO, 3Has OTKpI)ITBIfI KJIFOY, OIIPEACIIUTD
COOTBCTCTBYI-OH_[I/Iﬁ 38.KprTBII>i KIIIO4

BBIYUCIIUTCIBHO HCEBO3MOXKHO, 3HaA TOJIBKO OTKprTI:IfI KIIIOY U

Kakne kIo4d M Kak JOJDKHBI
MIPUMEHATHCS npu
HCITOJIb30BaHUU
ACUMMETPUIHBIX
KpUnTOrpadhnIecKux
NTOPUTMOB [UIS TU(PPOBAHUS
MepeIaBacMbIX JAHHBIX?

3amupoBaHHOE cooO1eHue, BOCCTAaHOBUTbH HUCXOIHOE
COoO0IIIeHnE
OTIpPaBHUTENb  MHMPYET  COOOIIEHHE  OTKPBITBIM  KJIHOYOM

MoJTy4aTesisi, a Mojaydaresb paciu@poBbIBAET COOOIIEHUE CBOUM
3aKPBITHIM KITHOYOM

OTIpaBHUTENb  MHQPYET COOOUICHHE  3aKPBITBIM  KIHOYOM
MoJTy4aTesisi, a Mojaydaresb paciu@poBbIBAET COOOIIEHUE CBOUM
OTKPBITBIM KITFOUYOM

OTIIpaBUTENb HUPPYET COOOIIEHNE CBOUM OTKPBITBIM KIIFOUOM, a
nojryyareib paclIM(ppOBBIBAET COOOIIEHHE 3aKPBITHIM KIOYOM
OTIPABUTEIIS

OTIIPaBUTEND MHU(PYET COOOIIEHNE CBOUM 3aKPBITHIM KIFOUOM, a
MoJTy4yaTesib  paciiupoOBBIBAET COOOIIEHUE OTKPBHITHIM KIHOUOM
OTIIPABUTEIS

Kakum TpeGoBaHMSAM JOIDKHA
VIIOBIETBOPATh  DIICKTPOHHAS
UQpoBast NOMUCH?

OATIMCH BOCIIPOU3BOAUTCA TOJIBKO OJHUM JIMIIOM, a4 IIOAJIMHHOCTD
€€ MOXET OBbITh YAOCTOBEPCHA MHOTHUMU

moAINCh BOCHPOU3IBOJUTCSA MHOTHMU JIMLIaMH, a €€ IMMOAJIMHHOCTD
MOET OBITh YAOCTOBEPCHA TOJIBKO OJHUM JIMTIOM

MOJNKCH HEPa3pbIBHO CBSA3BIBAETCS C JAHHBIM COOOIIEHHEM U HE
MOJKET OBITh MIepeHeceHa Ha APYrol JOKYMEHT

MOJINUCH HE CBS3bIBACTCSI C KOHKPETHBIM COOOIEHHUEM M MOXKET
OBITH NIEpEHECeHa Ha IPYTOil TOKYMEHT

Kakum TpeboBanusM m0MKHA
YIIOBIIETBOPATh  DIIEKTPOHHAS
uQpoBas NOANUCH?

IIOCJIC TOI'0, KaK JOKYMCHT IOAIIMCAH, €TI0 HCBO3MOKHO U3MCHHUTD

ITIOCJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €TI0 MOXXHO U3MCHATH

MOJIMTUCHh HEPa3pPhIBHO CBS3BIBAETCS C JAHHBIM COOOIICHHEM U HE
MOJKET OBITh IIEpEeHeceHa Ha JPYToi TOKYMEHT

MOJITUCHh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha JPYTrod JOKYMEHT

Kakum TpeboBaHMAM JOJDKHA
YIOBIECTBOPATh  DIICKTPOHHAS
1 poBas MOIMUCH?

OT IIOCTaBJICHHOM noAnrMCH HCEBO3MOXXHO OTKa3aTbCsd, TO €CTh
JIMOo, moArnmrucaBIICC AOKYMCHT, HEC CMOXXET IMOTOM YTBEPKOAThb,
YTO HEC CTaBHJIO IIOAIIMCH

IOoAIINCh BOCHPOU3IBOJUTCA MHOTHMU JIMIaMH, a €€ IMMOAJIMHHOCTD
MOXKET OBITh YAOCTOBCPCHA TOJIBKO OJHUM JIMTTOM
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MOJINUCH HEPa3pPBIBHO CBS3BIBACTCS C JAHHBIM COOOIICHHEM H HE
MOJKET OBITh IIEpeHeceHa Ha JPYTroi TOKYMEHT

MOJNUCh HE CBS3BIBACTCS ¢ KOHKPETHBIM COOOIIEHUEM H MOXKET
OBITh IIEpEeHECeHa Ha PYTrod JOKYMEHT

i gero mpeaHa3HA4YeH LEHTP
CepTU(HKALNH KITIOUen?

I perucTpanun a0OHEHTOB

JUIs1 U3TOTOBJICHUS CEPTU(PUKATOB OTKPBITHIX KIIIOYEH

JJIs1 BBIACJICHUA CIICHHUAJIBHBIX KaHAJIOB CBA3H aboHeHTaM

I XpaHCHH A U3TrOTOBJICHHBIX CepTI/I(i)I/IKaTOB

UL TIOAZICP)KAaHWS B aKTyaJbHOM COCTOSHHM —CIPaBOYHHKA
JEUCTBYIONUX CEPTUDUKATOB

JJI1 BBIITYCKA CITMCKA JOCPOYHO OTO3BAHHBIX CepTI/I(i)I/IKaTOB

Kakx HaszpiBaeTCs CTpyKTypa B
cocTtaBe OOJIBIION CETH CBSI3H,
3aHUMAIOIIAsCS
TEHEPUPOBAHUEM KIIIOUEH, HX
XpaHEHUEM U apXHBHPOBAHUEM,
3aMEHOM WU HU3BSITHEM U3
oOpamieHus CTaphIX 17§
HEHY>KHBIX KJIHOUei?

YCTPOMCTBO paclpeneaeHus Kirouen

LEHTP 3aKPBITOrO MIHU(PPOBAHUS

LIEHTP paclpeesICHUs KIIF0Yei

HEHTP OTKPBITOTO MHU(POBAHUS

Ka)X/IbI TI0JIb30BATENb IIEHTPA cepTU(hUKALNN, UMEIOIIUI JOCTYI
K OTKPBITOMY KIIOYY LIEHTPA, MOXET H3BJIEYb OTKPBITBIA KIIOY,
BKJIFOYCHHBIN B CEpTH(HKAT

Kakum cBOMicTBaMH mo/DKeH | HU OJIHA CTOPOHA, NMOMHUMO ILIEHTpa CEpTU(UKALMU, HE MOXKET
o0anarsh cepTuduKar | K3MEHUTh CEPTHQHKAT TaK, YTOOBI 3TO HE ObLTO 0OHAPYKEHO
OTKPBITOTO KJlF0Ya? 11000 ONIB30BaTENb CUCTEMbI MOXKET U3MEHUTh CEPTU(UKAT
KaX/Iblil TI0JIb30BATENb LIEHTPa CepTU(UKALNN, UMEIOIIUN JOCTYyI
K OTKPBITOMY KIIXOYY LIEHTPA, MOKET U3MEHUTH OTKPBITHIN KIII0Y,
BKJIIOYEHHBIN B CEpTH(UKAT
B HHMX JJs IK(QpoBaHUS MHPOPMALUU UCIOIB3YETCSl OJMUH KIIIOY,
a Juis pacir(poBaHusl — JPYroi KoY
B HUX BXOJHOW MOTOK HCXOJHOTO TEKCTa JEIUTCS Ha OJIOKH, B
Yro o0mero WMET BCeE
Ka)KJIOM M3 KOTOPBIX BBIIOJIHSIETCS MEPECTAHOBKA CUMBOJIOB
METO/IBI mudpoBaHUs c

3aKPbIThHIM KJII04OM?

B HHUX IPOU3BOJUTCS CIIO)KEHHWE CHMBOJIOB HCXOJHOTO TEKCTa U
KJII04a 10 MOJTYJII0, pAaBHOMY 4YHCIy OYKB B ajipaBUTE

B HUX Juid mMdpoBaHus M pacmudpoBaHus HHPOpMAIUH
VICIIOJIB3YETCS] OUH M TOT XK€ KJIF0Y

Kaxkwue orepanuu NpuMEHAOTCA

BO3BCJICHHEC B CTCIICHDb

3aMeHa OUT 110 Ta0IuIEe 3aMeEH

00OBIYHO B COBPEMEHHBIX
HAaXO0XJEHHUE OCTAaTKa OT JIEJI€HHsI Ha OOJIbIIOE MPOCTOE YHCIIO
OJI0YHBIX anropuTMax 5
umdpoBanHs? nepecTaHoBKa OUT
CJIOKEHHE 110 MOAYJIIO 2
(G POBAHUS C OTKPHITHIM KIIOYOM
CumMeTpuUHBIC MeTozibl | CKaTHsI HH(pOpMaIUU

U (POBAHUS — 3TO METOHI ...

HOMCXOYCTOP'I‘IHBOFO KOIWPOBAHHUA

IJ_II/I(I)pOBaHI/I}I C 3aKPBITBIM KJIFOUOM

Kak wmaswBaeTcs cooOIIeHHE,

MOJTyYeHHUE rociie
npeoOpa3oBaHUs c
WCTIOJIb30BaHUEM 00010
mmdpa?

HUMHUTOBCTABKOUI

KIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TEKCTOM

Kak Ha3wpBaeTcs OIHO3HAYHOE

KOJIJIN3UA
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Hp606pa3OBaHI/IC BXOIHOI'O | XCIMHMPOBAHUC
MacCCuBa JaHHBIX raMMHUpOBaHUE
HpOHSBOJ’ILHOﬁ JJINHBI B HepEeCTaHOBKA

BBIXOJHYI0 OWTOBYIO CTPOKY

. CIIOKEHHE 110 MOAYIIO 2
(hUKCUPOBAHHON JITHHBI?

Kak  mHaspiBaetcs  GyHKUMSA, | kppmTorpaduueckas GpyHKIHs

KOTOpasda JJIA CTpOKH
MIPON3BOJIBHON appy | OAHOCTOPOHHAA bymxma
BBIUUCIIICT HEKOTOpOe LeJoe | Xell-(QyHKIIUS
3HAa4YCHUC niIn HECKOTOPYIO q)YHKHI/IH Sﬁnepa
JPYTYIO CTPOKY
(UKCUPOBAHHOM JTHHBI? (byHKIKS raMMUPOBAHHUSL
Xem-QyHKIUs JODKHA OBITh NPUMEHHMa K  COOOIIEHUIO
(UKCUPOBAHHOTO pa3mepa
MIPU M3BECTHOM 3Ha4YeHHH Xem-QpyHKiuud H(M)=m nomkHO OBITH
Kakue TpeGoBanmst | TPYAHO  (NPAKTUYECKH  HEBO3MOXKHO) HAWTH  MOIAXOJSIIMMA
IPEIbABIAIOTCS K | mpoobpaz M
KpHITOrpahHIecKuM Xell- | IpM WM3BECTHOM COOOIEHMH M JO0IKHO OBITh TPYAHO HaMTH
bynKimsam? apyroe coobuierne M’ ¢ TakuM Ke 3HaYCHHUEM XelI-()yHKIHH, KaK
y UCXOAHOTO COOOILEHUS
UL COOOIIEHW OJMHAKOBOTO pa3Mepa Xem-KoJA JIOJKEH
110JIy4aTbCsl OJJUHAKOBBIM
Xxem-(QyHKIUs JIOJDKHA OBITh NpUMEHMMA K COOOIIEHHUIO
(UKCUPOBAHHOTO pa3zmepa
IpY U3BECTHOM 3HaueHuu xeml-pyHkuun H(M)=m nomxHO OBbITH
Kakue TpeGoBanms | TPYAHO  (NPAKTUYECKH  HEBO3MOXKHO) HAaWTH  MOIXOJSAIIMMA
MPEABSIBISIFOTCS k | mpoobpa3z M
KpHITOrpadhUIecKuM Xell- | IPH U3BECTHOM COOOIIEHUN M JIOJKHO OBITH JIETKO HAWTH Jpyroe
dyHKUHAM? coobmenue M’ ¢ TakuM ke 3Hau€HHEM Xell-(QyHKUUHU, KaK Yy

UCXOJHOTO COOOIIEHUS
JOJDKHO OBITh TPYIHO HAaWTH Kakyro-TuOO mapy ciaydaiHbIX
Pa3INYHbIX COOOIIEHUH C OJJMHAKOBBIM 3HAYEHUEM XeHI-PYHKIINU

JUIS IPOBEPKH 1IEJIOCTHOCTH COOOIIEHUS

JUTSI IPOBEPKH aBTOPCTBA COOOIIEHUS

Ui hopMHUpOBaHUS SIEKTPOHHON M(POBOY MOIMUCH
JUTsT T POBAHMS COOOTIICHUIA

B KaueCTBE KJI0Ya MpH MU(POBAHUN

Jns xakux neneil npuMeHseTCs
Xew-KoA B Kpunrorpapuu?

Bonpocs! k kommiekcHomy 3aganuio TK2

1. Yrto oTHOCHTCS K CpeICTBAaM HWHXXCHEPHO-TEXHUUYECKOW  3aIlUThI
uH(OpPMAIUH U 7151 YeTO OHU MPeAHA3HAYCHBI?

2. Kakue crocoObl ayTeHTH(HUKALMU IOJIb30BAaTEICH MOTYT NPUMEHATHCA B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B ueM 3akit04ar0TCsi OCHOBHBIE HEIOCTATKH NMApOJIbHON ayTeHTH(PUKAIIMHA U
KaK OHa MOXET OBITh yCUJieHa?

4. Kakue OHOMETPUYECKHME XapaKTEPUCTUKU  MOJb30BaTEICH  MOTYT
NPUMEHATHCA JUIsl UX ayTeHTuuKanuu? B yem npenmyiiecTBa noi00HOro crnocoba
MOATBEPKAECHUSA MMOJITUHHOCTHU?

5. Uto Ha3bIBAIOT ABYX(PAKTOPHOHN ayTeHTU(DUKAIIUECH?

6. B ueM pa3Hua MeEXIy CUMMETPUYHBIMM UM aCUMMETPUYHBIMU



KpUNTOrpaguuecKuMu CUCTeMamu?

/. B ueM pa3Huiia Mexay MOTOKOBBIMH U OJOYHBIMH U pamMu?

8. Uro Takoe »JeKTpoHHas LHU(PpPOBas MOANKHCH, KaK OHA IMOJIY4YaeTcss H
MpoBeEpsIETCS?

9. Kakoga poisb B cuctemax LI pynkuuii xemupoBanus?

10. Kakyio posib UCHOJHAIOT YAOCTOBEpsIolmMe MLEeHTpel? YTo Takoe
cepTuUKaT OTKPHITOTO Kitoua?

11. Kakue nporpaMMbl OTHOCST K pa3psiay BPEIOHOCHBIX?

12. YTto Takoe KOMITbIOTEPHBINA BUPYC?

13. Kakue cymiecTByoT BUbI KOMITBIOTEPHBIX BUPYCOB?

14. B yem pa3HuIia MeXay 3arpy30UHBIMH U (DaliJIOBEIMU BUPYyCaMU?

15. Kak mnpoucxoguT 3apaxeHue U (PYHKIMOHUPOBAHUE 3arpy304YHBIX
BUPYCOB?

16. Kakue tumbl ¢hailiioB MOTYT 3apaskaTbcest PaillioBBIMUA BUPyCaMu?

17. Kak npoucxXoauT 3apa’keHue MporpaMMHBIX (HaitioB?

18. [loueMy (ailsibl TOKyMEHTOB MOTYT COJIEPKATh BUPYCHI?

19. Kak oOecneunBaeTcsi aBTOMaTHYECKOE IOJyuyEHUE
MaKkpoBHpycamu?

20. B wuyem 3aximouaercss NpoQUIAKTUKA 3apaXXC€HUsT KOMIBIOTEPHBIMU
BHpyCaMu?

21. Kpunirorpadgudeckue NpUMUTHBBL. X31I-QyHKIUS U €€ TPUMEHECHHUS.

yIpaBJICHUS

Jst Tekymero kourpoJs TK3:
IIpoBepsiemasi KOMIIETEHIUS:

Ko 1 HauMeHOBaHNE KOMITETEHIIUA Kon u HanMeHOBaHMe UHIMKATOpA
OIIK-1.2. Bnaneer HaBbLIKAMH MIPUMEHEHUS
OIIK-1. CiocoGeH moHuMAaTh MPUHIIUITBI a . p
nU(GPOBBIX  TEXHOJIOTWWA [N pelleHus  3aaad
paboOThI COBPEMEHHBIX MH(DOPMAITOHHBIX -
o npo(heCCHOHATLHOW ~ JIEATEIBHOCTH  C  YIETOM
TEXHOJIOTUH U MCTIOJIL30BaTh UX IS PEIICHHS . .
N OCHOBHBIX TpeboBaHU nH(OPMAIIMOHHON
3a1a4 Mpo(heCCHOHATBHOMN JIeITeITHHOCTH
0€e30I1aCHOCTH

Tect
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pa3paboTka HOPMAaTHUBHO IPABOBBIX AaKTOB, PErIaMEHTHPYIOLINX
OTHOIIEHUs B MH(OpMaLMOHHOH cdepe

CO3/ITaHUE U COBEPIIEHCTBOBaHKE cucTeMbl obecrieuenust b PO

K MIpaBOBBIM METOAaM | pa3paboTKa, HWCIOIB30BAHUE H COBEPIICHCTBOBAHUE CPEICTB

3allMTBI UH(OPMAINH | 3arUTHI MPOIIECCOB M MPOrpaMM

OTHOCHUTCS: pazpabotka mporpamm obecreueHuss b P® wu ompenenenue
MopsAIKa X PUHAHCUPOBAHUS
(¢bopMUpOBaHME  CHCTEMBl ~ MOHUTOpPHHIAa  TMOKa3zaTeled u
xapakrepuctuk Ub PO

Wudopmanus, npodeccuoHalbHas TaiiHa

UCTIONIb30BaHUE KOTOpOH Oe3
corjacusi CyObEeKTa MOXKET
HAHECTH BpEJ €ro 4YecTH,

rOCyJ1apCTBEHHAs TailHa

IEPCOHAJIBHBIC TaHHBIC

KOMMepYecKasi TaiHa
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JIOCTOUHCTBY, JIETIOBO

penyranuu

ciy»eOHas TaiiHa

B pykoBogsamiem IOKyMEHTe
OCTOK CHCTEMEI, B
KOTOpBIX ~ paboTaer  oauH
MOJIb30BaTENb, JOMYIIEHHbII
KO Bcel oOpabaTpiBaeMOit
uH(popMauu YpOBHS
rOCy/1apCTBEHHOM TalHBbI,
pa3MeIIeHHON Ha HOCUTEJX
OJIHOTO YPOBHS
KOH(UICHIIMATBHOCTH —
OTHOCSITCS K TPYIIIe

1A

1r

2A

3A

3b

K  mpaBoBeiM  MeTomam
3allUTHI UHPOpPMALIUU
OTHOCHTCS

CO3JIJaHUE U COBEPIIIECHCTBOBaHKE crcTeMbl obecnieuenust b PD

pa3pa60TI<a, HUCIIOJIb30BAHHUC W COBCPIOCHCTBOBAHHC CPCIACTB
3aIUTHI IPOLECCCOB U NPOIrpaMM

BHECEHHE M3MEHEHHI M JIONOJHEHWI B 3aKOHOJATENbCTBO PO,
peryJNHpyoIIe OTHOIICHHS B 00yacTu obecrieueHus 11b

paspabotka mporpamm obecrieueHuss b P® wu ompenenenue
MOpsIJIKa X (PMHAHCUPOBAHUS

(dbopMUpOBaHHE  CHUCTEMBI nokasarene u

xapakrepuctuk Ub PO

MOHHUTOPHHI'A

B pykoBoasiieM 10KyMeHTe
OCTOK CHCTEMEI, B
KOTOPBIX pabotaer
HECKOJIBKO  II0Jb30BaTEIICH,
KOTOpPbIE UMEIOT OJIMHAKOBBIE
nmpaBa JOCTyna KO BcCeil
uH(popMaIuu YPOBHSI
rOCy1apCTBEHHOM TalHBbI,
oOpabaTrsiBaeMOM u/unm
XpaHUMOW HA  HOCHUTENSX
pa3IMYHOTO YPOBHS
KOH(pHICHIIMAIbHOCTH -
OTHOCSITCSI K TpyNIe

3A

2A

1A

3b

1b

K OpraHu3alMOHHO-
TEXHUUYECKUM MeTOoJ1aM
3aIINATHI nHpopManun
OTHOCHUTCS

CO3JJaHWE U COBEPIIEHCTBOBaHME CHCTeMBbI obecnieuenust b PD

paspabotka mporpamm obecreueHuss b P® wu ompenenenue
nopsaka ux (¢uHaHCHpoBaHUs; 3. (OPMHUPOBAHHE CHUCTEMBbI
MOHUTOpPHHIa IToKaszaresel n xapakrepuctuk b PO

YTOUHEHHE CTaTyca HMHOCTPAHHBIX HH()OPMALMOHHBIX AareHTCTB,
CMMU u xxypHAINCTOB

B pyxoBopsmeM 10KyMeHTe
OCTOK
MHOTOIIOJIb30BATEIbCKHE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabatsiBaeTcs u/vunm
XPaHUTCS nHpopManus
pa3HBIX YpOBHEU

1b

2b

3A
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KOH(UICHIIMATEHOCTH
rpuda  «Ocob0  BaKHO»
BKITFOUUTENBHO, npuYeM
pa3InYHbIE  TOJIL30BATEIH
UMEIOT pa3JInyHbIe TpaBa Ha
noctyn K wuHpOpMarmuum —
OTHOCSITCS K TPYIIIe

0

1A

1B

3amuiaemMple TOCyIapCTBOM
CBEJICHUS, PacIpOCTpaHEHHE
KOTOPBIX MOXET HaHECTH
yiiepo PO

npodeccronanbHas TaiiHa

rocyJapCTBEHHas TalHa

NICPCOHAJILHBIC TaHHBIC

KOMMCPYECCKas TaliHa

ciryxeOHas TaliHa

B pykoBopsimeM AOKyMeHTe
DOCTOK
MHOTIOIIOJIL30BATEILCKIE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obOpabatsiBacTCs u/unm
XpaHUTCS uHpopManus
pa3HbIX YPOBHEU
KOH(QUJICHIIMATBHOCTH IO
rpuda «CexpeTHo»
BKITIOYHTEIBHO, npu4yeM
pa3iuyHBIE  TIOJIE30BATENN

UMEIOT pa3JInyHbIEe IIPaBa Ha
JOoCTyn K HHpOpManuum —
OTHOCSITCS K TpyIIIe

1b

2b

3A

1A

1B

K »skoHoMHUECKMM MeTOHaM

pazpabotka mporpamm obOecrneueHuss b P® wu ompenenenue
MopsAIKa X PUHAHCHPOBAHUS

YTOYHEHHE CTaTyca HMHOCTPAaHHBIX WMH(OPMALMOHHBIX areHTCTB,
CMMU u xypHaIucToB

3aIUTHI uHbOopMaIuu » v

OTHOCHTCS BHECEHUE M3MEHEHUN M JIONOJIHEHMH B 3aKOHOAATENLCTBO PD,
peryaupymolire oTHOIeHus B obiactu obecnieuenus b
¢dbopMHUpOoBaHME  CHCTEMBbl ~ MOHUTOpPMHIA  IOKa3aTele u
xapakrepuctuk Ub PO
npodeccroHanbHas TaitHa

WNndopmanus roCcyJapCTBEHHAs TallHa

IIPEICTaBIISIFOIIAS CEKPET | MEPCOHAIILHBIE JaHHBIE

MPOM3BOJICTBA(HOY-XAY), 3TO

KOMMepUecKas TailHa

ciyxeOHas TaifHa

B pykoBogsmiem NOKyMEHTE
OCTOK
MHOT'OII0JIb30BATEIILCKUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obpabaThiBaeTCs u/unm
XpaHUTCSA uHpopmanus
pa3HBIX YpOBHEMU

1b

1r

3A
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KOH(UICHIIMATLHOCTA B TOM
yuclie [Tepconanpnbie | 1A
JIaHHbIE, MPUYEM pPA3JIUYHBIE
MOJIb30BaTENN AMEIOT
pasiMuHbIE NpaBa Ha JAOCTYI | 4o

K MHGOpMAaLUU — OTHOCSTCS
K IrpyImnIe

K CBEIECHUAM
KOH(HUICHIIMATILHOTO
XapakTepa, COTJacHO YyKazy
npe3uaeHra pd or 6 mapra
1997 r., oTHOCATCA

nH(OpMaIKs 0 paCIPOCTPaHEHUU MPOTPamMM

nH(pOpMaIK O JUIEH3UPOBAHUH ITPOrPAMMHOT0 00eCreueHUs

nHpopManys, pa3MeriaeMas B razetax, MHTepuere

ICPCOHAJIBHBIC TaHHBIC

JIMYHAas TailiHa

OTHOIIEHUS, CBS3aHHEIC C
00paboTKON TEPCOHABLHBIX
JAHHBIX, peryIupyroTCs
3aKOHOM. ..

«O06 nndopmaruu, THPOPMAIIMOHHBIX TEXHOJIOTHUIX)

«O 3ammre uHGOPMAITUID

(DeI[epaJ'ILHLIM 3akoHOM «O IMCPCOHAJIIBHBIX JAHHBIX»

denepanbHbIM 3aK0OHOM «O KOH(MUICHIIUATBLHON HHGOPMAITII)

«O0 yTBEpXKICHUM TIEPEUHS CBEIACHUHN KOH(PHUICHINATHHOTO
Xapaxkrepay

JleficTBHs ¢ MEpCOHAIBHBIMU
JAHHBIMU (COTJIACHO 3aKOHY),

HCIIPABJICHUC IICPCOHAJIbHBIX JaHHBIX

pa60Ta C NNICPpCOHAJIbHBIMU JaHHBIMHA

npeo6pa30BaHHe MNEPCOHAJIbHBIX JTaHHBIX

o6pa60TKa IICPCOHAJIbHBIX JaHHBIX

HU3MCHCHUC MECPCOHAIIBHBIX TaHHBIX

BKJTFOYAst coop,
CUCTEMATH3ALINIO,
HaKOIUICHUE, XpaHeHue,
HCII0JIb30BaHUE,
pacIpOCTPaHEHHUE U T. JI ITO:
HeuictBus, B  pe3ysbTare
KOTOPBIX HEBO3MOXKHO
OIIpENEIUTh
MPUHAJJIEKHOCTD
NEPCOHAIBHBIX JTAaHHBIX
KOHKPETHOMY cyOBeKTy

INEPCOHAJIBHBIX TAHHBIX

BBIJICJICHUEC IICPCOHAJIBHBIX TaHHBIX

oOecrnieueHre 6€30MacCHOCTH MEPCOHATBHBIX JAHHBIX

neayTeHTU(UKaLNs

JieaBTOpHU3aLus

JenepCcoOHUpUKaIuUs

IIepcoHasibHBIE TAHHBIE 3TO

mobass uHbopMalus, OTHOCSIIAACS K ONPEACNIEHHOMY WIH
oTpeJiesIIeMOMY Ha OCHOBAaHMM TakKoi MH(opMauu Gpusnyeckomy
JIAIY

q)aMI/IJ'II/IH, nMs1, OTYECTBO (I)I/I3I/I‘-IGCKOFO JIMIa

roa, MECAL, 1aTa 1 MCCTO POXKIACHU, aIpeC (I)I/I3I/I‘{CCKOTO JIU1a

aZpec MPOKUBaHUS (HU3UIECKOTO JINIIA

CBEIACHMS O  CEMEMHOM, COLMAIBHOM, HMMYLIECTBEHHOM
MOJIOKEHUN 4eJI0BEKa, COCTaBJISIOLINE MOHSITHE
«pogeccuoHalbHas TaltHa

OQenepanpupiidi  3ak0H  «O0
MHQOPMAIIH,
MHQOpPMATH3allMd W  3alluTe

UHQOpMAIUI» HATIPaBJICH HA:

peryaupoBaHie B3aWMOOTHOIICHUNH B WH(OpMaImoHHOW cdepe
COBMECTHO C IpakIaHCKUM KoJieKcoMm PD

peryaupoBaHie B3aMMOOTHOIICHHH B TpaxaaHCcKoM oOmiectse PD

perynupoBaHue TpeOOBaHUM K pabOTHUKAM CIIyK0, paboTarommx
¢ uHpopmauit

¢dbopmMHupoBaHHEe HEOOXOAMMBIX HOPM U TpaBWI paboOTHl ¢
nHpopmarmen
¢dopMupoBaHHE HEOOXOAWMBIX HOPM M TPABWI, CBSI3aHHBIX C

3alIUTON eTel oT MH(pOpMaIK
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roCy1apCTBO
Pa3INUHBIE YUPEKICHUSL
HepCOHaJIbeIMH JaHHbBIMU roc ADCTBEHHA II a
BJIA/ICIOT: yAap 1ad JYM
xures Poccuiickoit @eneparuu
MEINKO-COLUAILHBIE OPraHU3alUuK
TEKCT KHUTHU WU ITUCbMA
L n
Denepanbhbiit  3ak0H  "O0 ["cpernenug o smuax, npeaMerax, (GakTax, COOBITHAX, SBJEHHSX U
HHPOpMaAlIUn
(bopmampy, HPOLIECCAX HE3ABUCUMO OT (POPMBI UX HPEICTABICHHS
uHpOpPMATH3aMK W 3AIIUTE
" CBEJICHHUS O SABJICHHUAX M IPOIIECCax
nHDOpMaIuu naer

onpezencHre HHHOPMAIUH:

(akThl ¥ H1e B (hopManrn30BaHHOM BHUJIE

M (POBAHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Vkaxure HOPMAaTUBHO-
MIpaBOBOl aKkT, B KOTOPOM
packpbIBaeTCs MOHSITHE
«uH(pOpMaIOHHAs
0€301acHOCTH

3akoH Poccuiickoit @enepanuu ot 27 nekadbps 1991r. Nol1224-11
«O cpencTBax MacCoBOM HH(POPMAITIID)

®denepanbHbIi 3akoH ot 27.07.2006 Nel49-d3  «O06
nHpopManuy, HHOOPMAIMOHHBIX TEXHOJOTHSAX M O 3al[UTe
nHpOpMaIUm»

JTOKTpUHA MHPOPMAIITMOHHON 0€301TaCHOCTH

BCC OTBCTHI BCPHLI

3akoH poccuiickoil (deaepannn
«O rocymapcTBEHHOUM TaitHE»
ObUT TIPUHAT B  CJCAYIOIIEM
TONy

1982

1985

1988

1993

2005

Beibepure, MoOXHO JH B
CITy>KE€OHBIX LEeIsX
HCIIOJIb30BAaTh 3JIEKTPOHHBII
anpec  (TIOYTOBBIN  SIIIHK),
3aperuCTPUPOBAHHBII Ha
00IIEA0CTYTHOM MOYTOBOM

cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPH KAKNUX 00CTOATENLCTBAX

HCT, HO UI OTIIPABKU CPOYHBIX U 0Cc000 BaKHBIX ITHCEM MOXKHO

MOJKHO, €CIM II0 HEeMy [O0Jb30BaTelb OyIeT IepechbulaTh
nHpOpMaIIMIO, HE COJEpKalllyl0 CBEAECHUN KOH(HIECHIMAIBHOIO
Xapakrepa

MOKHO, €CJIi MH(OpMalMIo MpeIBapUTENbHO 3aapXUBHUPOBATH C
MTOMOIIIBIO TPOrpaMMBbI winrar ¢ mapoJyieM

MO>KHO, €CJIM JPYTUX CIOCOOOB 3JEKTPOHHOM INepenauu JaHHBIX
Ha MPeINpUATHU WM Y MOJb30BaTeNs B HACTOSIIUNA MOMEHT HET,
a MTHQOPMAIMIO HYKHO MepecIaTh CPOUHO

MoxeT 1M COTPYIJHHK OBITh

IIPUBJICYEH K YTOJI0BHOM
OTBETCTBEHHOCTH 3a
HapyLIeHNs paBuII
UHPOPMAITHOHHOH

0e30MmacHOCTH PEaIPUATHS

HCT, TOJIBKO K aHMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTHU

HET, €CJIM 9TO TOCYIaPCTBEHHOE MIPEANPUITHE

na

7la, HO TOJIBKO B CilydYae, €ClIM ACWCTBUS COTPYJHHKA HAHECIU
HETOIPABUMBIH BpeJl

J1a, HO TOJIBKO B CJIy4ac OCO3HAHHBIX HEIPABOMOYHBIX NEHCTBUU
COTPY/IHHKA

B nanHOM cilydyae COTpYIHUK
VUPEKJICHUSI  MOXET  OBITh
NPUBJIEYEH K OTBETCTBEHHOCTH
3a HapyIIeHHS paBuII
UHPOPMAITMOHHOH
0€30MacHOCTH:

BBIXO/] B I/IHTCpHCT 0e3 pa3pClICHUA aAMUHUCTPATOPA

IIPY YCTAHOBKE KOMITBIOTEPHBIX UTP

B CJIydasdX YCTAHOBKH HCIIMIICH3MOHHOTI'O 110

B CJIy4ae He BbIX0Ja U3 UH()OPMAIIMOHHOM CHCTEMBI

B T000M ciy4ae HEMPaBOMOYHOI'O HCIIOJIb30BaHUSA
KOH(UISHIMATBbHON WHGOpPMAUU MpPH YCIOBHUH HUCHBMEHHOIO
MIPEYIPEKJACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapyIieHus B chepe
nHpopmanuu,
UH(POPMALIMOHHBIX

JUCHUIITIMHAPHBIC B3BICKAHU S

aJIMMHHUCTPATUBHBIN IITpad

YroJioBHasAs OTBETCTBCHHOCTb
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TEXHOJIOTUH u 3alUThI
uH(poOpManuM JTaHHBIA BH]
HaKa3aHWsg Ha CETOIHSIITHHI
JICHb HE IPEJYCMOTPEH

JIMIIEHUE CBOOOEI

CMCpPTHas Ka3Hb

HMudopmaryeii, CoCTaBISIFOIICH
KOMMEPYECKYIO TalHy,
BJIAJICIOT

TOCY/IapCTBO

pa3JIMYHbIC YUPEIKACHUS

rocynapctBeHHas Jlyma

rpaxaaHe Poccuiickon denepanun

MCIUKO-COMAJIbHBIC OpraHu3alnun

Hudopmaryeii, CoCTaBISIOIICH

rOCy/IapCTBO

TOJIEKO 00pa30BaTEbHbIE YUPEIKICHHS

TOCYZIapCTBEHHYIO TaiiHy, | Toapko npe3uanyM BepxosHoro Coseta PO
BJIAJICIOT: rpaxxaane Poccuiickoit @enepanuu
TOJIKO MUHHCTEPCTBO 3APaBOOXPAHEHUS
TOCyIapCTBO
Brnanenpiiem  mHbopmanuu | KOMMEpUYecKasi OpraHu3anys
epBOU KaTEerOpUH | MyHULIMTIIAJIBHOE YUPEKIECHUE
SIBIIAETCA. . . J000# IpaKTaHUH
rpymna Jull, UMEIIUX ob111ee 1eJI0
MPOCTBIE JIFOIN
Bnagensuem  uH(pOpManuu | rocyapcTBo
BTOpPOH KaTEerOpuH | KOMMEPYECKast OpraHnu3alus
SIBIIAETCA. . . MYHULIMNIAJIBHOE YUPEKICHUE
HEKOMMEPYECKAs] OPraHU3alus
JIFOTA
Bnagensuiem  mH(pOpMaIuu | roCyaapcTBO
TpeTbeit KaTEeTOpUH | MyHUIIMTNIAJIBHOE YUPEKIECHUE
SIBIIAETCA. . . YUpEKICHUE
HEKOMMEPYECKAs] OPraHU3alNs
OcHOBHEIM HOPMAaTHUBHO- | Ctparerus HalMoOHaJIbHOU O6e3onmacHocTH PO
MPABOBBIM KYMEHTOM
5 :;H?H ALOLLLIM HO yMera(;a: ®3 "O rocyaapcTBeHHOM Taiine"
CcBOOONBI W  0€30MacHOCTb | KOHCTUTYIIHS
YeJI0BEKA B CHUCTEME YTOMOBHBII KOTEKC
MH(OPMaLMOHHBIX

OoTHoIIeHUM, B P® saBisercs

JTOKTpUHA MHPOPMAITHOHHON Oe3omacHoCTH PO

COBOKYMHOCTh  OQUIHATBHBIX
B3VIAIOB Ha LENW, 3aJayd,
TPUHIIMIIBI U OCHOBHBIE
HarnpaBJIeHUs obecrieueHUs
UHPOPMAITHOHHOH
0e3omacHoOCTH P®
NPEe/ICTABICHBI

B /[oxTpune nHpopMannonHoi 6e3omacHoctu PO

B KoHnemnmnuu HanmosaneHoi 0e3omacHoct PO

B Koncturynnn PO

B bumie o HaA30pcC 3a JaHHBIMHA

B @3 PO "OO6 unpopmanyu, nHGOPMAIIMOHHBIX TEXHOJIOTHUAX U O
3amute nHGopmanuu"

Ha w™exnyHapogHoM ypoBHE
mpeieabl  BMEIIATENbCTBA B
YAaCTHYI0 >KHU3Hb CO CTOPOHBI
rocymapcTBa u IPYTUX

3aKOHOM O TaiHe 4acTHOM MH(opMaIiu

cragaaproM ISO 15408

OpaH)KEBOM KHUTOM

O€KJIapalue mpas yeaoBeKa
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CyOBEKTOB OTIPEIEIIEHBI

ouseM o HaaA30pcC 3a JaHHBIMU

IIpecrymuienusim B cepe
KOMITBIOTEPHON WH(GOpMAI B
YronoBHOM KOJIeKce
MOCBSIIIASETCS

2JlaBa

pasuen

CTaThA

MTYHKT

4acCTb

CTaHOBJICHUE OTEYECTBEHHOTO
3aKOHOJIATENbCTBA o
nH()OPMATH3AIIAN TTPOU30IILIO

B KOoHIIE 60-X IT

B koHIte 70-x T

B KoHIlEe 80-X IT

B Hayajie 90-x Ir

B Hayajie 70-x T

3amura KOMITBIOTEPHOH
WHQOPMAIUK BBE/ICHA. ..

CeMENHBIM KonekcoMm PP

Koncrurynuei PO

I'paxxmanckum kojekcom PO

YromaosHbIM KojiIeEKCOM PD

HOPMAaTUBHO-IIPAaBOBOM aKT, YCTaHABIMBAIOLIUN OTBETCTBEHHOCTb
3a npaBoHapyuieHus B chepe nHHOpMalnOHHON 6€30MMaCHOCTH

denepanbHBI  3aKOH, PETYJUPYIONUH  MPABOOTHOIICHUS B
. | obmactu naopmanmoHHOM 6€301MaCHOCTH
Uro  mpencraBmsier  coboit v
. | TleleBass  mporpamMMma  pa3BHTHS CHCTEMBl HMH()OPMAIMOHHOU
MOKTpUHA  WH()OPMAIMOHHOMN N
6esonacHoctn PD? 6e3omnacHoctu P®, npencrapinsiomas codoil mociea0BaTeIbHOCTh
CTaJMii U 3TAOB
COBOKYITHOCTh O(PHMIIMANBHBIX B3INIAJ0B HA LEJIH, 3a0a4H,
NPUHIMITBI W OCHOBHBIE  HAaNpaBJICHUs  oOecreveHus
nHpopmannonHo 6e3omnacHoctu Poccuiickoit denepanun
Oxpana nepconanbupix | 3AUIHTA HHPOpMAIMHU
HOAHHBIX, rocyﬂapc]‘BeHHof/’I, KOMITIBKOTCPHAA 6C3OHaCHOCTB
CIy)KeOHOM W JPYruX BHJIOB | 3alIMINEHHOCTH WH(OPMAIIUN
MH(OPMALMA  OrPaHUYCHHOTO | 3aMMIIEHHOCTH IOTpebuTENel nHGOopMaMH
AOCTYyIa 310 0€30MacHOCTh JaHHBIX
JloxyMeHTHpOBaHHAs rOoCyJapCTBEHHas TaifHa
HH(Op Marui, floctyn ¥ kommepueckas TaitHa
KOTOpPOH OTpaHHYMBACTCS B -
COOTBETCTRII o | OaHKOBCKas TaiiHa
3aKOHOATENECTBOM PD KoH(UaeHITMaNbHas HHGOpMaIus
1. IpUHIINAIT CUCTEMHOCTH
2. IPUHITAIT KOMITICKCHOCTH
3. IPUHIIAIT HETPEPHIBHOCTH 3AIHTHI
4. ruOKOCTb CUCTEMBI 3aITUTHI
5. pazymHasi JOCTaTOYHOCTh
1. mpaBUJIBHO BBIOPATH TOT JOCTATOYHBIM ypOBEHB 3aIUTHI, PU
CootHecute MIPUHIATIBI
. KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO TO yiiepOa Obuti Obl
UHPOPMAITMOHHOH
0€30MacHOCTH, ONpE/Ie/ICHHbIE TPHCMICMBIMH - — —
TocTeXKoMucCHeii 2. HETIPEPBIBHBIN IIeJICHAPABICHHBIN MTPOIIECC, TIPE/IITOJIar oI

MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX ATalax >KU3HEHHOTO
mukia AC

3. TmpexrnoyiaraeT CoOIJIACOBAHWE PA3HOPOJHBIX CPEACTB IpU
MOCTPOEHHUH LIEJIOCTHON CHUCTEMBI 3alllUThI, MEPEKPhIBAIOILEH BCe
CYLIECTBEHHBIE KaHaJbl peaju3aluu Yrpo3 U HE copaepxKalien
cJ1a0bIX MECT Ha CThIKAaX OTAEIbHBIX €€ KOMIIOHEHTOB
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4. ocBoOoxmaer Bhazenbna AC 0T HEOOXOAMMOCTH TNPHHATHUS
KapIMHAIBHBIX MEp IO IOJIHON 3aMEHE CPEACTB 3aIUTHI HA HOBBIC

5. mpenrnonaraeT HeoOXOAUMOCTh y4eTa BCEX B3aWMOCBS3aHHBIX,
B3aMMOJCHCTBYIOINX U M3MEHSIOIIUXCS BO BPEMEHHU IICMEHTOB,
yCJIOBUH U (PAKTOPOB

Comepxanne ®  CTPYKTypa
3aKOHOJATEIbCTBA B 00JacTH
MHPOPMAaITMOHHOH
0€e30IMacHOCTH BKIIFOYAECT

Koncturynusa Poccuiickoit ®enepanuu - HopMatuBHO-IIpaBOBbIE
aktel  (Ykasel) Ilpesmpenta Poccuiickoit  ®Depepanuu -
[Tom3akonnsie akthl [IpaBurenscTBa Poccuiickont ®@enepauuu -
®denepanbHble 3aKOHBI - KOJIEKChbI

Koncrurynusa Poccuiickoit ®enepanuu - HopMatuBHO-IIpaBOBbIE
akthl (Ykassl) [Ipesunenta Poccuiickoit deaepanun

[Tom3akonnsie akthl [IpaBurenbcrBa Poccuiickoint @enepauuu -
®denepanbHble 3aKOHbI - KOeKChbl

HCT BCPHOI'0 OTBCTA

3akoHoaaTenbcTBO Poccuiickoit
Oenepann 00 uHDOpMAaIHy,
WH(GOPMAITMOHHBIX
TEXHOJIOTHSIX W O 3alluTe
UH(POPMAITUKU COCTOUT U3

denepanpHoro 3akoHa «0O0 wuHbopmanuu, HHGOPMAIMOHHBIX
TEXHOJIOTHSAX W O 3aIuTe WHPOPMAIUU» U APYTUX (eaepaTbHBIX
3aKOHOB, PETYJIUPYIOIIUX OTHOIICHHS B 00JACTH MCIOJIb30BAHUS
nH(pOpMaIU

denepanbHoro 3akoHa «O MEPCOHATBHBIX MAHHBIX» M JIPYTHX
(denepanbHBIX 3aKOHOB, PETYJIHUPYIOIMUX OTHOIICHUS B OOJACTH
WCIOJIb30BaHUs UH(OpMaLIUU

¢denepanpHOro 3akoHa «O KOMMEpPYECKOM TailHEe» W JIPYTHX
(benepanbHBIX 3aKOHOB, PETYJIMPYIOLIMX OTHOLICHHUsS B 00JacTH
WCI0JIb30BAaHUS HH(OpMaLUn

¢denepanbHOro 3akoHa «O rocygapCTBEHHOM TailHe» W JIpyrux
(dbenepaibHBIX 3aKOHOB, PETYJIUPYIOIIMX OTHOIICHHS B 00JacTH
UCMOJIb30BaHUs MH(POPMAIIH

IIpeameTom IIPaBOBOI'0
perynupoBanuss B o0OjacTu
nH(pOpMAaIIH,
WHQOPMAITMOHHBIX TEXHOJIOTUH
u 3aIUTHI HHpOpMAIUH
SBIISIFOTCS

OTHOILIEHMSI, BO3HUKAIOIINE TOJIBKO MPH OCYIIECTBICHUH IpaBa Ha
MIOUCK, MOJy4eHHe, Nepeaady, IPOU3BOJACTBO U PACHPOCTPaHEHNE
uHpopMalu

OTHOIIECHHUS,  BO3HHUKAIOLINE
MH(GOPMAIIMOHHBIX TEXHOJIOTHH

TOJIBKO npu MMPUMCHCHUU

OTHOIICHHSI, BO3HUKAIOUINE TOJBKO IMPH OOECIIEYCHUU 3allUThHI
uHpopMalu

OTHOILIEHNS, BO3HUKAIOIIUE ITPU OCYIIECTBICHUH IIPaBa Ha IOMUCK,
NOJIyYeHue, Iepefady, I[POU3BOACTBO M pacIpoOCTpaHEHUE
nH(popMalnY; MpU NPUMEHEHUH HH(OPMALMOHHBIX TEXHOJIOTHIA;
pu 00eCeYeHUH 3alMThl HH(OpMAIUU

B crpykTypy rocynapcTBeHHOI
CUCTEMBI 3alUTHl WH(OPMAIUH
P® Bxomar

OCh PO

MB/]] PD

DOCTOK

OCHH

HopMaruBHo-ipaBoBO#l  akT -
3TO

MPaBOBOM aKT, MPHUHATHIM ITOJTHOMOYHBIM Ha TO OpPraHOM H
COJiepKallliii TpaBOBble HOPMBI, T. €. MNPEANHCAHUS OOIIEro
XapakTepa M IIOCTOSHHOIO JEWCTBUS, pPACCUUTAHHBIE Ha
MHOT'OKPAaTHOE MPUMEHEHHE

MIpaBOBOM aKT, IPHUHATHIA IIOJHOMOYHBIM Ha TO OPraHoM H
COJIEpKALINM TNpaBOBbIE HOPMBI, T. €. HpPEANHCaHUs OOILero
XapakTepa M IIOCTOSHHOTO JEWCTBHS, pPACCUUTAHHBIE Ha
OJTHOKPAaTHOE IIPUMEHEHHUE

HCT BCPHOI'O OTBCTA




Bonpoc

Bapuanmbl omeenma

O KoMMepUeCcKoH TaliHe

Kaxk Ha3bIBACTCS 3aKOH,
perymupyromuii  gesrensHocts | O TOCy1apCTBEHHOH TaliHe
roCyNapCTBEHHOW TalHbBl Ha | O ciry)keOHO# TaliHe
Tepputopuy PO O BpaueGHOM TaliHe
Ha JOCTYN K CBOUM IIEPCOHATIBHBIM JaHHBIM
BO3PaXEHUE MNPOTHB MPUHATUSA PELUICHUH HWCKIOYUTEIBHO Ha
OCHOBaHMU  ABTOMATU3UPOBAHHOM  OOpabOTKM  IMEPCOHATIOM
CyOpekt MEPCOHANBHBIX | JAHHBIX,  MOPOXKOAIOMIUX  IOPUAUYECKHE  IIOCIEACTBUIL B

JaHHBIX 06Ha):[aeT npaBaMu

OTHOLLICHHH Cy@b@KT& WM HWHBIM O6paSOM 3aTparuBarommx c€ro
IIpaBa U 3aKOHHBIC HHTCPCChI

00’KaJIOBaHUE IEMCTBUN Win Oe31eiiCTBUNA

BCPHBI BCC BAPpMAHTHI

IIpaBoBoe
OTHOLIEHUN B
UCIIOJIb30BaHMUSA  3JIEKTPOHHOMN
¢ poBoit MO IITUCH
OCYILECTBISIETCS B
COOTBETCTBUU C

peryaupoBaHue
obnactu

I'paxxnanckum konekcom Poccuiickoit denepannun

®enepanbHbM 3ak0oHOM "OO0 mHbOpManuu, WHPOPMATH3ALUU U
3ammTe nHpopMaun"

®enepanbHbiM 3akoHOM "O cBsi3u"

BCPHBI BCC BAPpHAHTLI

UTo W3 NEpeduciIeHHOro He
BXOJAWT B TIEPBbIH ypPOBEHb
MPaBOBOTO obecrnieueHust
UHPOPMAITUOHHON
Oe3omacHOCTH

Konctutynus PO (cr. 23, npaBo Ha TallHy NEPENHUCKH)

I'paxnanckuii kogekc P® (ct. 139, Bo3MelieHne yOBITKOB OT
yTeyeK)

@DenepanbHblil 3ak0H "O rocyapcTBEHHOI TaliHe"

ITocranosnenus IIpasurenscrtea PO

N3 CKOJNBKUX YPOBHEH COCTOUT
paBoBOE obecrieyeHue
WH(POPMAITMOHHOM
Oe3onacHocTU

JIBYX YPOBHEHN

TPEX YPOBHEU

YETBIPEX YPOBHEN

IIATH YPOBHEU

[lepeueHsr BUIOB AEATEIHHOCTH
B obmacTu 3aIIUTHI
WHPOpPMAIIMK, Ha  KOTOpBIE
BBIIAIOTCS JIMICH3UH,
ompeaeneH  IlocranoBneHuem
IIpaBurenscTBa PO "O
JTUTIEH3UPOBAHUU  OTICIIBHBIX
BHUJIOB JesITeIbHOCTH" oT
24.12.94 Nel418 k HuUM, B

U (POBATBHBIX CPEJCTB

3allUIICHHBIX CUCTEM TCJ'ICKOMMyHI/IKaIII/II\/JI

IporpaMMHBIX CPEIACTB

CIICMUAJIBHBIX TEXHUYCCKUX CPCIACTB 3alllUThI I/IH(i)OpMaHI/II/I

1aCTHOCTH, OTHOCHUTCH | 1o aroTOBKA M MEPEMOArOTOBKA KaIpOB
paspaborTka, MIPOU3BOJICTBO,
aJIn3alnus u BHUCH
peajmsan CEPBUCHOC | poo BepHBI BApHAHTHI
obOcITy)KMBaHNE
3akoHOaTeIIBHON ¥ | 0 TOCY/IapCTBEHHOM TaliHe
HOpMAaTUBHOU 0azoii | o TexHMUECKOM peTyIMpOBaHUHI
JUICHINPOBAHMS . 11 0 MMIEeH3MPOBAHUM OT/IENBHBIX BUIOB J€ATEIBHOCTH
cepTu(UuKaInu B 0o0J1acTn o
praguKan 0 3alIUTe MpaB MoTpeduTene
3aIIUTHI nH(pOpMaIIn

SIBJIIAIOTCS 3aKOHBI PD

BCC BCPHBI BApHMAHTEI

Ilepedyens BUAOB ACSITCIHHOCTH

B oOiactu 3aIIUTEI
uHpOpMAIUK, HA  KOTOPEIC
BBIJAIOTCS JINIEH3HUN,

U (POBATHHBIX CPEIICTB

3alUIICHHBIX CUCTEM TCJIGKOMMyHI/IKaHI/Iﬁ




Bonpoc

Bapuanmbl omeenma

ompezenedH  IloctaHoBneHHeM
TIpasHTenbCTBa PD »() | MTPOTPAMMHBIX CPE/ICTB
JMLCH3UPOBAHUM  OTACIBHBIX
BHJIOB JICATENBHOCTH” K HuM, B | CTIEHMAIBHBIX TEXHUYECKUX CPEJICTB 3aLIMThI MHPOPMALUH
YaCTHOCTH, OTHOCHUTCS
pa3paboTka, MPOHU3BOACTBO,
peanusamus M ceppucHoe | BEPHBI BCC BADHAHTEI
o0cTyXKBaHHe
JIMYHBIE
Kaxkue KaTeropHH "5 e nocTyHbIe
MEePCOHAITLHBIX JTAHHBIX
R o3 “0 (bu3HoNIOrNYecKue
MIEPCOHANBHBIX JaHHBIX 7 CrienraIbHbIC
OHOMETpUUYECKHE

B xakux ciywasx omepaTop He
00513aH YBEZIOMIISITH PETyNATOpa
00 00paboTke TEePCOHATBHBIX
HNaHHBIX?

ecyu JaHHble BKIo4aroT B ce0s OO, tenedon u pazmep okiana

CCJIM OIICpaTopa CBA3LIBACT C Cy'6’beKTOM TPYAOBBIC OTHOIICHUS

€CJIM JIaHHBIE BKIIIOUAIOT B ce0s Tonpko OO

CCJIN JaHHBIC KaCAatOTCA 310POBbLA CY6’beKTa

€CITU JTaHHBIE KaCcal0TCsl CeMEHHOM KU3HH CyOheKTa

€CIM JaHHbIe HEOOXOIMMBI JUIS OJHOKPATHOTO MPOIyCKa Ha
TEPPUTOPHIO OLIepaTopa

Bribepute ciydan 00paboTKu
HEPCOHANBHBIX JAHHBIX, KOT/a
orepaTop He 00s3aH TOJy4aTh
NHCBMEHHOE coriacue
cyOBekTa Ha 00paboTKy:

OpOHHPOBAHUE TOCTUHUIIBI TYPUCTHYECKON (hupMon

rnepclada JaHHbIX TPCTbUM JIMIIAM

€ClIi MEXIy OIEepaTopoM U CYOBEKTOM
npenycmarpuBaromuii oopadorky I1]]

€CTh  JIOTOBOD,

JIOCTaBKa TOYTOBBIX COOOIIIEHUIT

opranu3anus COCTaBJIACT 633y JaHHBIX CBOHMX KIIMCHTOB, C

ykazanueM ®OUO, TenedoHOB, aapecoB W  3aHUMAEMBIX
JIOJDKHOCTEN
Kakoii mokyment comepxur B | denepanbHblii  3akoH “O0 wHpOpMarmu, WHPOPMAITHMOHHBIX
cebe CTPAaTEruyeCKUe | TeXHOJIOIMSIX M O 3aluTe nHpopManuu”
HAlMOHAILHBIC  TIPHOPHUTETRL, | DenepanbHblid 3aK0H O TOCYIapCTBEHHOW TaliHe”
Hedd |- Mepbl - B OGHaCTIf Joktpuna  uHbopManmoHHol  Oe3omacHoct  Poccuiickoit
BHYTPCHHCHU n BHCIIHCHU CDCI[epaHI/H/I
TOJIMTUKHA Poccun,
OMpeIeSIOINe COCTOSIHHE

HaIlMOHAJBbHOHN 0€30MacHOCTH U
YpOBEHBb YCTOWYHBOTO Pa3BUTHS
rocyJapcTBa Ha J0JIOCPOUYHYIO
MEPCIEKTUBY?

Crparerus HarmoHAIBHOU Oe3omacHOCTH Poccuiickoit denepanun

Kakoii nokymeHT oToOpaxaer

opuIManbHBIE  B3MIAABI  HA
ey, 3aJa4d, TPUHIUIB U
OCHOBHBIE HaTpaBJICHUS
obecrevyeHuns
UHPOPMAITHOHHOH

Oe3onacHoctd PD?

@enepanbHblii  3akoH  “O0  uHpOpMaIUH,
TEXHOJIOTUSIX U O 3aIIuTe HHpopMaru”

MH(GOPMaLIMOHHBIX

®denepanbHbli 3aK0H ‘O rocy1apCTBEHHON TaitHE”

HoktpuHa  uHpopmanmoHHoW  OezomacHoctH  Poccuiickoit

denepanun

Crparerus HanpoHanbHOU O6e3omacHocT Poccuiickoii deneparumn

Bonpocsl k kommiiekcHomy 3aganuio TK3

1. Yto Takoe «mpaBoBoe obecreueHrne MHGOPMAIMOHHON 0€30MacHOCTHY U B
YeM 3aKITF0YaeTCs ero IpeaMeT?

2. Packpoiite cofepkaHue MpaBOBOTO oOecTieueHus: 6e30MacHOCTH CBEICHUH.

3. Packpoiite coaepkaHne H CTPYKTYPY B3aKOHOJATEIhCTBA B 00JacTH




obecrieueHust UHOOPMAITMOHHON OE30TTaCHOCTH.

4. OcHOBHBIC HOpPMATHBHBIC PYKOBOMAIIME JIOKYMEHTHI, KacaroIIuecs
rOCy/IapCTBEHHOMN TaiHBI, HOPMATUBHO-CIIPABOYHBIC JOKYMECHTHI.

5. YpoBHH npaBoBOro odecrneueHrss HHGOPMaIMOHHON O€301TaCHOCTH.

6. Mecro wuHPOPMAITMOHHON 0€30MacCHOCTH JKOHOMHUYECKHX CHCTEM B
HAI[MOHAJILHOW O€301TaCHOCTH CTPAHBHI.

7. OCHOBHBIE IPUHITUIIBI 00ECTIEYeHUS OE30TTaCHOCTH.

8. Konmnenmust nHGopManmmoHHON 6€30TTaCHOCTH.

9. loxTpuna napopmarmoHHoi 6e3omacHocty Poccun.

10. YeTbIpe OCHOBHBIEC COCTABIIAIONINE HAIMOHATLHBIX HHTEpECcOB Poccuiickoit
denepanuu B nHGOpMAIMOHHOMH chepe.

11. OcHoBHbBIE 3amauud oOecneyeHus HHPOPMAIMOHHON O0€30MacHOCTH.
[IpaBoBBIe MeTO 1Bl OOECTICUEHUSI MHPOPMAITUOHHOM 0€301TaCHOCTH

Jlyist MpoMesKyTOYHOM aTTeCTALUM

1. UudopmanmonHas 6e30MacHOCTh Y€JIOBEKa U OOIIEeCTBa. YPOBHU 3alUTHI
MH()OPMAIIMOHHBIX PECYPCOB.

2. KommnbrorepHble npectyruieHuss. OCHOBHBIE TEXHOJOTHH, UCTIOJIb3YIOIINECS
IIPU COBEPLIEHUU KOMITBIOTEPHBIX MPECTYIICHUN.

3. OObBekThl 3amMThl MH(pOpPMAMHU. 3anmuTa HHPOPMALUU OTPAHHUYEHHOTO
JIOCTyIIA: TOCYIapCTBEHHAS TaliHa, KOMMEpYEeCKas TaiHa.

4. OCHOBHBIC KaHAJIBI YTEYKU UHPOPMAIIUH.

5. Meronbt u cpenactBa 3amutbl uHGopmanmu. ConepkaHHE CIOCOOOB H
CpencTB obecrnieueHust 6€30MacHOCTH HH(OPMAITUH.

6. Kpunirorpadus. CumMeTpudHbIe KPUTITOCUCTEMBI.

7. Kpunirorpadusi. ACUMMETPUYHBIE KPUITOCUCTEMBI.

8. 0O030p U KiIaccuukanrs METOA0B MKU(PPOBaHU UHPOPMALIUH.

9. DnexkTpoHHO-1IU(POBAs TOMKCH.

10. Yrto oTHOCHMTCS K CpEACTBAM WHXCHEPHO-TEXHUYECKOW  3allUThI
yuH(pOpMAaIUK U 17151 YeT0 OHU NpeAHa3HAYEHBI?

11. B yem 3akioyaroTcs JOCTOMHCTBA M HEJOCTATKU MPOTPAMMHBIX CPEJICTB
3alUThl HHPOpMALIUU?

12. TTaponbHas 3amura.

13. TlonsiTrie yrpo3sl. AHanu3 yrpo3 uHGOPMAIMOHHON Oe3omacHoCcTH. Buab
«HApYLUUTEIEH.

14. Tlonutuka 6e3onacHoCTH. OCHOBHBIE TUIIBI MTOJTUTHKN O€30TTaCHOCTH.

15. CrangapTsl HHGOPMAITMOHHON OS30ITaCHOCTH.

16. IlpaBoBoe obecnieueHre 3auThl nHGopManu. HopMaTuBHBIE TOKYMEHTHI.

17. Pa3pymaromue nporpaMMHbIE BO3JCUCTBUSA: BHPYCHl M 3aKJIAJKH.
AHTUBHPYCHBIE CPENICTBA.

18. INcuxonornyeckue acnekThl HHPOPMAITMOHHOM O€30ITaCHOCTH OpraHU3aIIUH.
19. Hactpotiika moauTuKu 0€30MacHOCTH ONEPAIIMOHHON CHCTEMBI.

20. AHanu3 3alUIIeHHOCTH U30JIMPOBAHHON TPOTPAMMHOM CpPEJIbI.
21. UccnenoBanne cucTeM UaSHTU(DUKAIUH.



22. CTpyKTypa 3aKkoHOAaTenbHOM 0a3bl nHGOopMalmoHHo# Oe3omnacHoctu PO.

23. Ctparterus HallMOHAIBHOM Oe30nmacHocTy. HazHaueHne, OCHOBHBIE TEPMUHBI.

24. lloxtpuna Ub. Ee HazHaueHwMe.

25. CTpyKTypa ¥ BBl HOPMATHUBHBIX aKTOB, PErYJIUPYIOIIUX OOECICUCHHE
nHpopmarmonHoit 6e3onacHocty B Poccuiickoit denepanuu

26. Ilonstue o 3amure uHbopmamuu B PO (149-D3). T'ocymapcTBeHHOE
perynupoBanue. OOsi3aHHOCTH  oOJsiajateneil  uHOpPMAIMM W ONEPaTOpOB
WH()OPMAITMOHHBIX CUCTEM. PerymsiTopsl.

27. CucreMa HOPMATHBHBIX TMPAaBOBBIX aKTOB, PETJIAMEHTHUPYOIINX
oOecrieueHne COXPAHHOCTH CBEICHUH, COCTABISIONMIUX TOCYJAPCTBEHHYIO TAalHY B
Poccuniickon @enepanun
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